
 

EXPLORING THE IMPACT OF PRIVACY AND TRUST OF INFORMATION ON 

PATIENT PORTAL ADOPTION USING THE  

THEORY OF PLANNED BEHAVIOR. 

 

by 

 

Adimora A. Eze, BSHM 

 

A thesis submitted to the Graduate Council of 

Texas State University in partial fulfillment 

of the requirements for the degree of 

Master of Health Information Management  

with a major in Health Information Management  

May 2022 

 

 

 

 

 

 

 

 

Committee Members: 

 Barbara A. Hewitt, Chair 

 David Gibbs 

 Jackie Moczygemba 

  

  



 

 

COPYRIGHT 

by 

Adimora A. Eze 

2022 



 

 

 

FAIR USE AND AUTHOR’S PERMISSION STATEMENT 

 

 

Fair Use 

 

This work is protected by the Copyright Laws of the United States (Public Law 94-553, 

section 107). Consistent with fair use as defined in the Copyright Laws, brief quotations 

from this material are allowed with proper acknowledgement. Use of this material for 

financial gain without the author’s express written permission is not allowed.  

 

 

Duplication Permission 

 

As the copyright holder of this work I, Adimora A. Eze, authorize duplication of this 

work, in whole or in part, for educational or scholarly purposes only. 



 

 

 

DEDICATION 

 

I dedicate this thesis to God Almighty my creator, my strong pillar, my source of 

inspiration, wisdom, knowledge and understanding. He has been the source of my 

strength throughout this program and on His wings only have I soared. I also dedicate this 

work to my amiable wife, Ezinma Adimora (UsoAdi) who has encouraged me all the way 

and whose encouragement has made sure that I give it all it takes to finish that which I 

have started. I am forever grateful to God for having you in my life, and thank you for 

being my strong support system. 

 



 

v 

ACKNOWLEDGEMENTS 
 

I would not have gotten this far in my thesis without the help of my family and 

the wonderful professors I had in this journey. I wish to express my sincere gratitude to 

following individuals for their support and assistance toward the completion of this 

thesis.   

I would like to thank my esteemed thesis chair, Dr. Barbara Hewitt, for her 

invaluable support, supervision, and guidance during the course of this research. Her 

dynamism, vison, assurance, motivation, and her believe in me have deeply inspired me 

to achieve this milestone in my educational journey. She was always there when I needed 

her for any questions or concerns. She made sure that I understood every step of 

conducting research. I have learned so much from you. I truly value your patience. I am 

honored that you agreed to be my thesis chair.  

I am extremely grateful to my co-committee, Dr. David Gibbs for his 

encouragement and support. Thank you for all the encouragement you have provided 

since my enrollment in this program. Thank you for always stressing the importance of 

American Psychology Association (APA) format during my Leadership class. Those 

skills really transcended into this research. Thank you for encouraging me to challenge 

myself, and for guiding me through the process of Certified Associate in Healthcare 

Information and Management Systems (CAHIMS) certification. Thank you for taking the 

time out of your busy schedule to review my thesis and provide constructive feedback. I 

am forever grateful.  To professor Jackie Moczygemba, I am truly honored to have been 



 

vi 

your student. Thank you for ensuring that I understood the concepts of Health 

Information Management. Thank you for your valuable time, input and constructive 

feedbacks you provided. 

I would also like to acknowledge the following professors: Dr. Tiankai Wang, Dr. 

Diane Dolezel, Dr. Jenifer Teal. Your dedicated and inspirational mentorship during the 

course of earning my master’s degree cannot be overemphasized. I will forever remain 

grateful for the opportunity to learn from all of you. The Department of Health 

Information Management at Texas State University is blessed to have wonderful and 

dedicated professors like you.  

To my classmates: Maranda Giebler, Diane Harris, Derek Henshaw, Lacy Gilley, 

Grace Ho, Krithika Mohan, Sally Witethoff, Teresa Blaeser and Maegan Hill, working in 

group projects with some of you have taught me how to handle conflicts in a Team 

project. All of you are wonderful people. I enjoyed sharing and learning from you in 

every discussion board post.  

 

  



 

vii 

TABLE OF CONTENTS 

           Page 

ACKNOWLEDGEMENTS ................................................................................................ v 

LIST OF TABLES ............................................................................................................. ix 

LIST OF FIGURES ............................................................................................................ x 

ABSTRACT ....................................................................................................................... xi 

CHAPTER 

1. INTRODUCTION ................................................................................................. 1 

2. LITERATURE REVIEW ...................................................................................... 3 

2.1 The Theory of Planned Behavior .......................................................... 5 

2.1.1 Attitude .................................................................................. 6 

2.1.2 Subjective Norm .................................................................... 6 

2.1.3 Self-efficacy ........................................................................... 6 

2.1.4 Intention ................................................................................. 7 

2.2 Purpose Statement ................................................................................. 7 

3. RESEARCH QUESTIONS ................................................................................... 8 

4. RESEARCH MODEL AND HYPOTHESES ..................................................... 10 

5. RESEARCH METHODOLOGY ........................................................................ 12 

5.1 Method ................................................................................................ 12 

5.2 Data Collection ................................................................................... 12 

6. ANALYSIS ......................................................................................................... 13 

7. RESULTS ............................................................................................................ 20 



 

viii 

8. DISCUSSION ...................................................................................................... 25 

9. CONCLUSION ................................................................................................... 28 

9.1 Limitations .......................................................................................... 28 

9.2 Contributions and Implications for Future Research .......................... 29 

APPENDIX SECTION ..................................................................................................... 30 

REFERENCES ................................................................................................................. 38 

 

 

 



 

ix 

LIST OF TABLES 

 

Table Page 

   

1  Demographics ............................................................................................................... 13 

2  Cronbach’s Alpha ......................................................................................................... 16 

3  Composite Reliability ................................................................................................... 17 

4  Average Variance Extracted ......................................................................................... 18 

5  AVE and Construct Correlations .................................................................................. 19 

6  Path coefficients, T-statistics, p-Values, and R² of original TPB ................................. 20 

7  Results ........................................................................................................................... 22 

8  Hypothesis Results ........................................................................................................ 23 

 



 

x 

LIST OF FIGURES 

 

Figure Page 

 

1 Theory of Reasoned Action (Ajzen & Fishbein, 1980) & Theory of Planned Behavior 

(Ajzen, 1991) .......................................................................................................... 6 

 

2 Path coefficients, p-Values, and R² for the original TPB .............................................. 21 

 

  



 

xi 

ABSTRACT 

Patient Portals are widely used in healthcare to guarantee access to health 

information. However, while the adoption of patient portals by physicians has increased 

over the past three years, the adoption and use by patients is still quite low. This research 

study used the Theory of Planned Behavior (TPB) to identify factors that influence an 

individual’s decision to adopt and use patient portals. Two additional factors, such as 

privacy and trust that hinder individuals were added to the model. 

  An online survey was created to explore the impact that TPB constructs 

(subjective norm, attitude, self-efficacy, and intent) and items for privacy and trust had on 

patient portal adoption. Responses were gathered from 453 individuals using a Qualtrics 

survey response team. Data were analyzed using Smart PLS.  

Attitude, subjective norm, self-efficacy, intent, privacy, and trust of information 

all impacted an individual’s decision to use a patient portal. Privacy construct shows a 

negative effect on an individual’s intention to adopt and use a patient portal.  

TPB is a good theory to explore why individuals use or don’t use patient portals. 

This research explored the TPB to identify factors which influence an individual’s intent 

to adopt a patient portal. The TPB model was used to determine what influenced 

individuals to adopt and use patient portals. Two additional constructs were added to 

explore their role in an individual’s decision to use the portal: privacy and trust of 

information. When analyzing the results, all constructs including privacy and trust were 

significant in predicting whether an individual would use patient portal; however, privacy 
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shows this desire will have a negative effect on their intent to use a patient portal.  

Keywords: theory of planned behavior (TPB), security, privacy, trust, patient portals, self-

efficacy, subjective norm, attitude, intention. 
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1. INTRODUCTION 

Patient portals provide patients with access to their health data allowing them to 

share data and communicate effectively with healthcare providers. These portals are 

linked to the patient’s electronic health record (EHR) improving both the efficiency of 

healthcare delivery and the health of the patient (Goldzweig et al., 2013). By having 

access to their health record through the portal, patients can identify any errors contained 

in their health record and request any necessary changes be made.  Even though patients 

would benefit from using the patient portals, the adoption and use of these systems are 

still slow and a major concern. Many researchers are exploring reasons for the slow 

adoption of this technology. Kooij et al., (2018) identified lack of guaranteeing security 

and privacy of patient portal as a barrier to its acceptance by patients due to the risk of 

exposure of their private/sensitive information that is stored in their health record. Liu et 

al., (2011) noted that “the end-users trust the systems less if the login information used 

for the PHR is also used for other services provided by the same company” (p. 5). This 

often results in the failure of patients to adopt portals as tools to enhance healthcare 

service delivery. 

 Currently, data privacy is the most challenging issue facing patient portals and 

must be addressed to enhance patients’ trust in these systems (Latulipe et al., 2020). Trust 

plays a very important role in patient portal adoption by patients. Spivak et al., (2019) 

describes that patients must understand the trustworthiness and realize the benefits of 

using the patient portal. The remainder of this paper is organized as follows: Section 2 

reviews literatures on the adoption of patient portals and the significance of privacy of 

patient information towards the adoption of patient portals, along with the theoretical 
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framework and the purpose statement of this research. The research questions are 

presented in section 3. The research model and hypothesis are described in section 4 and 

the methodology is explained in section 5. Section 6 contains the analysis followed by the 

results in section 7. Section 8 includes the research discussion and lastly, conclusions are 

stated in section 9. 
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2. LITERATURE REVIEW 

 Several researchers have explored patient portals adoption by physicians and 

healthcare providers, as well as patients. While 90% of physicians and healthcare 

providers have overwhelmingly adopted these portals (Heath, 2018b), only 20% of 

patients are comfortable using these systems (Heath, 2018a). In this literature review, the 

researcher assesses studies regarding various aspects of patient portal adoption. The 

primary aim of the assessment is to examine factors influencing the adoption of patient 

portals in different healthcare contexts. The literature is essential in exploring privacy and 

trust as the primary factors influencing the adoption of a patient portal in different 

healthcare environments. This research will fill some of the existing research gaps about 

the adoption of patient portals.  

 Otokiti, Williams, and Warsame (2020) used responses from the 2017 and 2018 

Health Information National Trends Survey (HINTS) to assess patients’ self-motivation 

towards online portals to explore how the digital divide among different individuals in 

the United States (U.S.) influences their ability to accept technology. The researchers 

found that the digital divide is a vital factor affecting the adoption of patient portals. 

Another factor that is vital in the acceptance of portals is the relationship between the 

patients and providers. Zickmund et al. (2008) determined that the relationship between 

the patients and healthcare providers is essential in influencing the acceptance of 

healthcare technology.  

 Securing healthcare data is a major concern. Various researchers have examined 

privacy issues and their influence on patient portal adoption. Li and Xue (2012) examined 

the issue of privacy on patient portal acceptability.  As per the authors, the breach of 
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patient privacy in the past has led to loss of crucial data to third parties. This has raised 

issues regarding patients’ privacy, which is one of the primary concerns in the adoption 

of patient portals. Li and Xue (2012) explored a patient portal, OpenEMR, and identified 

that one of the system’s weaknesses led to mistrust among patients. In exploring the 

groups that are not using the patient portal, Anthony et al. (2018) supported the claim that 

safety and privacy concerns are some of the most significant impacts hindering patients 

from embracing patient portals. Most patients who do not use these systems cite fears of 

loss of crucial data and are unsure of measures that are adopted to protect their 

information. This statement is supported by Moqbel et al., (2021) who found individuals 

feel dissonance due to fear of exposure of their medical record through security breaches 

or unwanted access to patient portals. In solving these problems, the developers of the 

system need to consider ensuring that the system addresses the concerns of users by 

making the system patient-centered (Kellermann & Jones, 2013). Also, to increase the 

sustained usability of patient portals, mechanisms must be put in place to alleviate fears 

(Moqbel et al., 2021) within individual’s privacy of their health information. The issues 

of data privacy remain crucial in the adoption of patient portals among patients.  

 Another significant issue is user preferences and experiences. These factors entail 

the customization of the healthcare online portals to fit the needs and preferences of 

patients. According to Sequeira (2017), the attitudes of individuals towards the system 

influence its adaptability. For example, when individuals perceive the portal to have 

significant benefits on their health, they are likely to adopt it and they are also unlikely to 

support the system if they do not perceive its benefits. Arcury et al. (2017) put forward 

the theory of perceived benefits and consequences as an influencing factor in the 
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acceptability of patient portals. The U.S. government, in an attempt to influence the 

adoption of the patient portals, is proposing the benefits that patient portals have for the 

patients. This method is expected to be effective in influencing the successful adoption of 

the patient portals. However, the primary concern regarding safety and privacy is 

expected to hinder the acceptability process despite the perceived benefits (Civan et al., 

2006). It is therefore the role of the government and healthcare organizations and their 

providers to guarantee the privacy and trust of patient data to enhance patient portal 

adoption rate.  

2.1 The Theory of Planned Behavior 

 The theory of planned behavior (TPB) which was derived from the theory of 

reasoned action (TRA) has been used in various studies in an effort to understand factors 

that influence an individual's intentions to perform certain behaviors. Theory of Planned 

Behavior/Reasoned Action was proposed by Ajzen & Fishbein (1972). It is a 

psychological theory that helps relate one’s behavior to beliefs. TPB suggests that for an 

individual to exhibit certain behaviors, such behaviors are dependent upon the 

individual’s intention, beliefs about a behavior (attitude), and beliefs about others' 

attitudes toward a behavior (subjective norm) (Neighbors et al., 2013). These are vital 

factors that determine behaviors in individuals. Many studies have applied this theory to 

understand the factors influencing behavior (Schmidt & Krebs, 1993).  In healthcare, it 

can be a useful tool in explaining patients’ behaviors towards the adoption of patient 

portals. TPB includes attitude, subjective norm, self-efficacy, intention, and behavior. For 

the purpose of this study, behavior will not be explored since we are only looking at the 

person’s intention to adopt and not those who have adopted a patient portal. 
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Figure 1. Theory of Reasoned Action (Ajzen & Fishbein, 1980) & Theory of Planned 

Behavior (Ajzen, 1991) 

2.1.1 Attitude 

 Attitude refers to the belief that an individual possesses regarding a particular 

behavior. The attitude towards a particular behavior has a profound influence on intention 

(George, 2004). The concept of attitude according to Ajzen (1991) can be viewed as the 

degree to which an individual has favorable or unfavorable evaluation of that individual's 

behavior.    

2.1.2 Subjective Norm 

 The TPB model measures subjective norms, the behaviors that are developed by 

the norms within a community. These norms influence a person to act or behave a certain 

way. This factor is promulgated by perceived social pressure to perform or not to perform 

certain behaviors (Ajzen, 1991).  

2.1.3 Self-efficacy 

 Self-efficacy refers to the beliefs that an individual possesses regarding their 

ability to pursue an action (Schmidt & Krebs, 1993). As a product of societal influence, 

self-efficacy is expected to have a considerable influence on individuals’ behaviors and 

preferences. 
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2.1.4 Intention 

 Intention is a product of various variables including self-efficacy, subjective 

norm, and attitude. All these factors influence the intention of individuals to adopt patient 

portal, which eventually leads to their behavior. Ajzen (1991) noted that "the more 

favorable the attitude and subjective norm with respect to a behavior, and the greater the 

perceived behavioral control, the stronger should be an individual’s intention to perform 

the behavior under consideration" (p. 188). The stronger the intention to perform the 

behavior leads to the likelihood that the individual would exhibit the behavior (Sequeira, 

2017). 

2.2 Purpose Statement 

 It is imperative for patients to monitor their health. Patient portals allow patients 

to have access to the information contained within their health record. Thus, this research 

will use the theory of planned behavior as well as privacy and trust to explore the impact 

of these constructs on an individual's decision to adopt and use patient portals. 
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3. RESEARCH QUESTIONS 

 The research applies TPB to the adoption of patient portals. The following are the 

primary research questions for the research: 

 Attitudes are beliefs that one obtains from society towards something as used in 

TPB. Thus, the researcher explored whether attitude affects the decision of individuals in 

adopting patient portals. The research question is essential in determining what factors 

influencing the patients’ intention according to the Theory of Planned Behavior. 

R1. Does attitude influence an individual’s decision to adopt a patient portal? 

 Subjective norm refers to encouragement or discouragement that one receives 

from society based on other’s beliefs or attitudes toward a behavior. These others often 

influence behavior (Schmidt & Krebs, 1993). The researcher will examine whether this 

factor influences an individual’s adoption of patient portals. 

 R2. Does subjective norm influence an individual’s decision to adopt patient 

portal? 

 Self-efficacy entails the belief that one can achieve something. It is influenced by 

the community or an environment (Schmidt & Krebs, 1993); however, it really describes 

a person’s personal belief in themselves. The researcher is interested in identifying how 

this factor influences an individual in their adoption of patient portals. 

 R3. Does self-efficacy influence an individual’s decision to adopt a patient 

portal? 

 Another vital question in determining how individuals’ feelings regarding the 

privacy of their information impact their ability to adopt patient portals. When people feel 

secure about their privacy, they are likely to adopt technology. This question is vital in 
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determining how privacy influences individuals’ perceptions and preferences.  

 R4. Does privacy influence an individual’s decision to adopt a patient portal? 

 Trust is another essential factor in any environment. This is especially the case in 

healthcare and information technology contexts (Lyles et al. 2013). Thus, determining 

how patients’ trust in healthcare providers and health information technology impacts 

their adoption of patient portal is vital. 

 R5. Does trust influence an individual’s decision to adopt a patient portal? 
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4. RESEARCH MODEL AND HYPOTHESES 

 Using the TPB, hypotheses were created to systematically investigate how 

attitude, subjective norm, self-efficacy, and intention impact an individual’s privacy and 

trust of patient portal adoption. The following are the hypotheses that the research aims at 

testing:  

 This hypothesis entails examining whether attitudes impact the decisions of an 

individual. Attitudes are expected to be derived from society as per the theory of planned 

behavior. This will help the researcher determine whether the physician, other healthcare 

professionals, or a family member can influence the patient portal adoption process.   

H1: An individual’s attitude toward patients' portals will have a positive effect 

on patient portal adoption. 

The researcher wants to test whether the norm within a community influences an 

individual's behavior. It is expected that these norms are likely to influence an 

individual’s choices (Schmidt & Krebs, 1993). By using subjective norm, the researcher 

determines whether the physician, other healthcare professionals, or a family member can 

influence the patient portal adoption process.  

H2: Subjective norms will have a positive effect on patient portal adoption. 

As a product of societal influence, self-efficacy is expected to have a considerable 

influence on individuals’ behaviors and preferences. It influences how individuals 

perceive themselves regarding various situations (Schmidt & Krebs, 1993). The 

researcher wants to identify whether self-efficacy influences the adoption of patient 

portals. In their result, Park et al. (2021) found that self-efficacy has a causal effect on 

portal usage among patients. This, however, explains the outcome effect of self-efficacy 
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toward an individual’s adoption of a patient portal.  

H3: Self-efficacy will have a positive effect on intent to use the patient portal.  

Privacy is an essential factor in data sharing. Most individuals want to keep their 

information private including their health information (Li &Xue, 2012). The researcher 

wants to identify whether privacy influences the decision to adopt patient portals. 

 H4. A patient’s desire to keep their data private will have a negative effect on 

their intent to use the patient portal. 

 Trust is an essential factor in any environment. This is especially the case with 

healthcare organizations (Lyles et al., 2013). The researcher explored how trust 

influences the decision to adopt patient portals. 

H5. Trust will have a positive influence on a patient’s intent to use the patient 

portal adoption. 
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5. RESEARCH METHODOLOGY  

5.1 Method 

A survey was developed to test the TPB. Responses from the participants that 

were invited to participate in the survey revealed their intentions toward the adoption of 

patient portals. The target population consists of individuals who are 18 years or older 

across the U.S.  

5.2 Data Collection 

Upon approval from the Institutional Review Board (IRB) at Texas State 

University, with the IRB number 7216 and approval date of 8th of May, 2020.  An online 

survey company, Qualtrics Inc., recruited participants from across the United States 

through a randomized sampling to take part in the online survey. The survey used a 

seven-point Likert-scale ranging from Strongly Disagree to Strongly Agree to explain 

their perception of TPB constructs as well as privacy and trust towards patient portal 

adoption. The survey utilized demographic information to establish participants' 

qualifications to participate in the survey.  

When compared with the regular traditional survey methods such as email and 

telephone surveys, an online survey tends to be more convenient and efficient in 

collecting data (Miller te al., 2020). Four hundred and ninety responses were originally 

gathered. After careful elimination of incomplete survey responses, a total of 453 

responses were considered for analysis. For this sample, the duration of the complete 

survey ranges from 360 to 41,249 seconds. Respondents were allowed to return to 

complete the survey if they did not finish it when they started it.   
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6. ANALYSIS 

Respondents included individuals of ages ranging from 18 to 75 years. Of 453 

participants who completed the survey in its entirety, 45.5% were females while the other 

54.5% constitute males. About 38.2 percent of the participants reported having completed 

some college courses, 13.5% obtained a master's degree, 4.9% with a 2-year degree, 

18.1% have a 4-year degree, 1.5% reported having a professional degree, roughly 1.9% 

reported having less than high school diploma, 18.8% have a high school diploma, and 

3.1% have a doctorate.  Below is a table representing the demographic characteristics of 

the participants.   

  Table 1 – Demographics (n=453) 

 DEMOGRAPHIC NO. (%) 

GENDER     

Female  206 45.5 

Male  247 54.5 

      

HIGHEST LEVEL OF EDUCATION     

Some college 173 38.2 

Master's degree 61 13.5 

2-year degree 22 4.9 

4-year degree 82 18.1 
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Professional degree 7 1.6 

Less than high school 9 2.0 

High school graduate 85 18.8 

Doctorate 14 3.1 

      

OCCUPATION      

Healthcare 23 5.1 

IT/Computing 69 15.2 

Construction 25 5.5 

EDUCATION 22 4.9 

FINANCIAL Services  9 2.0 

LEISURE AND HOSPITALITY 4 0.9 

Retired 93 20.5 

Transportation 4 0.9 

Retail 37 8.2 

Other 100 22.1 

Utilities 4 0.9 

Student 10 2.2 
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The analysis of the data was conducted utilizing Smart Partial Least Squares 3.3.5 

(Smart PLS) (Ringle et al., 2015). As a statistical tool, SmartPLS demonstrates the 

robustness and applicability of the model in the areas that are being studied (Ringle et al., 

2015).  Smart PLS is good because it can be used for large or small sample sizes since it 

uses bootstrapping to simulate additional responses. Subsamples are created using 

bootstrapping to show the significant values of the path coefficient in the SamrtPLS 

model, which requires a repetitive process until a large number of random subsamples is 

Retired 93 20.5 

Domestic (stay at home) 12 2.6 

Human Resources  3 0.7 

      

INCOME     

Less than $20,000 54 11.9 

$20,000-$39,999 104 23.0 

$40,000-$59,999 67 14.8 

$60,000-$79,999 57 12.6 

$80,000-$99,999 30 6.6 

$100,000 or more 127 28.0 

don't care to share 14 3.1 
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created.  A two-step approach was used to analyze the data by first considering the 

reliability and validity of the measurement model and then assessing the structural model 

(Anderson & Gerbing, 1988). The first criterion that is usually evaluated is the reliability 

of the measurement model, which was done using Cronbach's alpha and composite 

reliability (Hair et al., 2016). Reliability demonstrates that the items provide a consistent 

reflection of the underlying latent variable, whereas validity ensures the instrument 

measures the intended relationships contained in the model (DeVellis, 2003; Tavakol & 

Dennick, 2011). Cronbach’s alpha and composite reliability can be used to test reliability. 

Cronbach's alpha which must be greater than 0.70 for each construct as shown in Table 2. 

was higher (Cronbach, 1951). 

Table 2 – Cronbach’s Alpha 

 Cronbach’s Alpha 

Attitude  0.90 

Intent 0.90 

Privacy 0.90 

Self-Efficacy  0.71 

Subjective Norm 0.89 

Trust of 

Information 

0.92 

 

 The Composite reliability was also computed. Composite reliability estimates the 

extent to which a set of latent construct indicators share in their measurement of a 

construct (Hair et al., 1998). Composite reliability is computed using the ratio of true 
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variance to observe the variance in the overall sum score (McDonald, 1999). The 

composite reliability values in this research study are all above 0.70 for each construct, 

which indicates internal consistency. Table 3 provides composite reliability for each 

construct. 

Table 3 – Composite Reliability  

  
Composite Reliability 

Attitude  0.93 

Intent 0.94 

Privacy 0.93 

Self-Efficacy  0.84 

Subjective Norm 0.92 

Trust of 

Information 

0.94 

 

 After establishing construct reliability, construct validity was assessed by testing 

convergent and discriminant validity. According to Brown (2006), convergent validity is 

demonstrated when “different indicators of theoretically similar or overlapping constructs 

are strongly interrelated” (p. 2), whereas discriminant validity is supported when 

“indicators of theoretically distinct constructs are not highly intercorrelated” (p. 3). As 

suggested by Gefen et al. (2011a), a factor analysis can be used to determine the 

convergent and discriminant validity. To ensure convergent validity for each construct, a 

factor load of greater than 0.70 is required, whilst a factor loading of 0.50 is unacceptable 

(Carlson & Herdman, 2012). Upon analyzing each construct, a factor loading of > 0.70 

was achieved.  The results of the factor analysis are in Appendix A. 

 An additional step in substantiating discriminant validity is confirmed by 

calculating the average variance extract (AVE). AVE measures the amount of common 

variance  
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among latent construct indicators (Hair et al., 1998) and is used to assess the validity and 

reliability of a measurement model (Ahmad et al., 2016). The value of AVE should be 

greater than or equal to 0.50 to achieve validity. Table 4 details the AVE for each 

construct. All AVE were greater than 0.50, which indicates discriminant validity. 

Table 4 – Average Variance Extracted 

  AVE 

Attitude  0.78 

Intent 0.84 

Privacy 0.77 

Self-Efficacy  0.63 

Subjective Norm 0.75 

Trust of 

Information 

0.80 

 

Another method to test discriminant validity is to ensure the square root of the 

AVE is greater than the correlation between the construct with the other constructs. In 

Table 5, the square root of AVE is listed in bold on the diagonal in the matrix, and the 

correlation values with the other constructs are listed vertically. The correlation values 

are all less than the square root of the AVE, which indicates the strength of the 

relationship between the two variables (StatSoft, 2013). 
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Table 5 – AVE and Construct Correlations 
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Attitude 0.88           

Intent 0.60 0.91         

Privacy -0.29 -0.34 0.88       

Self-Efficacy 0.63 0.53 -0.18 0.80     

Subjective 

Norm 

0.64 0.57 -0.23 0.65 0.87   

Trust of 

Information 

0.58 0.58 -0.38 0.42 0.43 0.90 

 

 The discriminant validity was demonstrated through the square root of the AVE 

which is greater than any correlational value by construct as shown in table 5, and the factor 

loadings were greater on-factor than off-factor as shown in Appendix A. In summary, the 

reliability and validity assessment provided insight into the suitability of the research 

model. 
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7. RESULTS 

 After evaluating the outer measurement model, the proposed inner model was 

assessed using Smart PLS. First, the path coefficients and variance extracted, or R² 

values, were calculated for the construct relationships. According to Wright (1934), “the 

path coefficient is a means of relating the correlation coefficients between variables in a 

multiple system to the functional relations among them” (p. 161). Table 6 provides the 

path coefficients, p-values, and the R² value for the relationships in the traditional TPB 

model. 

Table 6 - Path coefficients, T-statistics, p-Values, and R² of original TPB 
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Attitude -> 

Intent  

0.19 3.06  <0.001   

Privacy -> 

Intent 

-0.10 2.31 0.02   

Self-efficacy 

-> Intent 

0.12 2.50 0.01   

Subjective 

Norm -> 

Intent 

0.22 4.05  <0.001   

Trust of 

Information -

> Intent  

0.29 5.70  <0.001   

Intent        0.51 
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The path values represent the effect of one construct on another. All the path 

values that were not significant were removed using a stepwise approach. The result was 

subjective norm and trust of information each with a positive path value towards intent. 

R-squared (R²) measures the percent of variation in the “dependent” variable that can be 

accounted for by your “independent” variables (Leamer, 1999). The R² or variance 

extracted was calculated for the dependent variable intent with a value of 0.51. Figure 2 

details the path analysis between constructs for the model as well as the R² value. 

 

 

 

 

 

 

 

 

 

 

Figure 2. Path coefficients, p-Values, and R² for the original TPB 

 The path coefficient for the constructs including attitude, self-efficacy, subjective 

norm, and trust of information were all positive, while the privacy component had a 

negative result of -0.10. These results support that the following paths were significant: 

attitude to intent, self-efficacy to intent, subjective norm to intent, and trust of 

information to intent. The percentage of variation in the dependent variable explained by 

the independent variable is detailed in Figure 2. Intent explains 51% of behavior. 
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Attitude, privacy, self-efficacy, subjective norm, and trust of information account for 3%, 

2%, 2 %, 5%, and 11% of intent respectively. Table 6 shows the R² (Variance extracted 

by construct). 

 After determining the path coefficients and variance values, a test of significance 

was performed for each path. Table 7 reports the sample mean, standard deviation, t-

statistic, and corresponding p-value for each relationship. 

Table 7 – Results 
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Attitude → 

Intent 

0.19 0.20 0.06 3.06 <0.001 

Privacy → 

Intent 

-0.10 -0.10 0.04 2.31 0.02 

Self-

efficacy → 

Intent 

0.12 0.12 0.05 2.50 0.01 

Subjective 

Norm → 

Intent 

0.22 0.21 0.05 4.05 <0.001 

Trust of 

Information 

→ Intent  

0.29 0.29 0.05 5.70 <0.001 

Note: p-value less than 0.05 = significant  

 

Results provided support for H1, H2, H3, and H5, thereby justifying TPB. While 

the paths coefficients for hypothesis 4 were significant, the path coefficient was negative, 
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indicating that privacy had a negative effect on intent. Table 8 provides a summary of the 

hypothesis results. 

Table 8 – Hypothesis Results 

Hypothesis Description Results 

H1 

An individual’s attitude toward patients' portals 

will have a positive effect on patient portal 

adoption.  

Supported 

H2 
Subjective norms will have a positive effect on 

patient portal adoption.  

Supported 

H3 
Self-efficacy will have a positive effect on intent 

to use the patient portal.   

Supported 

H4 

A patient’s desire to keep their data private will 

have a negative effect on their intent to use the 

patient portal.  

Significant 

and negative 

H5 
 Trust will have a positive influence on a 

patient’s intent to use the patient portal adoption. 

Supported 

 

While Smart PLS shows which paths are significant, to determine whether 

individuals' true feelings toward using a patient portal, the items were analyzed 

individually to see whether individual respondents agreed or strongly agreed with the 

statement. When responding to the attitude question, "Using the patient portal would be 

positive," about 20.75% and 6.18% of the respondents agreed or strongly agreed 

respectively. This shows that more than 70% of the respondents did not have a positive 

attitude toward using a patient portal. Self-efficacy shows that respondents could use the 

patient portal if they had self-help information for assistance. About 41% of the 
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respondents agreed (25.39%) and strongly agreed (6.62%) that they could use the patient 

portal if someone first showed them how to use it.  

When exploring how subjective norm influences an individual to use a patient 

portal, 56.73% of the respondents agreed or strongly agreed that they would consider 

using the patient portal if their physician suggested they use it. Only 15.6% of the 

respondents agreed or strongly agreed that they do not perceive that their health 

information is private if they access it through the patient portal. Thus, implying the 

significant impact of privacy among individuals towards their intent to use a patient 

portal. The results for all questions are shown in Appendix B. 
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8. DISCUSSION 

Patients play an integral role in their healthcare in order to achieve optimum 

health outcome improvement (Sequeira, 2017). The role patients play is achieved through 

consumer health information technology (CHIT)— healthcare technologies used in the 

care and improvement of patient healthcare. The patient portal as a CHIT helps in 

promoting patient healthcare. This research explored the TPB to identify factors that 

influence an individual’s intent to adopt a patient portal. Two additional constructs were 

added to explore their role in an individual’s decision to use the portal: privacy and trust 

of information.  

Hypothesis 1 tested whether an individual’s attitude toward patients' portals will 

have a positive effect on patient portal adoption. An individual's attitude toward the 

patient portal was impacted. Thus, 26.93% of the respondents agreed or strongly agreed 

that using the patient portal would be positive. Sequeira (2017), found that patients who 

signed up for the portal also had scored significantly higher (p<0.05) in attitude, 

signifying that an individual's attitude toward the patient portal influences its adaptability. 

In a separate study on 'Saudi Diabetic Patients’ Attitudes Towards Patient Portal Use...' 

the researchers found that 51% of patients had a positive attitude toward the patient portal 

(AlOthman et al, 2017). 

  Hypothesis 2 tested whether subjective norm will have a positive effect on 

patient portal adoption. The results indicate that referent others influenced patient portal 

adoption among patients; thus, supporting the hypothesis. 56.73% of the respondents 

agreed or strongly agreed that they would consider using the patient portal if their 

physician suggested they use it. The current research found that subjective norm has a 
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significant positive effect on behavioral intention of an individual to use a patient portal 

(Li et al., 2020).  

Hypothesis 3 tested whether self-efficacy will have a positive effect on intent to 

use a patient portal. As a product of societal influence, self-efficacy is expected to have a 

considerable influence on individuals’ behaviors and preferences. Self-efficacy has a 

significant positive causal effect, as well as a direct impact on an individual's intent to use 

a patient portal (Park et al., 2021; Sonet al., 2021).  

 When analyzing the results, all constructs including privacy and trust were 

significant in predicting whether an individual would use a patient portal; however, this 

desire will have a negative effect on their intent to use the patient portal. Others also 

determined that privacy influenced the adoption and use of patient portals and poses as a 

concern to their health information (Son et al., 2021; Turner, Clary, Hong, Alishahi 

Tabriz, & Shea, 2020; Leung, Clark, Sakal, Friesen, & Strudwick, 2019; Enaizan, 

Eneizan, Almaaitah, Al-Radaideh, & Saleh, 2020). In their study, Wells, Mahony, Huang, 

and Day (2019), found that 40% of the patients expressed concerns about internet privacy 

when accessing their health information through patient portal. For example, when 

determining whether individuals would be comfortable with their information being 

accessed using patient portal, only 15.6% of the respondents agreed or strongly agreed 

that they do not perceive that their health information is private if they access it through 

the patient portal. Others found that privacy is a drawback to adoption and utilization of 

patient portal among individuals. Though the focus of this study was not based on racial 

disparities; however other studies found that Black American patients have greater 

concerns over a loss of privacy compared to their white counterpart when it comes to the 
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use of patient portals (Ordaz, Croff, Robinson, Shea, & Bowles, 2021). 

Trust positively influenced an individual’s decision to use a patient portal. Li and 

Xue (2012) explored the case of OpenEMR which is one of the patient portals that is 

vulnerable to attacks. The exploitation of the system’s weaknesses has led to mistrust 

among patients. About 31.13% of the respondents agreed or strongly agree that they 

completely trust the information on the patient portal. Enaizan, Eneizan, Almaaitah, Al-

Radaideh, and Saleh (2020), found that trust has a partial effect, which influences an 

individual's behavioral intention to use and adopt patient portal, whereas our findings 

have a positive effect on trust. Similarly, both results are significant. This implies that 

trust will have a positive influence on a patient’s intent to use the patient portal adoption. 

 The goal of this study was to explore the impact of privacy and trust on patient 

portal adoption. The results suggest that attitude, self-efficacy and subjective norm 

statistically played a role in determining such factors that influence patient adoption and 

use of patient portal.  
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9. CONCLUSION 

 In conclusion, this study applied the TPB to explore the impact of privacy and 

trust of information as factors that affect an individual's intention to adopt a patient 

portal. The results indicate that privacy and trust along with constructs of TPB 

significantly impacted an individual's intention to adopt a patient portal. However, the 

privacy construct had a negative influence on intention. Enaizan et al., (2020) support this 

finding by stating that trust and recognition of health systems and healthcare providers is 

dependent upon an individual’s perception of the privacy of their health records. When 

there is a higher concern of privacy, an individual’s intention to use patient portals 

decreases, resulting in a negative influence and a significant impact. The variance 

extracted for the dependent variable intent shows a value of 0.51 or 51%. 

 Only 15.6% of the respondents in the study agreed or strongly agreed that they do 

not perceive that their health information is private if they access it through the patient 

portal. The path coefficient for privacy shows as -0.10. Thus, the significant impact and 

the negative effect of privacy among individuals towards their intent to adopt and use a 

patient portal. 

 9.1 Limitations  

 This study is not without limitations, despite its feedback in support of the TPB. 

The sample size that was used in the study was sufficient, though there would have been 

a difference in the result if a larger sample of participants were used. Several other 

constructs might have been beneficial for this study. For example, security should have 

been studied to find how it influences individuals' intention to adopt patient portals. The 

survey also lacked consideration of the racial background of participants. This should 



 

29 

have been considered in order to measure how different racial or ethnic backgrounds of 

individuals affect how they perceive the adoption and use of patient portals. The survey 

also did not explore the health literacy of the individuals as that should also be 

considered. Other limitations are computer usage among older adults and individuals who 

live in rural communities, as well as what people are doing when they engage in a patient 

portal should also be considered.  

 9.2 Contributions and Implications for Future Research 

 TPB was used in this study to explore those factors that impact an individual’s 

intention to adopt and use patient portals. This research contributes to the theoretical 

body of knowledge by continuing to refine and evaluate factors that impact an 

individual's adoption of patient portals as it adds to the limited literature. Though all the 

constructs that were tested for this study were significant, future studies could focus more 

strongly on exploring the negative effect of privacy on patient portal adoption.  
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APPENDIX SECTION 

APPENDIX A: FACTOR LOADING ANALYSIS 

C
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Research 

Questions A
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A
tt

it
u
d
e 

Using the 

patient 

portal would 

be positive. 

0.892 0.489 -0.232 0.533 0.533 0.492 

Using the 

patient 

portal would 

be 

beneficial. 

0.907 0.552 -0.278 0.558 0.585 0.496 

Using the 

patient 

portal would 

be 

important. 

0.882 0.584 -0.247 0.597 0.602 0.564 

Using the 

patient 

portal would 

be 

satisfactory. 

0.839 0.491 -0.278 0.523 0.52 0.48 

S
el

f-
E

ff
ic

ac
y
 

I could use 

the patient 

portal if I 

had self-

help 

information 

0.612 0.437 -0.178 0.825 0.485 0.388 
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for 

assistance. 

I could use 

the patient 

portal if I 

could get 

help if I had 

an issue. 

0.455 0.376 -0.093 0.794 0.517 0.322 

If I wanted 

to use the 

patient 

portal, I 

could ask 

someone to 

assist me 

with 

difficulties I 

have using 

the patient 

portal 

0.431 0.435 -0.146 0.767 0.546 0.296 

S
u
b
je

ct
iv

e 
N

o
rm

 

I would 

consider 

using the 

patient 

portal if my 

family 

suggested I 

use it. 

0.437 0.465 -0.135 0.505 0.764 0.262 

I would 

consider 

using the 

patient 

portal if a 

healthcare 

0.587 0.494 -0.225 0.601 0.917 0.414 
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professional 

suggested I 

use it. 

I would 

consider 

using the 

patient 

portal if 

someone in 

my 

physician's 

office 

suggested I 

use it. 

0.595 0.515 -0.218 0.547 0.879 0.407 

I would 

consider 

using the 

patient 

portal if my 

physician 

suggested I 

use it. 

0.582 0.488 -0.206 0.588 0.893 0.399 

T
ru

st
 o

f 
In

fo
rm

at
io

n
 

I completely 

trust the 

information 

on the 

patient 

portal 

0.561 0.594 -0.35 0.404 0.449 0.883 

I believe 

that the 

information 

provided on 

the patient 

portal is 

0.517 0.509 -0.334 0.366 0.38 0.899 
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true. 

I trust the 

information 

on the 

patient 

portal is 

correct. 

0.5 0.493 -0.326 0.326 0.347 0.905 

With access 

to the 

patient 

portal, one 

is able to get 

 trustworthy 

information 

on their 

health. 

0.486 0.481 -0.331 0.374 0.352 0.895 

P
ri

v
ac

y
 

I do not 

perceive 

that my 

health 

information 

is private if 

I access it 

through the 

patient 

portal. 

-0.243 -0.304 0.752 -0.163 -0.178 -0.37 

I fear that 

someone 

could view 

my health 

information 

as shared 

through the 

patient 

-0.27 -0.288 0.912 -0.15 -0.217 -0.325 
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portal 

invading my 

privacy. 

I am 

worried that 

others can 

access my 

private 

health 

information 

using the 

patient 

portal. 

-0.274 -0.305 0.925 -0.175 -0.217 -0.327 

I fear that 

someone 

could view 

my health 

record 

invading my 

privacy. 

-0.24 -0.274 0.917 -0.132 -0.186 -0.288 

In
te

n
t 

I intend to 

use the 

patient 

portal. 

0.581 0.899 -0.328 0.478 0.52 0.563 

I will use 

the patient 

portal 

shortly. 

0.553 0.927 -0.274 0.492 0.543 0.535 

Since the 

COVID-19 

virus 

(coronavirus

0.512 0.904 -0.312 0.463 0.485 0.494 
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) makes it 

hard to see 

my 

physician, I 

plan to 

access my 

health 

record using 

the patient 

portal. 

 

APPENDIX B: SURVEY INDICATORS AGREEANCE PERCENTAGE 

Construct Indicator Indicator Text 

Respondents 

who 

Agreed/Strongly 

Agreed 

A
tt

it
u
d
e 

1 
Using the patient portal would 

be positive. 
122 (26.93%) 

2 
Using the patient portal would 

be valuable. 
147 (32.45%) 

3 
Using the patient portal would 

be beneficial. 
148 (32.67%) 

4 
Using the patient portal would 

be important. 
128 (28.25%) 

5 
Using the patient portal would 

be satisfactory. 
109 (24.06%) 

S
el

f-
E

ff
ic

ac
y
 

1 

I could use the patient portal if I 

had self-help information for 

assistance. 

145 (32.00%) 

2 

I could use the patient portal if 

someone showed me how to use 

it first. 

184 (40.62%) 

3 
I could use the patient portal if I 

could get help if I had an issue. 
219 (48.34%) 
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4 

If I wanted to use the patient 

portal, I could ask someone to 

assist me with difficulties I have 

using the patient portal 

200 (44.15%) 

5 

If I wanted to use the patient 

portal, I have the necessary 

resources to use the patient 

portal 

187 (41.28%) 

6 

If I wanted to use the patient 

portal, I have the necessary 

knowledge to use it. 

150 (33.11%) 

S
u
b
je

ct
iv

e 
N

o
rm

 

1 

I would consider using the 

patient portal if my family 

suggested I use it. 

152 (33.55%) 

2 

I would consider using the 

patient portal if a healthcare 

professional suggested I use it. 

219 (48.34%) 

3 

I would consider using the 

patient portal if someone in my 

physician's office suggested I 

use it. 

184 (40.62%) 

4 

I would consider using the 

patient portal if my physician 

suggested I use it. 

257 (56.73%) 

T
ru

st
 o

f 
In

fo
rm

at
io

n
 

1 

I completely trust the 

information on the patient 

portal 

141 (31.13%) 

2 

I believe that the information 

provided on the patient portal is 

true. 

181 (39.96%) 

3 
I trust the information on the 

patient portal is correct. 
144 (31.79%) 

4 

With access to the patient 

portal, one is able to get 

 trustworthy information on 

their health. 

170 (37.53%) 
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P
ri

v
ac

y
 

1 

I do not perceive that my health 

information is private if I access 

it through the patient portal. 

71 (15.67%) 

2 

I fear that someone could view 

my health information as shared 

through the patient portal 

invading my privacy. 

92 (20.31%) 

3 

I am worried that others can 

access my private health 

information using the patient 

portal. 

102 (22.52%) 

4 

I fear that someone could view 

my health record invading my 

privacy. 

108 (23.84%) 

In
te

n
t 

1 I intend to use the patient portal. 108 (23.84%) 

2 I plan to use the patient portal. 114 (25.17%) 

3 
I will use the patient portal 

shortly. 
83 (18.32%) 

4 

Since the COVID-19 virus 

(coronavirus) makes it hard to 

see my physician, I plan to 

access my health record using 

the patient portal. 

104 (22.96%) 
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