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ABSTRACT 

 This thesis focuses on the phenomenon of hacktivism, and specifically the 

hacktivist collective known as Anonymous. Hacktivists can be defined as politically 

motivated hackers. Hacktivists are different from other types of hackers because their 

motivations are driven by the pursuit of social change, as opposed to seeking profit or 

intellectual pursuit. Hacktivism is a new controversial form of civic participation, which 

will most likely continue to have an impact on the Internet and the world. A lack of 

detailed sociological research on hacktivists serves as the rationale for this study. 

 This study specifically focused on the experiences of the hacktivist community in 

the United States, known under the name of Anonymous. This thesis focused on, but is 

not limited to: a) examining how members of Anonymous define themselves, as well as 

how security professionals (a.k.a. ethical hackers) define or view hacktivists; b) how 

hacktivists operate and/or organize; and c) examining hacktivist culture and ethical 

stances (including whether hacktivism can be considered permissible or ethical). My 

research employed two primary strategies: content analysis of the Anonymous message 

boards and in-depth interviews with security professionals. The two approaches were 

meant to be complimentary: while the content analysis draws a picture of how members 

of Anonymous see themselves and their goals; the interviews were meant to draw the 

picture of how others view or understand hacktivists. 
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I. INTRODUCTION  

 Hacktivists, or politically motivated hackers, are different from other types of 

hackers because their motivations are driven by the pursuit of social change, versus 

seeking profit or intellectual pursuit). Hacktivism is a relatively new, but already well-

established, controversial form of civic participation, which will most likely continue to 

have an impact on the Internet and the world. Wray (1998) suggests that hacktivism is 

ñlikely to continue to gain attentionò and ñwill evolve in response to changing global 

economic and political conditionsò (Wray 1998:12). 

 Although, a number of scholars have written about hacktivism in the past decade, 

a scientific explanation for the behavior is almost non-existent. A thorough sociological 

study of these individuals is needed in order to explain such an important social 

phenomenon, and a lack of detailed research serves as the rationale for this study. In 

order to grasp the hacktivist community and culture fully, it is important to study the 

community in two broad ways: on the one hand, it is important to examine hacktivistsô 

self-conceptualization (i.e., how the community views itself, as well as their goals and 

roles in society); on the other hand, it is important to study hacktivists from the 

standpoint of others (i.e., the media, government, other scholars, etc.). This study 

implements both approaches. In Part 1 (content analysis), I describe the results of a 

content analysis of hacktivist message boards. Such analysis provides insight into how 

the hacktivists collective Anonymous sees their roles and goals, as well as the culture, 

values and beliefs with which members of the group identify.  The second part of my 

research deals with the óinsight of others,ô namely the insights of security professionals 

from a major security firm, into the hacktivist collective. The interviewsô analysis is 
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aimed at uncovering how security professionals conceptualize and define hacktivists. The 

combination of these two research approaches, the content analysis and interviews, is 

helpful at drawing a more detailed and diverse picture of the hacktivist community. 

Research Questions 

I formulated my research questions in the following way: a) How do Anonymousô 

members identify/view themselves? What are their incentives for joining the group? 2) 

How does Anonymous function as a group? What are their major goals and aims? 3) 

What is the structure of the group (i.e. hierarchy, chain of command, etc.)? What are the 

ways of recruiting members, if such exist? 4) How do groupôs members (if they do) deal 

with the risks associated with Anonymousô activities? How often does hacktivism take 

place, are many members of Anonymous involved in hacktivism or hacktivism-related 

activities?  
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II . LITERATURE REVIEW  

Hacktivism: The Background 

The Evolution of the Hacker Community: From Hacking to Hacktivism  

Hacktivism, put simply, stands for ñpolitically motivated hackingò (Jordan 2002). The 

term represents a blend of two terms: ñhackingò and ñactivism.ò According to Taylor 

(2001) and Conway (2003), hacktivists represent a newer generation of hackers, which 

emerged in the mid-1990s. Before hacktivists, there were: a) ñtrueò hackers, or the 

computer pioneers of the 1950s and 1960s, who ótoyedô with the capabilities of 

computers at MIT and other American universities; b) óhardware hackers,ô or the 

computer innovators of the 1970s; c) a generation of ócrackersô of the 1980s, also known 

as hackers who exploited systems for malicious purposes; d) ómicroserfs,ô also known as 

programmers of the 1990s who exhibited different ñaspects of the hacker subcultureò 

(p.2), while simultaneously subscribing to the corporate culture of companies like 

Microsoft. Hacktivism was shaped in an intellectual climate surrounded by the impacts of 

globalization (Taylor 2001). While previous generations of hackers were manifestations 

of a celebration of technology, hacktivists are different from previous generations of 

hackers in that hacktivism is primarily celebrating human agency (Taylor 2005). The 

significance of hacktivism is seen in its unique methods, which ñseek to imaginatively 

ally technology-based techniques with traditional and indigenous cultural resourcesò 

(Taylor 2005:644). 

Hacktivist Ethics & the óVillainificationô of Hacktivists 

 

Hacktivist ethics are closely intertwined with the original hacker ethics. The term óhacker 

ethicsô was first coined by the journalist Steve Levy in his 1984 book ñHackers: Heroes 



4 

 

of the Computer Revolutionò. Levy described hacker ethics as consisting of the following 

basic principles: 1) everyone should have unlimited and unrestricted access to computers; 

2) information wants to be free and, therefore, must be free; 3) one should mistrust any 

type of authority, and promote decentralization; 4) hackers are to be judged by their 

technical abilities, instead of ñbogus criteria, such as degrees, age, race, or positionò (Fitri 

2011:6); 5) hackersô activities on computers should be considered acts of art and beauty; 

and 6) computers are thought of as positive phenomenon, which can change oneôs life for 

the better (Manion and Goodrum 2000; Fitri 2011). The hacker community has always 

opposed private ownership and/or censorship of information, as evident from the 

aforementioned hacker ethic. They viewed every technology as having two conflicting 

possibilities: technology can be either dominated or emancipated. Hackers saw 

themselves as emancipators of technology. Full democratization of technology, in other 

words, was the major ideology of the hacker community.  

 Hacktivists share many, if not all, of the principles of the original hacker ethic. 

Both hacker and hacktivist ethics are libertarian and anarchist in nature: their ethics puts 

them ñon a collision course with the commercial-industrial complex who wish to own 

and control the Internetò (Manion and Goodrum 2000:18). Hacktivists can thus be 

conceptualized as opponents of the power elite, which, in turn, seeks to use technology to 

promote its own agendas. It is no surprise, then, that hacktivists have been portrayed by 

the state and the media as villains and threats to society. Since most hacktivistsô acts are 

committed against government and corporate powers, hacktivism has quickly become 

equated with cyber terrorism. However, hacktivists themselves openly condemn cyber 

terrorism. Some scholars (Manion and Goodrum 2000) state that hacktivists are indeed 
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different from cyber terrorists: while cyber terrorists use technology (including the 

Internet) to commit terrorists acts, hacktivists act more in agreement with civil 

disobedience than with terrorism.  

An act of civil disobedience is based on the following principles: a) one should 

not commit damage to people or property; b) oneôs actions should be non-violent; c) one 

should not seek personal profit; d) one should have a strong ethical motivation for 

committing an act of civil disobedience; and e) one should be willing to take personal 

responsibility for his/her actions (Manion and Goodrum 2000). Hacktivism is somewhat, 

although not fully, consistent with the philosophy of civil disobedience, especially in its 

stances on ethics and violence. It is important, then, to distinguish hacktivism from cyber 

terrorism (which uses violent methods) or cyber criminals (who seek profit or personal 

gain). Even though all three use technology as a tool to achieve their goals, their 

motivations are quite different. Fitri (2011) suggests another comparison that illustrates 

these differences very clearly: while cyber terrorism aims at destruction, hacktivism is 

aimed at disruption.  

The Culture of Hacktivism 

Peer-reviewed literature identifies the following basic components of hacktivist culture: 

conspiracy theorizing, obsession with privacy and secrecy, membership fluidity, anarchic 

heritage and anti-capitalist sentiment, and the culture of humor and creativity.  

  Krapp (2005) points out that conspiracy theorizing represents a part of Internet 

culture, and, therefore, also a part of hacktivist culture, since hacktivism is closely tied to 

communication online. The author suggests that conspiracy theorizing represents ñthe 

native mode of thinking online,ò (Krapp 2005:76), or a mode of theorizing about politics 

and history. Conspiracy thinking allows Internet users, and hacktivists, to take ñrefuge in 
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the comforting thought that something important always remains hiddenò (Krapp 

2005:77). Conspiracy theories provide Internet users with alternative ways to visualize 

politics or history, especially in cases when official versions appear incomplete or biased. 

 Secrecy and anonymity represent another important part of online interaction, 

which is also evident in hacktivist culture. Gillen (2012) states that the culture of the 

Internet is historically rooted in relative anonymity for users; it is not surprising, then, 

that privacy and anonymity represents an important issue for both hackers and 

hacktivists. Wray (1998) concurs by stating that politicized hackers have a very distinct 

style of organization; politicized hacks are characterized by being ñsecret, private, low 

key, and anonymousò (p. 7) in nature. Jordan and Taylor (1998), in his sociological study 

of hackers, also points out that anonymity (i.e., the secrecy of a hackerôs identity offline) 

represents an integral component of the hacker community. The numerous online 

identities and pseudonyms hackers (and hacktivists) may use online are used with the 

purpose of masking the ótrueô identity of a hacker in real life. Secrecy of a hackerôs true 

identity has always been crucial for hacker and hacktivist communities, as hacking 

represents an illegal activity that is heavily scrutinized by the state.  

 Another crucial component of the hacker community, which is tightly related to 

the hacktivist community, is the culture of membership fluidity. The fluidity of the 

hacker community is characterized by the fast rate at which membership changes and 

evolves (Jordan and Taylor 1998). Many social movements share characteristics of being 

informal networks rather than formal organizations. Both the hacker and hacktivist 

communities have highly permeable boundaries: their communities have no formal 

ceremonies or rituals, or ruling bodies. It comes as no surprise, then, that ñthe informal 
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and networked nature of the hacking community, combined with its illicit and sometimes 

obsessional nature means that a high turnover of hackers occursò (p. 766).  Even though 

both hacker and hacktivist communities may express a desire to organize formally, high 

pressures from law enforcement typically prevents such formal organization. The hacker 

community, for example, may fear that a formal organization of hackers might eventually 

attract too much attention and lead to the capture of members (Jordan and Taylor 1998). 

Thus, hacker and hacktivist communities often have an overall loose structure and 

represent an informal community. Jordan (2002) claims that hacktivist communities may 

lack the solidarity that is typically present among demonstrators in mass street protests. In 

other words, it may be much harder for hacktivists to build solidarity due to the fact that 

they do not see one another and have limited personal contact: 

ñThere are no passers-by in cyber space. Whereas a street demonstration 

will reach whoever happens to be in the vicinity ï protesters and passers-

by ï and whoever watches media reporting, no such chance encounters 

will occur in cyberspace. No might solidarity be built, as each protester 

will not know how many others are participating at the same timeò (p. 

125). 

  

  Another aspect that characterizes hacktivist culture is the anarchic heritage of 

hacktivists. Hackers were the founding fathers of the internet; they laid down the 

foundations of political protest in cyber space, based on their ethical commitment to anti-

censorship and freedom of information, as well as based on their technological 

capabilities. This left hacktivists with ñsomething of an anarchic heritage and an 

anarchistic approach to activismò (Gillen 2012).  Hacktivist movements are also 

characterized by anti-corporate or anti-capitalist sentiment. The idea that the capitalism 

has lost its legitimacy, as well the idea that capitalism is unable to communicate with its 

citizens, is strongly resonated in the hacktivist community (Gillen 2012). In other words, 



8 

 

hacktivists have always strongly aligned ñwith the ideas of justice, freedom, solidarity 

and libertyò (p. 22). 

 The hacker community has contributed to a series of computer-related innovations 

in the past, which was done ñin the spirit of playful explorationò that has always 

characterized this community (Krapp 2005). Hacktivist culture borrows this aspect of 

hacker culture; and is oftentimes characterized by its use of humor and creativity in 

combination with hacking. Hacktivists often employ rude, absurd, creative, and playful 

methods of communicating their message, as well as sarcasm and black humor (Fuchs 

2014). The famous hacktivist collective Anonymous, for instance, is known for making 

videos in very artistic and creative ways.  Members of the group often show an 

ñextraordinary, unhindered creativityò (p. 89) when they launch an operation or simply 

want to communicate an idea to the public and to the media.  

Is Hacktivism Ethical? 

A number of peer-reviewed studies are dedicated to the ethical considerations of 

hacktivism. It is worth mentioning that while early literature on hacktivism (in the 1990s 

and early 2000s) portrayed it in a more critical light, more recent academic work takes a 

more positive and/or defensive position toward hacktivism. For example, while Milone 

(2003) stresses that hacktivists need to be better educated about the importance of 

national infrastructure (i.e., the critical systems that promote core functions in modern 

societies, like telecommunications, power, or transportation) and the need for responsible 

hacktivism, newer research stresses the importance of hacktivism as a phenomenon in 

general. Hampton (2012), for example, emphasizes that it is crucial to differentiate 

between expressive hacktivism (i.e., hacktivism that does not involve compromising 

computers and networks) and hacktivism that is actually aimed at creating serious 
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disruptions. Further, Hampton suggests that forms of hacktivism ñthat are primarily 

expressiveéand do not involve obtaining or exploiting illegal access to computers and 

networks for commercial advantage or financial gainéshould receive at least some 

protection as a legitimate form of protestò (p. 531). In other words, some hacktivism is 

morally permissible, such as expressible hacktivism that merely conveys a message, and 

should be legally protected, while other forms of hacktivism that cause direct harm (e.g., 

DDoS attacks or hacktivism that results in information theft and hijacking of private 

property) should be rightfully punished. 

 Some authors (Manion and Goodrum 2000; Himma 2005) point out that 

hacktivism closely resembles civil disobedience. Similar to civil disobedience, which can 

be viewed as ñmorally justifiable as a protest against injusticeò (Himma 2005:1), 

hacktivism can also be conceptualized as a justifiable form of political activism, since 

hacktivism targets governments and corporations for, at least in some cases, very valid 

reasons (Manion and Goodrum 2000). Similar to Hampton (2012), Himma concludes that 

some expressive forms of hacktivism are permissible, and should not be punished as 

harshly as hacktivism that causes significant damage (e.g., financial losses to a company, 

etc). In sum, even though hacktivism may resemble civil disobedience in the sense that 

hacktivists claim they use no violence and/or cause no physical damage, their actions can 

still cause harm; thus, hacktivism can be considered a legitimate form of civil 

participation, but each instance of hacktivism should be considered on a case-to-case 

basis (Himma 2005).  
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What Triggers Hacktivism? 

In order to understand how the phenomenon of hacktivism came to be in the first place, it 

is important to examine the factors that contributed to its emergence. Some peer-

reviewed literature provides insight into these factors and help provide context. 

Researchers name the following primary ótriggersô that facilitated the rise of hacktivism. 

These factors are also responsible, in part, for the fact that activism began a shift to the 

digital realm: 1) the expansion of information technology in the modern world; 2) the 

context of global crisis and growing political awareness within hacker communities; 3) 

state suppression and/or limitation of traditional protest; and 4) state and corporate 

control of intellectual property (i.e., copyright) and the Internet. 

The Role of Technology  

Numerous authors attribute the upsurge in hacktivism, as well as digital activism, to the 

growing importance of technology in the modern world. ñThe expansion of information 

and telecommunication technologies has resulted in the emergence of new urban virtual 

culturesò (p. 317), according to Papadimitriou (2006). The evolution from a traditional 

society to a communication society, in other words, has led to the emergence of virtual 

cultures and sub-cultures. Those virtual cultures, in turn, have formed a variety of social 

and political movements online, that operate on both local and global levels. 

Papadimitriou (2006) refers to the online realm, or the Internet, as óNotopiaô: in which 

ónoô stands for absence, while ó-topiaô (or ótoposô) stands for place(s). In other world, the 

Internet can be conceptualized as a number of places that have no name, fixed location, 

or identity. Hacktivists, according to Papadimitriou, emerged from óNotopiaô and use the 

Internet as a óbattlefieldô to promote their political ideologies. 
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óNotopiaô, or an unmappable space of the Internet, provided an ideal place for 

cyber groups and cyber cultures to form, thrive, and organize. Van Laer and Van Aelst 

(2010) suggest that activism also moved to the online realm because the Internet allows 

protestors to promote political ideologies on a more global level and across physical 

distances, something crucial for activists in todayôs context of globalization: ñéas 

economical and political power has gradually moved to the international level, the 

internet has enabled social movements to follow that transition and operate more 

globallyò (p. 1146) 

Taylor (2001) concurs with this idea by stating that todayôs political and corporate 

leaders are some of the most wired in the world. It is thus very unwise for activists to 

ignore the role of computers and the Internet in the modern world. Technology is 

successfully implemented and used by state and corporate powers as a tool for promoting 

their interests. Citizens, and among them, hackers, followed in these steps and shifted 

activism to cyberspace, as well. Jensen, Danziger and Venkatesh (2007) suggest that 

ñamong Americans online, more than 80% say the Internet plays a vital role in their daily 

routinesò (p. 39). The Internet, according to Jensen, Danziger and Venkatesh, constitutes 

a new channel that fosters the formation of new communities. These online communities 

are, in many ways, superior to traditional offline communities.  

One of the significant advantages of online communities is that the Internet as a 

medium ñcan mobilize additional segments of the political community who do not 

participate offlineò (Jensen, Danziger and Venkatesh 2010). The Internet, according to 

the authors, represents a powerful tool to raise youth political consciousness. In other 

words, cyberspace has the capability to facilitate political discussions that tend to attract 



12 

 

ña wider variety of demographic groupsò (p. 41), who would otherwise not participate 

politically. Another important quality of the Internet is that it helps to mitigate socio-

economic status (SES).  

Similarly to Papadimitriou (2006), who claims that the Internet (or óNotopiaô) 

creates communities that are characterized by anonymity, diversity and togetherness, 

Jensen, Danziger and Venkatesh (2010) conclude that the Internet promotes ña greater 

democratization of the political processò (p. 47), because the SES variable becomes 

irrelevant online. It was long established that a healthy democracy cannot be achieved 

without a healthy civil society. The Internet, or the óvirtual communityô (Jensen, 

Danziger and Venkatesh, 2010), represents a new arena that provides individuals with 

new dynamics and opportunities for creating such healthy civil society. The authors 

conclude that democratic processes are indeed occurring online, and that cyberspace 

represents a ñdistinct, socially embedded, medium in which political behavior takes 

placesò (p. 47), rather than a mere extension of offline political engagement.  

Beyer (2014) echoes a similar idea. The author analyzed ñfreedom of 

informationò movements (such as Anonymous, WikiLeaks, and the International Pirate 

Party), and concluded that the Internet represents a powerful tool to shape peopleôs 

political beliefs and actions. The Internet is especially effective at mobilizing younger 

generations: ñyoung people online are willing to mobilize on behalf of abstract right 

claims, and that willingness spreads quickly across the social spaces onlineò (p. 150). 

Thus, the Internet has a strong potential not only for creating social and political 

movements, but also changing society. Hearn, Mahncke, and Williams (2009) agree by 

stating that ñthe development of the Internet and globalization in many ways are 
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increasingly challenging internationals relationsò (p. 4) by providing people with new 

ways to participate in local and international politics. 

Lastly, Fitri (2011) suggests that the Internet, besides being a powerful tool for 

generating support for non-violent political causes, also ñchanges the nature of collective 

actionò (p. 5). More specifically, cyberspace empowers participants in a way that 

physical spaces simply cannot empower individuals: ñthe Internet permits an 

unprecedented empowerment of the individualò (p. 5). The Internet as a tool for 

democracy discourse is both empowering and attractive for activists and hacktivists, 

because it provides people with new, more effective methods of political participation. 

For example, the Internet allows for the fast and inexpensive collection and publishing of 

information, as well as communicating with others and coordinating action on a global 

scale more effectively.  

Activists around the world will likely continue to become more technologically 

knowledgeable and equipped; activistsô fascination with technology has already played a 

direct role in formation of hacktivist movements (Taylor 2001). The Internet has 

empowered activists and led to the formation of a new movement, known as hacktivism; 

technology, according to scholars, is to remain a crucial tool for shaping political 

discourse today and in the future.  

Global Crisis and the Growing Political Awareness of Hackers 

Two other aspects that greatly contributed to the emergence of hacktivism are global 

crisis, manifested through governmentsô impingement on peopleôs rights, and growing 

political awareness within the hacker community. Taylor (2001) suggests that over time, 

hackers have become more politically aware, which directly contributed to the birth of 

hacktivism. Taylor (2005) states that it is quite logical and natural that hacking, over 
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time, evolved into hacktivism. Hacking originally celebrated ñhuman ingenuity over 

technological systemsò (p. 626); later on, however, hacking has become a celebration of 

technology in itself. In other words, Taylor (2005) argues that human agency was lost in 

the hacker community, and hacking began to be associated with human subordinance to 

technology and powerlessness: hacking has become ñan uncritical celebration of those 

systems for their own sakeò (p. 626). The dichotomy of human agency and technological 

structures are quite important in understanding why hacktivism transitioned into 

hacktivism. 

 Hackers becoming politically aware and involved in activism has completely 

changed how hacking is perceived and conceptualized: from being subordinated to 

technology and simply pursuing technological means as an end result, hackers started to 

see themselves as social and political ñwarriors.ò According to Taylor (2005), hackers 

have undergone a transition from ñpolitically unenlightenedò individuals with 

ñpathological conformity to the mores of industrial societyò and ñparasitesò (p. 630), to 

politically informed and proactive individuals. The hacker community needed this 

órefocusingô in order to resolve ñthe human-technology power imbalanceò (p. 627). 

Another study (Taylor 2001) also suggests that hackers evolved into hacktivists in order 

to be ñaccepted as a legitimate part of societyò (p. 1). In other words, this transition from 

hackers to hacktivists was a response to their increasingly growing marginal status.   

 Yet another significant factor that contributed to the upsurge in hacktivism is the 

óglobal crisisô: the political and economic context of the modern world.  The global crisis 

can be exemplified in globalizationsô negative impacts (such as inequality, unfair labor 

laws, etc.), for instance, or the growth of corporate and state power across the globe. 
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ñPolitical and social concerns surrounding global capitalismò (Taylor 2001) captured the 

attention of hackers. Hacktivism has emerged as a critique of the ñabuse and corruption 

of corporations, banks and governmentsò (Fuchs 2013). In other words, both an economic 

crisis of capitalism and a crisis of the state, across the world, created the context in which 

resistance is shaped, in this case in the form of hacktivism. 

Suppression of Traditional Protests   

Some scholars suggest that hacktivism can be conceptualized as a response to the stateôs 

suppression of traditional methods of protest (i.e., street protests).  Although hacktivism 

is not directly caused by the stateôs suppression of street protests, the upsurge in 

hacktivism is related to governmentsô attempts to control, minimize, or ban traditional 

protest.  

Yip and Webber (2011) suggest that the ñinability to physically or verbally 

express the feelingò (p. 2) results in peopleôs feeling ressentiment. In their study, the 

authors use the concept of ressentiment, which states that actors engage in social 

movements, or protests, when they feel deprived of certain rights they feel entitled to, to 

explain why an upsurge in hacktivism happened in modern China. Throughout history, 

the Chinese government often shut down ñthe traditional physical ways in which Chinese 

citizens could voice their anger over political mattersò (p. 3). It is the ñlack of freedom 

for physical protestsò (p. 3) that led Chinese citizens to use an alternative arena for 

protest: the Internet. According to Yip and Webber, hacktivism represents a creative way 

to resist the governmentôs control of physical spaces, as well as an opportunity for 

citizens to express their emotions and feelings of ressentiment. The authors also 

hypothesize that in times of important political events, hacktivism membership (the 

number of people participating in hacktivist activities) would rise. Yip and Webberôs 
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study (2011) confirmed the hypothesis: hacktivism in China (e.g., the hacktivist forumôs 

membership) rose during times when the Chinese people were or felt threatened by their 

government.  

Similar to Yip and Webber, Fuchs (2013) states that hacktivists often become 

involved in situations where traditional protests are under attack. More specifically, 

Fuchs provides the example of Anonymous, and their involvement in the Occupy Wall 

Street Movement (OWS). The hacktivist collective Anonymous took interest in the OWS 

movement when peaceful street protestors were threatened by the police. In other words, 

hacktivists became involved as a result of police brutality and aggression toward street 

activists. 

Control of Intellectual Property & the Internet 

A series of studies suggest that hacktivism has emerged as a response to state and 

corporate control of intellectual property. Bakioglu (2013) suggests hacktivism has 

emerged as a network-based initiative in response to ñprivacy violations that occurred at 

the behest of copyright,ò as well as ñtensions between intellectual property and privacyò 

(p. 1). Bakioglu uses the concept of global network capitalism (GNC) in his analysis of 

the digital rights movements and hacktivism. GNC is defined in the following way by 

Fuchs (2007):  

ñGlobal network capitalism is based on a transnational organisational 

model, organisations cross national boundaries, the novel aspect is that 

organisations and social networks are increasingly globally distributed, 

that actors and substructures are located globally and change dynamically 

(new nodes can be continuously added and removed), and that the flows of 

capital, power, money, commodities, people and information are 

processed globally at high-speed. Cyberspace allows the global 

flexibilisation and global extension of social systems in space, and the 

overcoming of temporal limits, it supports the transnationalisation of 

capitalism. Global network capitalism is based on structural inequalities; it 

is made up of segmented (economic, political, cultural) spaces in which 
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central hubs (transnational corporations, certain political actors, regions, 

and countries, western lifestyles and worldviews) centralise the 

production, control and flows of economic, political and cultural capital 

(property, power, skills). Global network capitalism is an antagonistic 

system; transnational networks are both spaces of domination and spaces 

of potential liberation from dominationò (p. 49). 

 

Both Fuchs (2007) and Bakioglu (2013) note that GNC represents an antagonistic 

place, in which both control of information and the resistance to such control co-exist. In 

other words, while the state or corporations may attempt to control intellectual property 

(such as through copyright), there is also an opposition to such control (e.g., hacktivist 

movements). A specific case of such resistance can be seen in the example of the 

Operation Payback, launched by the famous hacktivist and activist group Anonymous, 

which emerged as a response to attacks on digital piracy.  

Government attempts to exert influence over communication technologies, and 

the Internet in particular, also triggered hacktivism, according to Hearn, Mahncke, and 

Williams (2009). Hacktivism represents ñdistributed citizen-based warfareò (p. 1) against 

global political and corporate superpowers. Hearn, Mahncke, and Williams (2009) use 

the medium theory to explain why hacktivism came into existence. Medium theory 

ñassumes that tools such as the Internet are not neutral and are subject to human agencyò 

(p. 1). More specifically, medium theory proposes the following idea: when a new form 

of communication is introduced into a society (for example, the Internet), the society will 

be affected culturally, socially, politically and economically as a result of the introduction 

of this medium (Hearn, Mahncke, and Williams 2009). The Internet is obviously 

ñchanging the landscape of political discourse and advocacyò (Fitri 2011). The birth of 

the Internet has also resulted in the emergence of power relations between authorities that 
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actively try to create a ómonopoly of knowledgeô and the society in which they exist. 

Hacktivism emerges as a response to such digital hegemony of state and corporation.  

Hacktivism can be seen as a response to the threats to modern communication 

technologies, posed by the elite. Hacktivism came to be partially because there was a 

need to defend cyber space from the hegemony of political and economic elites. In this 

respect, hacktivism can be conceptualized as óculture jamming,ô according to Hearn, 

Mahncke, and Williams (2009). The authors define culture jamming as ñmanipulation of 

the mass media by artists and activistsò with the purpose of creating ñalternative 

meanings or [countering] hegemonyò (p. 2). A classic example of culture jamming can be 

seen in graffiti: while graffiti can appear to be ñbillboard banditryò at first look, it has an 

underlying purpose that goes beyond vandalism: undermining the intentions of those who 

created the billboard or advertisement. Similarly, hacktivism emerged not with the 

purpose of vandalism, but rather with the purpose of challenging corporate and state 

power over technology, as well as raising awareness about the dangers of such control to 

society.   

The Hacktivist Collective ñAnonymousò 

Background 

The collective, known under the name Anonymous, can be defined as a networked 

movement, which is often referred to as a hacktivist community by scholars (Fuchs 

2014). Fuchs (2014) describes Anonymous as ñunpredictable, anarchistic, disturbing, 

ambiguous, confusing, exaggeratory collective of the nameless, a loose network without 

members  that has loose goals in which  everyone can participateò (p. 91). 

Even though scholars often refer to Anonymous as ñthe Anonymous hacker 

groupò (Hai-Jew 2013), or a hacktivist group, the true membership of the collective is not 
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very well-known. It is known, however, that Anonymous represents an all-inclusive 

collective that may consist of both hacker and hacktivist, as well as individuals with less 

technological knowledge. Fuchs (2014), for instance, claims that Anonymous is 

compromised of hackers, geeks, technologists, human rights advocates, and activists. 

 Anonymous originated on the message board 4chan.org, which is dedicated to 

Japanese mangas (Ifrah 2008; Mansfield-Devine 2011). The message board does not 

require users to register an account or reveal their identity, and the majority of users go 

by the name ñanonymous,ò which was later adopted by the group Anonymous.  One of 

the first collective actions by Anonymous can be tracked to 2006, when members on the 

4chan boards organized and carried out ñthe blockage and disturbance of the teenage 

online community Habbo Hotelò (Fuchs 2014). The same year Anonymous launched a 

campaign against Hal Turner, a talk radio host known for white supremacy and fascist 

viewpoints.  

 While some earlier campaigns by the collective were motivated by a desire to 

ótrollô (i.e. frustrate) individuals they did not approve of, or simply to get a laugh, 

Anonymous became more political in 2008, when it launched óProject Chanologyô against 

the Church of Scientology (Fuchs 2014; Serracino-Inglott 2013).  In other words, 

Anonymous began as a collective with primarily prankster intentions, but later evolved 

into an organization that ñadopted a more politically-oriented ethosò (Wong and Brown 

2013). 

By 2010, Anonymous had become an internationally recognized, scandalous 

group. The group launched DDoS attacks as part of Operation Payback against Amazon, 

PayPal, MasterCard, Visa, and PostFinance, in 2010 in response to these companiesô 
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attempts to block donations to WikiLeaks, an international non-profit journalist 

organization that leaks and publishes confidential information provided by anonymous 

sources. Anonymous was very supportive towards WikiLeaks throughout the incident and 

currently. It is logical to presume that the ideologies of both Anonymous and WikiLeaks 

overlap (Serracino-Inglott 2013): both promote extreme transparency for institutions in 

combination with strong privacy rights for individuals.  

ñAnonymousò as óCyber Vigilantesô 

Serracino-Inglott (2013) proposes that Anonymous can be better understood through the 

concept of ócyber vigilantes.ô The author starts by saying that vigilantism, as a 

phenomenon, should not necessarily be interpreted as unjustified, wrong, or immoral. 

The phenomenon of vigilantism is typically used to describe fictional characters (e.g., 

Batman or Superman), who stand up for the weak in times when the law fails to defend 

them. Vigilantism can be defined as ñthe organized use of violence, or threat of violence, 

by an agent or agents who are not willingly accountable to the state, for the purpose of 

controlling (preventing and/or punishing) criminal and non-criminal, but still deviant 

actionsò (p. 221). Vigilantes are driven or inspired by concerns for justice and the well-

being of their community. 

 To be qualified as a óvigilante,ô one should meet all of the following criteria 

(Serracino-Inglott 2013): 1) the action of vigilantism is to be carried out by a person who 

is not willingly accountable to the authorities; 2) an act of vigilantism should be a 

premeditated action; 3) an act of vigilantism must be in agreement with the vigilanteôs 

ñsystem of minimally defensible valuesò (p. 221); 4) an act of vigilantism must be 

motivated by a concern for justice or the well-being of the community; and 5) an act of 

vigilantism is to contain violence or threat of violence toward the perceived óopponents.ô 
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According to Serracino-Inglott (2013), Anonymous fulfills all of the aforementioned 

criteria, except for the threat of violence. However, Serracino-Inglott states that in the 

modern, technological world it is important to redefine the concept of violence. Although 

violence is traditionally seen as a physical act, in the virtual world it can be re-

conceptualized as ñthe expression of punitive intent,ò and ñno less powerful than a threat 

of violence for satisfying the vigilanteôs concern for justiceò (p. 230). If we conceptualize 

violence as punishment, rather than physical violence, hacktivism can fulfill the fifth 

criterion for vigilantism, as well. According to Serracino-Inglott (2013), Anonymous can 

indeed be considered vigilante because of their use of punishment and threats of 

punishment. 

 Vigilantism can be conceptualized as ñpurposeful directed actionò (p. 232). Its 

primary purpose is to defend the well-being of the community and to make sure that 

cherished norms and values are being defended and maintained. Thus, even though 

vigilantes use violence (or punishment), the latter is somewhat meaningful and necessary 

for society in some cases. Use of violence/punishment represents a necessary component 

of vigilantism. Anonymous can be seen as ópositive deviants,ô according to Serracino-

Inglott. In addition, Anonymous also represent ódeviant innovatorsô:  

ñRather than rejecting the means to achieve social goals, they over-

conform to them, taking the ideas that digital technology permits perfect 

replication to its extreme normative conclusion (expressed as antagonism 

to Intellectual Property, demands for increased transparency from 

institutions and substantial protection of individualsô privacy rights ò (p. 

237). 

 

ñAnonymousò as óE-Banditsô & the óPolitics of No Oneô 

Wong and Brown (2013) use the concept of óe-banditryô for their analysis of Anonymous.  

The concept of e-bandits represents an extension or continuation of the concept of ñsocial 
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bandit,ò which was introduced by a British Marxist historian, Eric Hobsbawm. Social 

bandits represent noble robbers (or óRobin Hoodsô), who fight injustice primarily by 

taking from the rich and giving to the poor. Social bandits see themselves as righteous 

because they see themselves, as well as people they strive to defend, as victims of 

injustice. E-bandits, in turn, represent modern day Robin Hoods, believing that freedom 

of the Internet is being threatened by the major powers within society (the state and 

corporations). Just like social bandits, e-bandits (i.e., Anonymous) see their actions as 

justified and/or morally permissible. In other words, activism-gone-electronic can be 

conceptualized as ñe-banditry,ò or hacktivism. 

 Unlike previous generations of hackers, who attempted to hide their activities, 

most hacktivists want their actions to be noticed or discovered. E-bandits are different 

from other hacktivists is that they are willing to ñengage in illegal, extra-illegal and legal 

activities that result in negative or at least costly outcomes for their targets, thus 

distinguishing them from some hacktivists who simply want to post videos on behalf of a 

causeò (p. 1022). In other words, Anonymous, as e-bandits, represent a separate subgroup 

among political hackers. Anonymous pursues activism through the anonymizing 

technologies of cyberspace. The use of such technologies makes it hard, if not 

impossible, for others to discover their identities. Even other members of Anonymous 

often struggle to identify one another.  

E-banditry is accomplished through the use of anonymizing technologies and 

represents an important social phenomenon, as well as an anarchist movement. E-

banditry, according to Wong and Brown (2013) inspires ñnew ways of thinking about 

democracy and citizen activismò (p. 1022). The Internet has a strong mobilizing 

http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0CCkQygQwAA&url=http%3A%2F%2Fen.wikipedia.org%2Fwiki%2FSocial_bandit%23Eric_Hobsbawm&ei=NvM5VNejDceGyASRt4CwDg&usg=AFQjCNHXyZdZS_emG6f4hLcQvoxoDMcmvw&sig2=q1dn7-ovgp8GUDTtTWp_Hw
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potential, and the modern Internetôs (Web 2.0) anonymizing capability creates a 

condition for óthe politics of no one.ô Wong and Brown (2013) define the ópolitics of no 

oneô as politics of actors without identities (the identities of e-bandits always remain 

hidden or concealed). Anonymity in this case is used as a tool for political action rather 

than as a tool for building networks and communities. E-banditry is liberating and 

inspiring, in that it allows everyone to join the movement, including óatypicalô activists. 

E-banditry, in other words, is ñall about getting people involved without giving them 

faces, names or even necessarily a position to defendò (p. 1020). The significance of the 

politics of no one and e-banditry should not be overlooked, especially in the face of state 

and corporate attempts to control the Internet. 

Political Worldviews & Core Values of ñAnonymousò 

 

Fuchs (2013) describes Anonymous as a collective with fluid and heterogeneous political 

worldviews. The collectiveôs political beliefs represent a fusion of ñanarchism, 

liberalism, communism, and libertarianismò (p. 345). Anonymous is a pluralistic 

movement, in which different views and ideologies co-exist and complement each other. 

Coleman (2013) concurs by saying that the diversity and vibrancy of the groupôs political 

ideology is an essential component of Anonymous culture. This vibrancy of political 

worldviews has directly contributed to the, so far, success and effectiveness of the 

collective. Some scholars (Wong and Brown 2013) propose that Anonymousô political 

goals revolve around the following major issues: 1) anti-censorship and freedom of 

speech; 2) privacy; and 3) Internet security.  

 Fuchs (2013) mentions the following basic political values of Anonymous 

(borrowed from the óAnonymous Manifestoô): a fight for a transparent, fair, and 
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accountable community, in which information is free (i.e., uncensored or uncontrolled), 

and protection of citizensô liberties and rights. Anonymous as a collective is especially 

antagonistic towards statesô surveillance and/or impingement on the privacy of its 

citizens. Anonymous stated (Fuchs 2013) that it bases its political values on the following 

core principles: ñ1) the media should not be attacked; 2) critical infrastructure should not 

be attacked, and 3) one should work for justice and freedomò (p. 347).  

  ñThe focus on the libertarian values of freedom of speech, expression, assembly, 

information, and press dominates Anonymousô political communicationò (Fuchs 2013). 

Even though Anonymous shares libertarian values, the group does not embrace corporate 

or state power. To date, the main targets of Anonymous have been government and 

corporate. Anonymous particularly sees a threat in the latter. Freedom of the Internet 

(which represents a central issue for Anons) and of the people are both threatened by 

corporate and state powers, according to Anonymous. The collective demands that the 

Internet be controlled by civil society, instead. Anonymous is also known as a strong 

opponent of class inequality, and is preoccupied with socio-economic justice worldwide 

(Fuchs 2013). As a result of his empirical analysis of Anonymousô public communication, 

Fuchs (2013) concluded that: 55% of Anons aligned with pure liberal values; 8% with 

pure socialist values, and ñ22% blended liberalism and socialismò (p. 371). 

Organizational Channels of ñAnonymousò 

Anonymous often states that they represent an idea (Fuchs 2013), it is common to see 

members posting or espousing the following motto in online videos, chat rooms, and on 

message boards: ñAnonymous is everyone. Anonymous is no one. Anonymous exists as 

an ideaò (p. 348). The survey of peer-reviewed literature on the groupôs organizational 

channels makes it clear that Anonymous does not have a clearly defined membership: 
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anyone can join or leave the group at any time. Anonymous, as some scholars also note, 

claims that it does not have any leadership and/or hierarchy. Some authors (Shalin Hai-

Jew 2013) acknowledge that the loose or fragmented character of Anonymous may 

contribute greatly to the groupôs adaptability and resilience. A lack of hierarchy may also 

be viewed as a strategy of the group. However, it is worth mentioning that the collective 

does not represent a purely leaderless group (Fuchs 2013). Some scholars emphasize that 

there are core activists within Anonymous ñwith specific technical skills, media skills, and 

organizational skills who carry out the core of hacking activitiesò (p. 349). So, while a 

clear-cut hierarchy may indeed not exist within the collective, a certain division of labor 

is evident.  

 Anonymous can be characterized as a hacktivist collective that uses a critical mass 

to achieve its goals, the group is reliant on a large number of the members participating in 

an attack or óoperationô (Mansfield-Devine 2011). Scientists (Conway 2003; Jordan 

2002) divide hacktivists into two basic categories: mass virtual direct action (MVDA) 

and individual virtual direct action (IVDA). Hacktivists who fall under the MVDA 

category are those who rely on reaching a critical mass, while hacktivists who fall under 

IVDA act alone.  

Although Anonymous is known for providing members with both options for 

virtual direct action, overall, the group, overall, is reliant upon ócritical massô (i.e., mutual 

efforts). This is especially evident in Anonymousô launches of distributed denial-of 

service (DDoS) attacks, which are carried out with the help of automated applications, 

such as LOIC and HOIC, that members of Anonymous use to overload/crash websites 

with traffic. Serracino-Inglott (2013) concurs by stating that Anons show strong 
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preference for Internet Relay Chats (IRCs), message boards, as well as file-sharing 

services: all of which is indicative that the collective attaches special value to ñdiffusing 

control of strategic assets throughout the communityò (p. 227). Anons, in other words, 

show appreciation for the community; the community or communitarian spirit of 

Anonymous can be evident though the fact that the group frequently uses mutual support 

efforts as a strategy for achieving goals.  

Anonymous represents a participatory collective (Coleman 2013). Non-tech savvy 

individuals are welcome to participate in Anonymousô activities: one may, for instance, 

choose to help others write press releases and reports, or to give media interviews; people 

who have designing skills can use their abilities for designing propaganda posters or 

editing videos, and so on. To join the group, one simply has to identify with Anonymous 

and its core values. Anonymous neither expects particular abilities, nor requires them 

from those individuals willing to join. While ótrueô hackersô opinions and skills may be 

respected and/or appreciated within Anonymous, they ñdonôt erect entrance barriers nor 

control the evolution of Anonymousò (p. 12). In other world, Anonymous is an all-

inclusive group that welcomes help from all fronts. Mansfield-Divine (2011) and Shalin 

Hai- Jew (2013) also note that many Anonymous members lack sophisticated computer or 

hacking skills. DDoS attacks, which Anonymous members often employ to crash 

opponentsô sites, are not technically complicated in nature. Thus, it is logical to conclude 

that Anonymous does not represent a pure hacktivist community, since many participants 

are not technically-savvy.   

Coleman (2013) also provides interesting insights into how Anonymousô members 

choose targets. The author proposes that the operations of the collective are primarily 
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reactive, and that various local and international events or incidents can serve as triggers 

for action by Anonymous. Anonymous represents a collective of individuals who react to 

events rather than choose them randomly or chaotically. Lastly, Coleman (2013) suggests 

that Anonymous should be conceptualized as a reaction to certain trends in society (e.g., 

governments worldwide attempting to control the Internet). Anonymous can thus be seen 

as a positive social phenomenon because the collective, along with other hacktivist 

groups, provide citizens with new creative ñavenues for personal and collective 

participationò (p. 17). It is worth mentioning that even though Anonymous is often 

portrayed as a group of violent hackers by the media, most Anons never break the law 

(Coleman 2013).   

Mansfield-Devine (2011) suggests another positive effect of Anonymous and 

similar groups. The collective helps to raise security awareness and remind us that 

modern technology is incredibly vulnerable. Security is lacking in modern computer 

system and software: ñsystems arenôt patched up to date like they should beò (p. 7), and 

hacktivists constantly remind society of these facts. 

The Importance of Anonymity and the Guy Fawkes Masks 

Fuchs (2013) states that ñthe employment of symbolic means of expression is particularly 

important for Anonymousò (p.3 49). The masks worn by members serve as an expressive 

means to grab media attention, and therefore represent a media strategy, according to 

Fuchs (2013). Coleman (2013) suggests another theory to explain the groupôs use of Guy 

Fawkes masks. According to Coleman, the masks have a symbolic purpose: ñGuy 

Fawkes masks and headless suited menésymbolically and spectacularly [assert] the idea 

of anonymity, which they embody in deed and wordsò (p. 15). In other words, Coleman 

proposes that masks convey the message that anonymity is something of utmost 
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importance to Anonymous. The masks are also part of the groupôs culture of 

ñunpredictability and mysteryò (p. 15) as the masks raise a variety of questions about 

who Anonymous is and what will they do next.  

 Serracino-Inglott (2013) also suggests that anonymity and pseudonymity 

represent an integral part of the Anonymous movement, rather than the mere means of 

protection that members use to avoid being identified or arrested. The culture of 

anonymity that clearly exists within the collective ñis built upon the importance attached 

to the ability to express oneself freelyò (p. 219).  Fuchs (2013) suggests that members of 

Anonymous use the masks, as well as computerized voices, in their videos in order to 

protect their identities, which allows the participant to express his or her thoughts more 

freely.   

Importance of Humor and Creativity  

Fuchs (2014) claims that the culture of Anonymous is generally built around doing 

unusual things (p. 94). Fuchs states that humor represents an important element of 

Anonymousô culture and is used by the collective as a political weapon: ñAnonymous 

makes fun of its political opponents and uses clownery (in the form of Guy Fawkes 

Masks armies) as a symbolic strategy to attain the mediaôs and publicôs attentionò (p. 

104).  

 Unlike other hacktivist and activist collectives, Anonymous is known for using 

creativity as a tool to promote its goals. The groupôs videos are technologically complex, 

professionalized, according to Fuchs (2013), and can be conceptualized as ñsmall 

artworks, highly creative and artisticò (p. 350). The highly artistic style of Anonymous is 

manifested through their ñdigital craftworkò: a combination of digital ñarts and craftsò 

such as videos, press releases, posters, and so on. 
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III . METHODOLOGY  

About the Forums 

The forums of Anonnews.org represent a place where anyone can post messages 

anonymously. In other words, the forums do not require users to register or provide any 

type of personal information. In fact, in order to post on the forums, one only needs to 

confirm that he/she is human by simply typing a given random combination of symbols 

and numbers (known as a CAPTCHA, this is a typical to confirm a user is human) in the 

window below your post. Users remain practically unidentified on the forum. The 

majority of people posting messages do so under the same generic nickname 

óAnonymous,ô while only a small fraction of users choose to use other, slightly more 

unique, nicknames. I only noticed a few users, throughout the time I spent on the forums, 

who used nicknames resembling real peoplesô names. Clearly, anonymity on the forums 

is one of the guiding principles which are agreed upon by its users. 

 A glance over the forumôs content is enough to realize that this message boards 

are far from what people typically think of or associate with a traditional forum. While 

traditional forums and message boards tend to have administrators (generally known as 

óadminsô or ómoderatorsô), who ówatch overô their members, regulate, or in some other 

way control the content of the board, the Anonnews.org forum has no moderators, or, at 

least, their presence is not felt. The absence of moderators is shown through the free flow 

of information, which includes large amounts of spam (advertisements and random posts 

by strangers is just one example). In fact, going through the content of the forum was 

more like going through an unknown forest: stepping over branches and leaves, and only 

occasionally finding tips that gave me some sense of direction as I was going towards. It 

is quite rare for a forum to be completely unregulated since a lack of regulation typically 
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makes it much harder to navigate through posts. The forums on Anonnews.org are indeed 

hard to navigate.  

The developers of the forums, however, make an attempt to organize the forum by 

dividing the posts into broad categories. The broad categories or sections of the forum 

currently include (from top to bottom) óAnonNews.org Notices & Feedback,ô 

óAnonymity, Cryptography, Decentralization, and Security,ô óAnonymous,ô óIôm looking 

foré,ô óInternet & Media.ô óNon-English,ô and óPolitics and Government.ô Despite the 

fact that the developers grouped posts into different sections, some of the content still 

barely makes sense: every section of the forum is infiltrated with spam. Not surprisingly, 

I had to take every word with a grain of salt.  

 

Figure 1. The main page of the forum: www.anonnews.org 

Even in the óForum Rulesô section of the website, the forums are described as ña 

mess of spam and scamsò (Anonnews.org 2013). Despite this, it appears as if there are 
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still some attempts made to eliminate the issue: ñ[The forums] will change. A new spam 

removal tool has already been made, and you may have noticed already that spam is 

removed faster nowéò (Anonnews.org 2013). After spending a decent amount of time 

on the forum, however, I have trained my eye to distinguish between óreal postsô and 

spam. As time passed, some themes finally started to emerge.   

I grouped the themes into three broad categories, based on their content, for a 

more organized analysis. The first group, which is dedicated to answering the question of 

who Anonymous are, as well as showing how group members view themselves or/and 

identify, revealed the following patterns/themes: a) Anonymous represent an idea rather 

than a group; b) Anonymous is not likely a hacktivist group, although hacktivists 

definitely exist within the group; and c) Anonymous rejects leadership/hierarchy which 

leads to the possibility that leadership may indeed not exist within the group. 

The second group of themes is the patterns that describe how Anonymous 

functions as a group. These themes include: a) members discussing the ways current 

and/or future members of Anonymous join or leave the group; b) members of the group 

discussing how Anonymous organizes/reaches common ground, especially in times when 

group members decide to take action (hack, have a street protest, etc.); c) the ways that 

group members see their goal within Anonymous; and d) the public image of the group, 

which was often debated on the forums. 

Finally, the third group of themes revolve around the values and beliefs of the 

group members. The themes in this group include: a) the way group members view and 

understand hacking and security; b) the symbolism of Guy Fawkes masks, which 

members of Anonymous frequently wear during street protests, as well as online; c) the 
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theme of group membersô identifying as either peace makers or revolutionaries; and d) 

the theme of anarchism, which was oftentimes brought about and/or discussed by 

members of Anonymous.  

Content Analysis Specifics 

Since very little research has been done on hacktivism and/or hacktivists, and Anonymous 

in particular, my research purpose was mainly to conduct manifest content analysis 

(content analysis which describes and analyzes the information readily available on the 

message boards) versus latent content analysis, or the analysis of hidden messages.  

When I started analyzing the forumôs content, I realized it would be a time-

consuming task since it is infiltrated by spammers. A large portion of the content on the 

forums was taken by messages that either did not make any sense, or were simply 

irrelevant to my study. Therefore, I had to come up with specific measures of how the 

data was to be sorted through and analyzed. Each section of the forum included multiple 

threads. Here is an example of the way in which content appears when visiting each of 

the forumôs major sections: 

 

Figure 2. Forumôs threads: the conversations in each of the forumôs sections are 

presented in a list format; each thread displays the number of user responses (or 

órepliesô).   
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 The first step in my content analysis was to go through each thread/topic 

separately and briefly overview its content to get a feel for how people post and reply. 

After going through approximately 20-30 of such threads, I got a general idea of what the 

content was and whether it was worthy of closer examination. The number of replies and 

the name of each thread itself also often pointed toward what content could be expected 

in each of the discussions. For example, when a discussion had 0 or very few responses 

and/or had a title like ñSelling CVV-Dumps TRACK 1&2-Bank Login,ò this indicated 

that the discussion was most likely spammed (i.e., someone trying to sell questionable 

services/products, etc.) and/or had non-pertinent content. The low response rate also 

indicted that users of the forums most likely had no interest in a specific thread/topic. 

 

Figure 3. Sorting the threads/topics based on the number of replies (or the interest 

of the responding group members) and the name of the thread 

 After I went through each of the threads/topics, I decided which to eliminate. 

Those that were eliminated mostly consisted of topics with zero replies. The entire list of 

topics was printed and the selected topics marked off for further analysis. The listed of 

eliminated topics looked like the following: 
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Figure 4. Further analysis of the forumôs topics: list of forum topics was copied and 

pasted in Microsoft Word; the grayed out topics indicate the topics that will not be 

analyzed further 

 

 Once all of the topics in each section of the forum had been reviewed and 

eliminated of óbadô topics, I had significantly less to read through. My next step was 

reading through each of the topics carefully instead of just eyeballing the content. As I 

was reading through each of the discussions, I placed some comments on the sides that 

helped me to sum up what direction the discussion was going in and what members 

simply discussed. As I marked the topics, certain themes started to appear. For example, I 

noticed that security and different computer tools/programs were discussed more 

frequently than, letôs say, topics on how to hack peopleôs Facebook accounts, which were 

more rare and unwelcomed by the majority of group members. 
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Figure 5. Identifying wide subjects within each forumôs thread 

 As I read through the conversations, I began to notice that some of the subjects 

(for example, discussions of tools and programs for hacking or securing oneôs computer) 

were more favored than other subjects by the forum members. As I read the discussions, I 

would note, in a separate document, the list of most frequently repeating subjects. At this 

point, I also began separating the subjects into groups. For example, topics dedicated to 

programs like LOIC, or discussions about how to hack, were brought together into one 

category named ñTechnical conversations,ò while discussions specifically about 

Anonymous as a group (what the group is about, etc.) were brought together under 

ñAnonymous Basics.ò The list of subjects that I identified was originally created in 

handwritten form, but for the purpose of example, I created a digital list that resembles 

my original. 
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Figure 6. The list of most frequently repeating subjects/topics 

 My next step was to organize the subjects in a better way, so they could make 

more sense. For example, the discussions of programs such as LOIC (Low Orbit Ion 

Cannon) or HOIC (High Orbit Ion Cannon) were related to a discussion on how to secure 

your IP address, in the sense that both were discussed in relation to a wider interest of 

users ï maintaining security while online/hacking. While some of the conversations 

represented a part of a bigger theme, other subjects/topics were less so, even though they 

were mentioned from time to time. For example, different ótechniques,ô such as using 

LOIC for DDoSing a site or Doxing for stealing sensitive/valuable information, were 

mentioned in the discussions; however, they were not mentioned nearly enough to 

become a separate theme as they were mentioned casually but never discussed in detail or 

represented the center of the discussion. 
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Figure 7. Re-grouped subjects/topics 

In other words, because some of the subjects were related or were essentially the 

same, I regrouped/merged multiple subjects to make up larger, more encompassing 

themes.  After I decided on a complete list of themes, I re-read the content of the forum 

once again with the purpose of selecting quotes that reflected the ideas best. I copy and 

pasted each quote in a separate document while also including the link to the thread from 

which the quote was taken, in case I needed to further review the thread. The list of 

quotes looked the following way: 

 

Figure 8. Selected quotations for content analysis in Microsoft Word document 
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 After the large themes were identified, along with quotes that represented/backed 

up the themes, I could start writing up my report. Not all of the quotations were used; 

while some of them were used repeatedly throughout the report.  

Interviews Specifics 

The goal of interviewing security professionals was to discover their understanding and 

perspective on hacktivism, as well as groups like Anonymous. The company my 

respondents are employed with represents one of the largest security companies in the 

United States, and operate worldwide. For the purpose of protecting my respondents, I 

am not disclosing the name of their firm. The company offers security technology, 

security management services, and operates a consulting firm that specializes in incident 

response (forensics), security research, as well as network and application penetration 

testing. 

 My respondents held positions of Security Analyst or Security Consultant, and 

were responsible for performing network and application penetration tests; most had been 

with the company for an extended period of time (at least a few years). Below is the 

breakdown of the job titles for my interviewees: 

Security Professionalsô Official Positions within Security Company X 

Respondent #1 ï Security Consultant  

Respondent #2 ï Senior Security Consultant 

 

Respondent #3 ï Security Analyst 

Respondent #4 ï Security Analyst 

Respondent #5 ï Security Analyst 

Respondent #6 ï Security Analyst 

 

Each interview contained eight questions, which eventually formed the themes I 

am analyzing below. Question one asked the respondents about their familiarity with 
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hacktivism and/or groups like Anonymous (ñWhat do you know about hacktivism and/or 

the group Anonymous?ò; when the respondents provides answer that was too short, I 

often asked a follow-up question, ñWhat specifically do you know/have heard of 

hacktivism or Anonymous?ò).   

Question two concerned the effects of hacktivism on the security industry: in this 

question I asked the respondents whether they believed hacktivism had changed the 

security industry in any way, or whether, they felt the effects of hacktivism personally? 

(ñWhat effects have hacktivists and the groups like Anonymous had on the security 

industry?ò, and ñHave you personally felt any effects of hacktivism on your work?ò).  

Questions three to eight were more focused on the specifics of hacktivism. My 

goal was to see how the respondents conceptualized hacktivism and groups like 

Anonymous, and what were their personal feelings were about them. My third question 

examined the respondentsô ethical perspectives in relation to hacktivism (ñIs hacktivism 

ethical, in your opinion?ò). Even though hacktivism is illegal, my goal was to understand 

how the respondents viewed hacktivism from legal, moral, and ethical standpoints. 

 Question four examined the issue of anonymity: I asked my respondents about 

possible reasons why anonymity is so important for hacktivists, as well as traditional 

activists (ñIn your opinion, what are some of the main reasons hacktivists choose to stay 

anonymous?ò).  

Question five dealt with alternatives to hacktivism: I asked my respondents about 

the effectiveness of hacktivism, and if they thought there are better ways of promoting 

social change, in place of hacking (ñIn your mind, what are viable alternatives to 

hacktivism, if there are any?ò).  
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Question six asked my respondents whether they, as security professionals, 

viewed hacktivists as dangerous individuals (ñAre individuals who are involved in 

hacktivism dangerous?ò).  

Question seven asked my respondents about the possible causes of hacktivism, as 

well as the reasons that hacktivism has become a wide-spread phenomenon (ñWhat do 

you attribute the current increase in hacktivism to? Does or can society benefit from 

hacktivism in any way, in your opinion?ò).  

Lastly, question eight dealt with the question of the security of the Internet and 

modern computer systems: ñWhat can be done to make the Internet safer (including 

protection from individuals such as hacktivists)?ò     

An analysis of the responses the security professionals provided me has resulted 

in nine themes, which are discussed below in detail. The themes are the following: 1) 

security professionalsô familiarity with hacktivism; 2) security professionalsô personal 

outlook on hacktivism; 3) Anonymous and their hacking skills; 4) the ethics behind 

hacktivism; 5) hacktivism and its effects on the security industry; 6) Anonymous and the 

importance of Guy Fawkes Masks; 7) security professionalsô explanation of hacktivismôs 

popularity; and 8) alternatives to hacktivism.  
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IV . ANALYSIS OF ONLINE FORUM  

Who are Anonymous? 

Anonymous: An Idea or Group? 

When I started browsing the forum, my very first question about Anonymous as a 

group was: what or who are Anonymous? More specifically, I wanted to know how group 

members define themselves personally and to each other as opposed to how the media or 

general public understands or defines them. The forumôs posts shed some light in regards 

to this question. To my surprise, Anonymousô members most commonly define 

themselves as just an idea. Anonymous as simply representing an idea was the most 

common theme I discovered while reading the forumôs content. The majority of Anons 

(short for Anonymousô members) stated that Anonymous is rather an idea than a group or 

organization:  

ñéAnonymous is just an idea, an idea that is within all of us, an idea that 

we are more than they tell us we are at the pupil or on the news.ò  

 

ñ[Anonymous] is an idea, an umbrella which covers a huge variety of 

small groups or individuals with ideas and goals of their own.ò 

 

ñéthere is no group, no organization, just an idea.ò 

 

ñéYes, Anonymous is a ñgroupò, but more-so than that, Anonymous is an 

idea. An idea that people have rights, an idea that corruption should be 

revealed and cut out. An idea that we all deserve freedom and liberty, and 

that it is worth fighting for. As cliché as it sounds, more-so than being 

ópart ofô Anonymous, you ARE Anonymous.ò 

 

ñéThis is not what this movement is about. The reason there is no 

leadership is because there is no actual GROUP. When you stand up for 

what is right, you are Anonymous. When you fight back against 

oppression and unfair laws, you are Anonymous. When you stand up and 

say NO to unrighteous attacks on civil liberty and freedom, YOU ARE 

ANONYMOUS. Anonymous isnôt a group. It is an idea. IT IS FREEDOM 

personified.ò (Anonnews.org 2013) 
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It seems like a notion of that Anonymous is just an idea rather than a group, has 

become widespread among many Anons. Despite such widespread agreement, membersô 

opinions on what constitutes Anonymous were not completely unanimous: while some 

members stated that Anonymous is not a group at all or that it does not even really exist, 

others claimed that it is indeed a ógroup,ô just not a traditional one. Schaeferôs 

sociological glossary defines a group as ñany number of people with similar norms, 

values, and expectations who interact with one another on a regular basisò (McGraw-Hill 

Online Learning Center 2013). If one relies on this definition of groups, then Anonymous 

is indeed not quite a traditional group. Firstly, Anonymousô members, based on my 

observations, tend to have very diverse opinions and values. While a large portion of the 

ógroupô finds agreement on core issues (typically pro-social issues), there are multiple 

subsets of Anonymous whose members may reject some or all of these generally agreed-

upon beliefs. Some Anons go as far as saying that the ógroupô has no values whatsoever: 

ñéAnonymous is a name anyone can use, it does not stand for any ideas, processes, 

groups, or anything else. Anonymous has no meaning other than as a banner to use for 

literary anythingò (Anonnews.org 2013). 

However, many members, as I mentioned previously, do agree that core values 

are shared among most Anons:  

ñéAnonymous is not a group of operatives. It is a ñlegionò of 

GATHERERS (notice I emphasized on the word Gatherers, because as 

ñbeingò anonymous means that we are just a group of people. We are 

hackers, students, and more, irrespective of what position we hold. Truly 

being an ñanonymousò is to uphold the pro-social values and NOT too 

abuse themò (Anongnews.org 2013).  

So, as to similarity of the views, one may argue that the views among a large 

portion of Anons are indeed similar/shared. While some members may adopt different 
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views, general views on what constitutes ógoodô and óbadô among Anonymousô members 

are indeed similar and/or are shared.  

Secondly, based on my observations, Anonymousô members do not have tight, 

regular-basis communication with each other; the forumsô communication flows freely 

allowing new members and/or random people at any time ï the communication between 

members seems rather random and spontaneous. While Anonnews.org provides members 

with chat rooms, forums, and other ways of exchanging information, regular-basis or 

tight communication among members is not visible, nor can it be visible. All of the 

members use the same nickname (óAnonymousô), so it makes it practically impossible to 

say whether people who post are the same people or completely new members. 

Additionally, it is hard to say whether members communicate with each other regularly 

because there is an overwhelming amount of spammers and ótrollersô ï individuals who 

purposefully start an argument attacking other members without attempting to listen to 

othersô arguments ï on the forum. Some members may communicate with each other 

regularly through e-mail or private messaging, however, the forums do not reflect how 

often or regularly communication takes places between members. It is even hard to say 

whether long-term members even exist on the forums ï the communication on the 

message boards is rather fluid and unregulated. My conclusion in regard to the regularity 

of communication between members is that the communication/exchange of information 

does take place but it is hard to say whether it is regular or just random (e.g., when an 

opportunity for communication/exchange of information presents itself).  

Perhaps, a concept of groups that Anonymous can fit in best is the concept of 

secondary groups ï the concept that evolved from the concept of primary groups, 
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developed by Charles Cooley. Even though Cooley never directly mentioned secondary 

groups in his writings, many authors share an opinion that he was also responsible for the 

creation of the concept of secondary groups (Faris 1932). Secondary groups can be 

described as somewhat opposites of their primary groups: unlike in primary groups, 

individuals in secondary groups tend to communicate with each other on a less personal 

level or be less personally engaged in group matters. Relationships in secondary groups 

tend to be more informal (e.g., online communication versus face-to face 

communication), as well as not as long-lasting. Secondary groups mostly reach cohesion 

by maintaining the same goals. Lastly, in secondary groups individuals have a óchoiceô of 

joining or exiting the group, while in many primary groups (e.g., families) individuals 

may not have such a choice; individualsô roles and positions in secondary groups are also 

more interchangeable, and individuals in secondary groups tend to be more replaceable in 

general than individuals in primary groups (Faris 1932). Anonymous can be thought of as 

a secondary group: its members share similar goals and beliefs; however, their 

relationships have a temporary character ï members can come and go at any time they 

please. New members are welcome from all ófronts,ô and all members are considered 

equally valuable, but nonetheless replaceable. Additionally, Anonymous has no strict 

rules or codes by which members must abide. Shortly, Anonymous can be considered a 

contemporary secondary group that attracts its members worldwide for the cause of 

fighting for freedoms and liberties of all individuals.   

Faris (1932) interestingly points out that in some cases, secondary groups may 

take on some qualities or characteristics of primary groups. Just like in primary groups, 

individuals in secondary groups may occasionally get personally involved in the goals of 
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the group or feel strongly identified with a group: ñEven in large and scattered groups ï 

particularly those we call ñsocial movementsò ï the struggle for liberty, freedom, justice, 

or any great cause may call into existence the very experiences and relations which we 

are able to find in the primary group.ò While most members of Anonymous may not want 

to be personally engaged in the groupôs activities, other members on occasion do become 

deeply involved while fighting for óthe cause.ô Individuals like Jeremy Hammond, Hector 

Xavier Monsegur, Mercedes Renee Haefer, Christopher Doyan, and many others Anons 

arrested by the U.S. authorities (Smith 2013) serve as an example that even the most 

loose, informal groups may be highly significant to some members.  

So, does Anonymous represent an actual group? The answer to this question is 

both a yes and no. As a collective, regardless of how loose or fragmented it is, 

Anonymous does seem to have shared beliefs and goals, and would therefore qualify as an 

actual group. Another reason Anonymous may be considered a group is because its 

influence can be hardly ignored by the media and the public (Arthur 2011; Zetter 2011; 

Pauli 2012; Sieczkowski 2012; Boone 2013; Gibbs 2013); widespread influence of the 

group and its recognition as a group by the public serves as further proof that it exists. It 

not only exists, but also functions successfully: its members seem quite capable of 

achieving their goals (e.g., hacking government websites and corporate servers). Some 

members of Anonymous may even get defensive when someone is attacking the group 

and state the groupôs influence in response: 

ñéAnonymous has a lot of public influence and it can make a real change 

if that influence is applied in the right direction, you just need to decide 

what that direction is going to beéò  

 

http://www.huffingtonpost.com/cavan-sieczkowski
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ñAnonymous is not dead. Anonymous is growing, expanding daily.  The 

effects are reaching new audiences, and even the recent arrests only bring 

more publicity.ò  

 

ñéAnonymous has thousands of members. Donôt underestimate 

anonymousò (Anonnews.org 2013). 

 

But despite being a non-traditional group, Anonymous members still spread the 

notion that the group is just an idea. Why? After reading numerous responses by Anons, I 

started to believe that such a concept may be used by the members purposefully. It seems 

like presenting the group as an idea is beneficial to its members for a variety of reasons, 

as well as symbolic to the groupôs beliefs and goals. Some of those reasons and 

symbolism can be seen in the quotes below: 

Truth will never die (Anonymous believes that truth is unstoppable): 

 

ñNothing lasts forever, some day Anon may be gone too. The idea 

however remains. The truth, as inconvenient as it is to some, will find a 

wayéò 

 

Every member is valuable and capable, no hierarchy is needed:   

 

ñé we cannot forget that the greatest strength of Anonymous is the fact 

that there is no leadership, no matter who gets arrested or é (do I really 

need to spell it out?) Anonymous as a whole cannot be damaged or 

compromised, or stopped. Every single one of us is ready, willing and 

capable (there goes the optimism again) to step up and lead those who will 

follow. We need that invulnerability to succeed.ò 

 

If Anonymous is just an idea, it cannot be destroyed: 

 

ñThe idea behind anonymous was exactly that ñwe are anonymousò ñwe 

are an ideaò Ideas canôt be destroyed, they canôt be manipulated but they 

can spread.ò   

 

ñAnonymous is an idea. Ideas donôt die.ò 

 

ñAn idea can change the world. Ideas are powerful. You cannot kiss an 

idea, cannot touch it, or hold it. Ideas do not bleed, they do not feel pain, 

they do not love, and most importantly ï ideas do not die. Anonymous is a 
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necessary evil, a philosophical anarchy against oppressors and deceivers 

of this planet.ò 

 

Anonymous does not need promotion; they can be useful to anyone: 

 

ñéAnonymous has no main aim, it needs no self-promotion, and is 

nothing more than a banner, a name to use. It makes no sense to try and 

promote Anonymouséò   

 

ññThe anon nameò does not need developing. It is a name that is whatever 

it happens to be. There is no intended goal for it, nor can there ever be. 

Leave it be, use it where applicable, do not try to promote Anonymous- 

itôs a waste of time, time that is much better spent by actively trying to 

change what is wrong in the world and not just talking about it.ò       

 

ñAnonymous is not a group or organization. It is an idea. Ideas do not 

have ñleadersò, or ñvoicesò, or a ñspokespersonòéò 

 

Anonymous is open to everyone: 

 

ñéAnonymous is an idea. Anyone even a pimply faced sore loser can be 

Anonymousé Deal with it.ò 

 

Anonymous echoes societyôs needs; as peopleôs needs change, Anonymous 

changes as well: 

 

ñAnonymous isnôt a movement. Anonymous is involved in activism 

because there is a need for activism not because activism is the nature of 

Anonymous.ò  

Members of Anonymous as free individuals: 

ñéAnonymous does not have a clear definition or a goal. And it shouldnôt 

have one. The whole point of Anonymous is that itôs whatever people 

make of it, trying to define it defeats the whole point. Each structure has 

its advantaged and disadvantages, and while the disadvantage of 

Anonymous is that itôs hard to understand for people, the advantage is that 

it allows total freedom to those involved in it.ò    

 

Everyone has the right to maintain their individuality: 

ñTo be truly Anonymousé is to be yourself.ò 

Anonymous as a non-traditional group: 

ñéThe notion that óa group of people needs a goalô is one that applies to 

traditional groups and is commonly accepted as ótrueô ï but there is, in 
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fact, nothing that logically requires this to be true the case for a name to be 

commonly usedò (Anonnews.org 2013).   

 

In short, Anonymous is using the metaphor of an idea to empower its members. 

Anonymous has emerged as a loose collective fighting against corrupt governments and 

corporations. Most people would likely agree that these can be quite powerful enemies. 

Many people associated with the group have been, and currently are, under surveillance, 

or even worse ï arrested and prosecuted. As a group, fighting for a noble, yet difficult 

cause, Anonymous must send a powerful message to its members. One of the ways of 

doing so is to present the group as an idea ï ideas, after all, cannot be hurt or killed, they 

can only be spread. Ideas are also fluid: members of the group are granted complete 

freedom to do as they please, and open discussions are always welcomed on the forums.  

Anonymous as an idea also echoes Anonsô views on typical organizational 

bureaucracy. In most formal groups or organizations, people are expected to comply by 

rules and respect hierarchy; people in bureaucratic organizations can also often lose sight 

of what is important. It is also common that people have to follow the ópoliticsô of the 

group/organization they belong to, which may eventually lead to people losing their 

individuality or shifting their views in a direction they did not predict in the first place. It 

appears as if Anonymous want to reject the notion of a group (or organization) altogether, 

because they associate  the word ógroupô with bureaucracies, or, more specifically, 

corrupt governments and organizations: the very things they are fighting against. Groups 

and organizations can fall into crisis or lose core members essential to their well-being. If 

Anonymous is just an idea, it cannot be affected by hierarchies or the loss of its members. 

Clearly, Anonymous opposes hierarchies and the notion that some people may carry more 

importance than others. Many Anons wrote on the forum about their hatred of hierarchies 
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ï hierarchies, in the view of many Anons, create inequality, another thing they are 

fighting against. If the group has no hierarchy and no one holds ultimate power, then the 

group cannot suffer from corruption or cannot destroy itself from within. Presenting the 

group as an idea symbolizes equality and the absence of hierarchy.  

Anonymous is a fluid organization: just like an idea, Anonymous can shift or 

change; members are granted complete freedom and/or creativity. Unlike groups, whose 

members often have to come through a series of steps to join or leave, members of 

Anonymous are free of such rules. It seems like presenting Anonymous as an idea, which 

has no leadership or rules, makes it more attractive for new people to join. People can not 

only join and leave as they please, but also have the power of interpreting existing idea in 

their own way. Such freedom and openness of the group allows for a lower barrier to 

entry for new members. Anonymous makes the process of recruitment less complicated.  

Lastly, Anonymous as just an idea means that it does not exist or has ever existed 

as a tangible group, which is a belief that many Anons are happy to have others hold. 

Many people on the forum stated that they were not sure whether Anonymous still exited. 

Other claimed that Anonymous has changed and/or split into different subgroups, and it is 

not the same group anymore. One may argue that Anons use this notion to confuse the 

public. Indeed, as one person on the forum stated, it is hard to understand Anonymous. If 

people cannot gain an understanding of how Anonymous operates specifically, then there 

is less chance that any members can be caught.  

In sum, Anonymous does represent a group in the sense that they share similar 

views and beliefs, for the most part, and occasionally gather for the purpose of a protest, 

hack, etc. On the other hand, Anonymous members do not view themselves as a group. 
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Since Anonymousô members strongly oppose many qualities inherent in traditional groups 

and organizations, they choose to view themselves as an idea that has no identity, 

hierarchy, leadership, or rules. Anyone can be Anonymous and no one is Anonymous at 

the same time.  

Anonymous as a Force for Good 

Another repeating theme I have discovered on the forum was that members repeatedly 

claimed they believed Anonymous, as a collective, carries an important weight in peopleôs 

lives both in the United States and across the world because it represents óa force for 

good.ô  This is a major function of Anonymous, according to many people posting on the 

forums. Besides being a force for good, Anonymous symbolizes humanity and people 

themselves: 

ñAnonymous is an embodiment of humanity, with no remorse, or 

emotionéò 

ñéAnonymous is for better world, the betterment of all human beings.ò 

ñIf you are wondering whether you should be afraid of Anonymous, ask 

yourself: should I be afraid of humanity?ò  

 ñAnonymous is about preserving the liberties and freedoms of humanity, 

regardless of race, color, religion, political views. It is about bettering 

society, and ousting corruption from seats of poweréò  

ñéI believe that we are force for good, and most definitely one to be 

reckoned with. We live in a time where the future of mankind can literally 

be changed by turning a key and pushing a button, the stakes have never 

been greaterò (Anonnews.org 2013). 

Anons claimed repeatedly that they are representing people in what they are 

doing, and that their primary duty is to make the world a better place. One member of the 

forum expanded a little bit more on his/her experience of being a part of Anonymous: 

ñBeing a part of anonymous is a wonderful experience that takes a lot of dedication, care, 

and love of the freedom we have a right to have. It has risks and it is worth it watching 
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the world change one person or server at a timeò (Anonnews.org 2013).  While some 

members claimed that the risks of being a member of Anonymous are worth it, others 

stated that Anonymous, as a collective, has no choice but to protect peopleôs liberties, 

regardless of the risks: 

ñAnonymous exists because the world is in trouble. The United States, 

supposedly the ñland of the freeò is more accurately described as a 

surveillance state. Some would say a police state. The freedoms the people 

once had are gone, the government runs the world, and the corporations 

run the government. Corruption is rampant, and people are doing nothing. 

Hence, those that see the problem and want to do something, those who 

feel that freedom is worth fighting for, became known as Anonymouséò 

(Anonnews.org 2013). 

Protecting freedoms and liberties is one of the most frequently mentioned issues 

on the message boards, when people discussed why the group had to continue to exist. 

Many people on the forums claimed that defending the freedom of people and/or freedom 

of information represents one of the most essential goals of Anonymous, on which most 

Anons agree upon: 

ñéthe core values and principles of what we stand for: Life. Liberty. And 

the Pursuit of Happiness. No matter how many quotes I hear, that one is 

the one that still rings true to me as being the ultimate goal for a group of 

peopleé You may interpret it a little differently, but the meaning remains 

the same. People as well as information, need to be free.ò 

ñéwe can at least agree on a few simple broad goals, for example: 

Freedom of speech and information, supporting human rights for EVERY 

living being on the planet, etc. that will give us enough structure to band 

together without giving up that which makes us strongò (Anonnews.org 

2013). 

 Some group members also stated that Anonymous has the responsibility to protect 

the freedoms all of individuals both online and in real life. Many people on the forums, in 

fact, stated that Anonsô activities are not, nor should they be, limited to the Internet only, 

but should rather expand beyond World Wide Web to traditional street activism: 



52 

 

ñ[Our rights and responsibilities are] to defend our, and everyoneôs basic 

need and rights. To defend freedom, both in the online realm and outside 

of the internet. To take matters into our own hands when the system fails 

to serve proper justice.ò 

ñOur responsibilities are to remain an active part of said government. We 

need to have our voices heard in the decisions being made. We also need 

to keep those in power from taking our rights, which we have failed time 

and again to do.ò 

ñéWorking to preserve out libertiesé that is the essence of Anonymous 

today.ò 

ñéWe are here to be the protection of freedom that everyone needs. Not 

to go far with this understand, but we could be considered everyday heroes 

of the homefront.ò 

Anonymous has been long known for their participation in the Occupy Wall Street 

protests (Knafo 2011; Kazmi 2011); so their existence is not tied to purely digital 

activism and hacktivism. Members of the group often defined Anonymous as an 

opportunity, which can be used by anyone who wants to be creative and/or want to help 

in the fight for the ógood cause.ô Some Anons seemed to be comfortable with just writing 

on message boards or participating in other online activities, while others felt much 

stronger about going to the street and joining traditional protesters. In short, members of 

Anonymous seemed to be approving of both online and real life involvement, whichever 

each member felt most comfortable with. Anons simple presented the group as an 

opportunity: 

ñéAnonymous is opportunity to do something if you are willing to roll up 

your sleeves.ò 

ñéWant to attend a protest? Why not organize one? This site is the 

perfect place to organize protests. I urge anybody incapable of being a 

hacktivist to either organize or sign onto protests on this site and be a good 

old fashioned street activist.ò  

ñéAnonymous provides a community and a way to become involved in 

societal change without the need to put yourself in danger of being 

targeted personallyò (Anonnews.org 2013).   
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In sum, many Anons on the forum viewed/presented Anonymous as an open 

community, which is oriented towards positive change in societies around the world; 

Anonymous is open for all people, members claimed, as long as one is willing to take a 

stand or make a difference. In which way is completely up to the individual. Anonymous, 

in many membersô views, is an opportunity to do something good in the world. 

Anonymous as a community exists in both the real world and online, and therefore 

provides numerous opportunities to become involved for each individual. If someone 

wants to help on behalf of Anonymous, they have a choice of how they want to help. 

Clearly, Anonymous represents a group with diverse membership and diverse ways of 

accomplishing their high priority goals. Most Anons see the major goals of the group to 

be fighting for justice and freedom; but each individual is free to interpret this in their 

own way. 

Anonymous as a Hacktivist Group 

One of the themes I discovered on the forums in regard to the hacking activities of 

the group is that Anonymous, as a loose collective, does not consist of mostly hacktivists 

or hackers. Many people on the message board, in fact, claimed that the majority of 

Anonymousô members are just óregular folksô who are not technologically savvy. Many 

members claimed that despite the common view of Anonymous as óevil hackers,ô many 

people who actually associate themselves with the group prefer to help in other ways, 

separate from hacking or becoming involved in any other illegal activities. Some 

members even became upset over others calling Anonymous a hacktivist group. Many of 

them felt that labeling Anonymous as simply a hacktivist group is non-inclusive of other 

members. Many on the forums stated that the group represents much more than just a 

group of hackers; in fact, advanced hackers, hacktivists, or just technologically capable 
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people, represent just a small portion of Anonymous. Many on the forum felt that it was 

simply not right to call Anonymous a group of hacktivists, since such a definition would 

unavoidably exclude the contributions made by the members who are not tech-capable. 

This is what some people said in regards to hacktivism within Anonymous:  

ñYou do not have to be a hacker to help Anonymouséò 

 

ñThe point of Anon is to gather minds of such capabilities that can help in 

each of their own wayséò 

 

ñéI am no hacker and my efforts are rarely online. I must do most of 

what I do in the real worldéò 

 

ñAnonymous isnôt all about hacking into computer databasesé For the 

most part, anonymous as a whole lot of people who just talk casually 

about how bad things are, give links to proof, and tell others.ò 

 

ñItôs disappointing when someone believes ñAnonymousò are hackers. 

Weôre a group of [activists], freedom fighters, Not hackerséò 

ñAnonymousé covers a huge variety of small groups or individuals with ideas 

and goals of their own. The vast majority of anons are not hackers, we are 

ordinary people with a hunger to do something good, something meaningful.ò 

 

ñéThe media paints Anonymous as a group of ñelite hackersò that are out 

to cause chaos. That could not be further from the truth. Yes, there are 

some people in Anonymous that ñhackò, but that is actually a relatively 

small groupé Walk down the street, take not of every fifth person. Thatôs 

what Anonymous looks like.ò  

 

ñéAnonymous  is not a hacking elite, itôs a movement, a belief, a vision a 

way as a collective to say no to those who abuse our trust and those who 

abuse others. Anonymous just isò (Anonnews.org 2013).  

 

Some members on the forums argued that Anonymous is split into two major 

groups: original members, or the hacktivists, and current (and more recent) members, 

also known as supporters. While such a grasp of the group may be partially correct, in the 

sense that Anonymousô members can be identified as either hackers and/or tech-savvy 

members, or as people who contribute to the groupôs activities through other (non-
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computer related) means, such a definition also implies that some members (specifically, 

the hackers) are superior to the members who lack such skills. Many people on the 

message boards became upset over such a definition. They claimed that, within the group, 

each member is equal and that there are no óoriginalô or ócurrentô members ï all Anons 

are absolutely equal in all respects. In sum, many people, while agreeing that Anonymous 

can generally be divided into hackers and non-hackers, have rejected the definition of 

members who do not possess any hacking skills as ósupporters.ô The word ósupportersô, 

in their view, implies that they merely provide support to the members who hack. Most 

people on the forums have agreed that Anons who have helped the group through 

traditional activism or other, non-illegal means are just as valuable as those who operate 

(legally or illegally) online. One member on the forums expanded on why some people 

tend to categorize Anonymous into hackers and non-hackers, as well as on some of the 

origins of the group: 

ñéAnonymous doesnôt have a ñoriginal hacktivist groupò and a ñsupport 

groupô, itôs all one group. Anonymous originated as a group that caused 

trouble and generally trolled people and raised hell. Then they started 

getting into political issues, and became an activist organization. At that 

point, there were a small amount of people who decided to do simple 

ñhacktivistò activities such as DDoSing the Church of Scientologyôs 

website and other shit like that. The real ñhackingò started with LulSec 

which was a group of six Anonymous members who went and generally 

raised hell for the establishment through hacking all their computers. That 

was when the media started really covering Anonymous, hence why 

everyone thinks itôs a ñhacking groupòé If you fight for justice and do 

what you can to stop and protest unfair laws etcé you are Anonymous. 

Thatôs what Anonymous is. The ñhacktivistò is just a small percentage, but 

they are no different from you and Iò (Anonnews.org 2013). 

 

Clearly, the majority of people who responded on the forums supported the notion 

of equality for all members, regardless of their technical skills. Along with equality, 

another common theme on the forum was that many claimed they were ócommonô people 
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anyone can meet in real life, or that they are not different from any óregularô person: 

ñéYou are a person like everyone else here we are equalò (Anonnews.org 2013).  

Members of Anonymous on the forum clearly showed that they stand for equal 

status and opportunities for everyone who wants to associate himself/herself with the 

name of group. Along with this, forum members showed openness and respect to the fact 

that different members of Anonymous may hold various views and beliefs. Many stated 

that oneôs opinions and beliefs do not have to be the same as other peopleôs; as long as 

they can agree on broad goals (i.e., fighting for the freedom of people and/or information) 

and contributes in any way he/she can, it is okay to believe in anything one wants to 

believe. As an Anon stated: ñéWe have everyone from anarcho-communists to the ultra-

conservative gun nuts here. People can espouse their beliefs if they wanté We all have 

our own beliefs but at the end of the day we all agree on one thing; we are being lied toò 

(Anonnews.org 2013). Another member stated being all-inclusive represents an essence 

of the group because Anonymous cannot risk losing voices; any voice is essential to 

fighting for the cause the groupôs members have identified among themselves: being 

supportive of every membersô beliefs and views ñéhas allowed us to grow in numbers 

and be all-inclusive, every voice counts, every ideal which is a worthy goal fits within 

our umbrellaò (Anonnews.org 2013). This leads to the following theme: Anonymous 

representing a leaderless or structureless organization.   

Groupôs Structure and Functioning 

Anonymous as a Leaderless Group 

Members on the forum almost unanimously claimed that Anonymous as a group 

does not have any leaders or hierarchy. I did not find any opinions among the people on 

the forums that would oppose this view of the group. In this respect, it is possible to say 
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that representation of Anonymous as a leaderless group has a high approval among 

members or that members want others to see the group as such. Many people on the 

message board stated that Anonymous does not represent a group at all, or at least does 

not represent a traditional group for this specific reason ï traditional groups and 

organizations typically have hierarchies and leaders. An overwhelming amount of people 

on the message board have supported the notion that Anonymous being a leaderless group 

represents one of their largest strengths: all members are viewed as equally important, 

which both appeals to and inspires already existing and future members of Anonymous. 

Many people who claimed to be associated with Anonymous stated they strongly believed 

in the freedoms and liberties of all human beings; for that reason, they also believed that 

Anonymous should never have leaders or value some members above others: 

ñAnonymous is a decentralized group no one tells people of anonymous to 

do anything. We have free will and diced on an individual basis what we 

should or should not do.ò 

 

ñWe donôt have a leader. A movement against authority without authority 

drives authority insane; they canôt break down a movement by corrupting 

the leaderéò 

 

ñAnonymous has no leaders; we will still be stronger than ever.ò 

 

 ñéAnonymous is a hydra, cut off the head and we will grow two back.ò 

 

ñéAnonymous does not consist of any leaders, or dictators present among 

any specific group. No one can harm us because weôre invisible. Join us.ò 

 

ñéWe have no leaders, no hierarchy. We are just ordinary people trying 

to make the world a better place in whatever way we canéò  

ñ[Anonymous are] an accidental collectivism made up of detached 

individuals, resembling a highly organized conspiracy and lacking a 

deliberate origin.ò 

 

ñAnonymous DOES NOT HAVE LEADERS. That defeats the purposeé 

Anonymous has and never will have a leaderé When you power in to one person 

hand or a few, this is [where we get a problem].ò 
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ñéImagine for a moment that we have a leader, or group of leaders and then 

those people are hunted down and taken from us. What happens to Anonymous 

then? We would be lost, fragmented, and other individuals with agendas of their 

own (which may be different from ours) would begin campaigning to replace 

those leaders. We will have reinvented politics and will end up with the same self 

serving mess that we have in government already.ò 

 

ñéthe greatest strength of Anonymous is the fact there is no leadership, no matter 

who gets arrestedé Anonymous as a whole cannot be damaged or compromised, 

or stoppedé We need that invulnerability to succeed.ò 

 (Anonnews.org 2013).  

 

Many people on the forum associated hierarchies with restraints and the censoring 

of individuals. Others viewed hierarchies as a danger to human individuality (since 

hierarchies typically value some members more than others, depending on a personôs 

location within the hierarchy). Moreover, many on the forum tended to associate 

hierarchies with government and bureaucracies. Governments and bureaucracies (as well 

as the corruption that oftentimes stems from them) are things that many members stated 

they view as óevilô or ówrongô, since they impose danger on humansô individuality and 

freedoms:  

ñNo government has the right to impose censorship on any human being, 

we are all equal and should be treated as suchéò 

 

ñGovernments believe that it has the right to tell you what you are allowed 

to see, hear or create. We find this insulting to our individuality as human 

being. We fully support freedom of expression for all whether we agree 

with them or not.ò 

 

ñAs a member of Anonymous, I am thoroughly disgusted. What you are doing is 

the classic example of tyranny, the very concept we fight against. You claiming to 

be the leader of anonymous is not only insulting to the current members, but you 

also spit on the graves of the members who died in prison because of their 

dedication. If this is simple trolling, I implore you to cease and desist 

immediately, before itôs too lateò (Anonnews.org 2013). 
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In sum, Anonymous being a leaderless group serves a few purposes: a) being 

leaderless provides members of the group with better protection from the authorities by 

simply confusing them (it is practically impossible to identify who is/was in charge of a 

protest, attack, etc.); b) a leaderless Anonymous means there is an endless supply of 

members and contributors who are considered equal among each other ï regardless of 

who leaves the group or is arrested, there will be other members who can replace those 

ones that have left; c) lack of hierarchy empowers members by sending a message that 

everyone is unique and valuable, and that all contributions, regardless of how big or 

small, are equally important; d) being leaderless makes Anonymous a collective that is 

(theoretically) balanced and uncorrupted from within ï nothing, as one member said, can 

corrupt Anonymous from within since there are no leaders who could take advantage of 

their power; e) the absence of leaders grants complete freedom and creativity to members 

of the group, meaning no one can control what members think or believe in; and, lastly, f) 

being leaderless symbolizes the groupôs rejection/opposition of corrupted authority, 

government, or bureaucracy, all of which tend to have rigid rules and/or hierarchies and 

which attempt, in any way, to censor or limit individuals. 

How to Join Anonymous? 

The opinions of members in regard to the membership of the group, or how to join or quit 

Anonymous, correspond with a video Anonymous published on YouTube (Figure 9). The 

video provides a valuable insight into membership, as well as how the group functions in 

general: for example, how members can identify each other and what measures should be 

taken to ensure each otherôs online safety. The video content is similar, almost down to 

the point, with what people on the forums have stated when they talked about 

Anonymousô structure and functioning.   
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Figure 9. Anonymousô video on how to join the group, published on YouTube.com 

(http://www.y outube.com/watch?v=XQk14FLDPZg). 

The anonymous voice in the video states: 

ñYou can not join Anonymous. Nobody can join Anonymous. 

Anonymous is not an organization. It is not a club, a party or even a 

movement. There is no charter, no manifest, no membership fees. 

Anonymous has no leaders, no gurus, no ideologists. In fact, it does not 

even have a fixed ideologyò (Anonymous 2010). 

 

People on the forum seemed to generally support this notion of membership. Just 

like many Anonymous members rejected the idea of a hierarchy or leadership, they also 

showed their dislike for the idea of rules for entering or leaving the group. Most people 

on the message boards claimed that in order to join Anonymous, one simply needs to 

accept loose ógoalsô the members have generally agreed upon. Many noted that 

Anonymous as a loose collective does not deny membership to anyone. Anyone who 

wishes to be a part of the group can do so: 

ñéthere is no structure to [Anonymous] at all and by extension no real 

requirements to ñbeing a memberò of the group. Anyone really could say 

theyôre part of it really.ò 
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ñéjoining anonymous is as easy as simply wishing to join. Want to join? 

Congratulations. You are now a member. Thatôs it. you donôt need to be a 

superhacker, you just need to help... those of you who deny the right of 

other joining anonymous have absolutely no right, nor authority to do so. 

Anyone claiming any sort of position in power in anonymous is lying. 

There is no ranking system. There are no leaders.ò 

 

ñYou obviously havenôt read up enough on Anonymous, to join is to 

simply decide if you believe in the idea and the movement, you are 

already a part of itò (Anonnews.org 2013). 

 

Most people on the message board seemed to agree that Anonymous does not 

have, nor should have, rules or guidelines at all. Any rules or guidelines, in the opinions 

of the forum members, are restricting and/or unnecessary. People often commented: ñé 

you donôt need how-to guides. Just be active in the Anonymous community. Express 

your opinions on different suggested operations, andé join some protestsò 

(Anonnews.org 2013). It appeared as if people on the forum believed that the process of 

joining is not needed because it would just take up the time people could otherwise spend 

contributing to the groupsô goals and activities. Other stated that lack of rules and norms 

within Anonymous is essential to groupôs functioning and survival. Some people stated, 

for instance, that free exchange of information/collaboration among members would not 

be possible if any sort of rules were in place: 

ñé[Anonymous] is not an organisation, it does not ask you for proof of 

identity. It` is just a label given to a network of people who have started 

talking secretly with each other out of earshot of the oppressors. People 

who want justice served and life to be worth living again. a label that 

allows us to find each other and know that we are on a similar page and 

believe in similar ideal. It gives us the ability to exchange knowledge 

freely and without worry that our identities will be compromised, brining 

the wrath of the big brother upon us. We should not be afraid of our 

leaders, but we are, and with good cause. If we expect to fight them, we 

need to come together. that is what anonymous is, simply a name to type 

into a search box, that allows us to find each otherò (Anonnews.org 2013). 
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 So, similarly to the idea of a leaderless organization, the idea of having no rules 

or proof of identity provides members with better online ósecurityô (i.e., it is harder to 

track or identify members because everyone acts ófreelyô in regard to joining or leaving 

the group), as well as an opportunity to communicate openly. Removing rigid rules and 

codes makes Anonymous more attractive to potential future members. The absence of 

rules or codes also symbolizes the groupôs values: values such as a belief that human 

beingsô individuality and creativity should be embraced and that organizations/groups 

should not mark people as insiders or outsiders, since everyone is created equal. 

How Members of Anonymous Organize? 

The literature that exists on Anonymous does not provide a clear answer in regards to how 

the groupôs members organize/connect with each other. The message board, on which 

communication between many Anonymous members takes place, did not provide an 

explicit answer to this question, either. However, after reading numerous posts, I began to 

believe a few methods exist which members can use in order to connect with each other.  

A number of people on the forum stated that it may be at times quite hard for the 

members to organize. Some of these difficulties occur due to the fact Anonymous as a 

group does not seem to have any official rules/codes/guidelines ï in fact, many members 

expressed frustration when others asked what rules they should follow. A lack of rules or 

codes, indeed, may be confusing to many. Many people on the forum stated that different 

members found different ways of getting in touch with each other, depending on which 

ones they found most convenient and practical. While some stated that they preferred 

private communication, or communication óbehind the sceneô (private emailing or 

messaging members they wished to communicate with), others stated that the safest and 

most common way for members to connect with each other is to post their opinions 
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and/or comments under the forum section for each operation. The website 

(www.Anonnews.org) has a section where future óoperationsô (i.e. actions the group is 

planning to undertake) are posted and discussed. Most operation names start with 

ñ#Op[Name of Operation].ò 

 
 

Figure 10. The section of Anonnews.org, where future óoperationsô are posted and 

discussed. This section of the website is also known as óLatest Press Releases.ô 

Some members stated that agreement among members is often achieved when 

people start posting responses under each of the operations in the óLatest Press Releasesô 

section of the website. When people responding to each thread find agreement, then 

Anonymous as a group can be considered to reach a final decision on an issue or topic. 

One person on the message board stated: ñéAnonymous is kind of water. You mix 

something in it, water now holds that thing in itselfé when many anons agree for 

something, [it] becomes agreed by anonymousò (Anonnews.org 2013). Others stated 

similar opinion: the consensus and decision making within Anonymous is often reached 

similarly to the ways it is done in modern democracies ï through a majority vote, or 

when a majority of members share similar views on an issue. When a large portion of 

http://www.anonnews.org/
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people associating themselves with the group widely agree on something, it becomes 

possible to say that Anonymous as a group has reached a decision or agreement. Each 

operation in the óLatest Press Releasesô section typically opens by stating what the 

issue/problem is; then a tentative course of action is proposed. Members typically 

respond under each óoperationô post stating what they like or dislike. It may be argued 

that if the majority of people responding under each óoperationô find agreement, the 

group as a whole may be considered organized for action or is ready to take steps beyond 

discussing the topic. 

Even though many people on the forums claim that complete consensus is 

practically impossible to achieve within Anonymous, because it is so fragmented and 

lacks a governing body, sometimes a democratic process may occur. One member said: 

ñéAnonymous is not a democracy and asking for Anons to gather 

consensus very clearly shows a lack of understanding as to how 

Anonymous works. If anything, Anonymous can be considered anarchist 

(according to the real definition, not the burn-everything-to-shit definition 

that media tends to use), as there is no governing body and Anonymous-

wide decisions cannot be made, not even through consensus. It is only 

within individual operations, networks, and cells, that a democratic body 

often existséò (Anonnews.org 2013). 

 

    It appears that Anonymous may be too diverse and large for the group to reach 

unanimous agreement. As I stated before, Anonymous most certainly represents a 

fragmented group, which makes organizing difficult for it members at times. However, as 

the member above stated, organization among members can be achieved through personal 

initiative ï i.e., when someone posts/proposes an óoperationô on the website. If an 

operation, originally initiated by one individual or a small group of members, becomes 

accepted by many other members, then those people may organize and indeed act 

together in order to solve a problem. Some members on the forum stated that despite a 
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lack of a governing body within Anonymous and the difficulties that stem from it, 

members are nevertheless capable of agreeing with each other and act together to achieve 

common goals: 

ñé[the current Anonymous are] a loose collection of individuals, who are 

able to decide on a goal, gather people who agree with us and act on that 

goal without having to wade through some bureaucratic leadership 

structure to accomplish anything is a stroke of genius. I say we must 

remain true to that vision which has allowed us to grow in numbers and be 

all-inclusive, every voice counts, every ideal which is a worthy goal fits 

within our umbrellaò (Anonnews.org 2013). 

 

The video on how to join Anonymous, which the group has published on 

YouTube, also sheds light on how members of the group may communicate and/or 

connect with each other. The video states: 

ñHow to get in contact with others?  

 

Anonymous has no centralized infrastructure. We use existing facilities of 

the Internet, especially social networks, and we are ready to hop on to the 

next one if this one seems compromised, is under attack, or starts to bore 

us.  

 

At the time of this writing, Facebook, Twitter and the IRC appear to host 

the most active congregations. But this may change at any time. Still, 

these are probably the best places to get started. Look for terms like 

"anonymous", "anonops" and other keywords that might be connected to 

our activities. 

 

é Many of us like to wear Guy Fawkes masks on demonstrations. Some 

of us even show them in their profile pictures in social networks. That 

helps to recognize each other.ò (Anonymous 2010). 

 

It appears as if the groupôs members currently prefer social networks like 

Facebook and Twitter to communicate with each other. It comes as no surprise, since 

social networking sites are widely popular, and nearly everyone already has an account 

registered on some of them. The video clearly recommends that current and the future 

members search the web by entering the group name, or words and slogans associated 
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with the group, into search engines. It seems that there are no clear-cut ways of engaging 

in conversation with Anonymous members, but there are rather vague guidelines, like 

searching the web or trying to explore social networks. Members can recognize each 

other by profile pictures: an overwhelming amount of the groupôs members use a picture 

portraying a person wearing a Guy Fawkes mask, similar to the one below (Figure 11). 

 

 

Figure 11. Guy Fawkes mask 

In sum, Anonymousô members have a variety of ways to get in touch with each 

other and/or organize ï social networks, numerous Anonymous websites, IRC chat rooms, 

forums, and so on. As with the other aspects of the groupsô public life, there are no 

clearly defined rules which tell members how to find each other and interact. Social 

networks, websites, IRC chat rooms, and discussion boards seem to be viewed as the 

most efficient and quick methods at the moment, but this may change in the future as the 

group finds other, more appropriate or convenient methods. The groupôs communication 

is fluid and creative: members are given total freedom and creativity when it comes to 

how they want to get connected with other members. And Anonymous as a whole seems 

to be satisfied with such an arrangement. 
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Anonymous: What are Their Goals? 

As previously stated, Anonymous does not have any rules set in stone. The same can be 

applied to the goals of Anonymous: as the group evolves and changes, its goals are 

shifting and changing, as well. However, some of the groupôs broad goals, which a vast 

majority of members seem to currently agree upon, can be identified. By examining 

membersô communication on the forum, in terms of their perception of the groupôs major 

goals, and some repeating themes become apparent. 

 I have separated the groupôs goals into four major groups: general goals; civil and 

political matters; education and awareness; and information and privacy (Table 1). I 

grouped the goals in a left to right order: from more general goals (left) to more specific 

goals (middle and right). The goals are not grouped based on their importance, 

Anonymous members seem to disagree on which goals are more or less important; each 

member of the group typically has his or her own opinion on which goals have more 

importance. Regardless of this, most on the forums seem to agree that each goal outlined 

below represents goal of the Anonymous.    

Table 1. The goals of Anonymous based on forum responses 

GENERAL 

GOALS 

CIVIL & 

POLITICAL 

GOALS 

EDUCATION & 

AWARENESS 

GOALS 

INOFRMATION & 

PRIVACY GOALS 

 

-Making a 

positive change 

in the world 

 

-Standing up to 

what is 

wrong/being 

force for good 

 

-Being 

 

-Standing up to 

oppressors/fighting 

against authorities  

 

-Fighting against 

corruption 

 

-Protecting and 

preserving all 

peopleôs liberties and 

 

-Bringing clarity to 

worldôs issues and 

problems 

 

-Educating yourself 

and others 

 

-Spreading  

knowledge and 

information/spreading 

 

- Protecting 

freedom of 

information 

 

-Standing up for 

Internet 

rights/being the 

óunofficial 

watchmen of the 

Internetô 
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active/activism 

 

freedoms (the Bill of 

Rights) 

 

-Fighting 

injustices/fighting for 

justice for all people  

 

-Instilling sense of 

collectivism and 

interdependence 

 

-Being politically 

active 

 

awareness about the 

worldôs issues and 

problems   

 

-Discussing worldôs 

issues and problems  

 

 

-Protecting privacy 

of all individuals 

 

-Fighting against 

censorship 

 

The most general goal of Anonymous, as many forum members stated, is just 

being a force for good in the world. Many Anons stated that they believe every member 

should make an attempt to contribute to a positive change in the world, regardless of how 

small or large this contribution may be: 

ñéAnonymous is for a better world, the betterment of all human beings.ò 

 

ñéAnonymous provides a community and a way to become involved in 

societal change without the need to put yourself in danger of being 

targeted personally.ò 

 

ñTo be truly Anonymousé is to be yourself. To be a role-model. To be a 

[revolutionary] [meaning: a person who upholds, changes, makes a 

revolution regardless of how big or small. It could be even a change of 

character!...and to uphold the values of harmony, independency and 

responsibility of your decisions and actionsé Take up any role, be it the 

lowest or the highest, take pleasure in what you do, because it is the worst 

not to try, and not to care, and not to understand.ò 

 

Many members saw Anonymous as an opportunity to do something good, and 

what constitutes ógoodô is for every individual to decide. Many Anons stated that being 

active is core to the group, regardless of oneôs technical abilities. Everyone, according to 

Anonymous members on the message boards, can contribute. Many also stated that even 

the smallest contribution toward positive change in the world is better than inaction. 
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While many Anons said the groupôs main goal is to bring positive change in the 

world, many others stated more specific goals. Political and civil matters seemed to 

preoccupy a large portion of the forum members. Many identified major goals as standing 

up to oppressors; or more specifically, governments and corporations. Anonymous 

members seem to share a belief that these two constitute major oppressors in the U.S. and 

worldwide. Some of the members stated the following: 

ñéAnonymous is not about sabotaging thingsé For me, it is about 

standing up to our true oppressors and securing our own freedoms against 

those who would limit them for the own reasonséò 

 

ñOur responsibilities are to remain an active part of said government. We 

need to have our voices heard in the decisions being made. We also need 

to keep those in power from taking our rights, which we have failed time 

and again to do. In the Constitution it expressly states that if the 

government oversteps their bounds, it is illegitimate and it is the right and 

DUTY of the people to abolish it and re-instate it. We are currently past 

that point, and something needs to be fixed.ò 

 

ñ[Anonymous takes interest in] basically everything the government has 

done in the past 100 years. There have been so many breaches of our 

rights as people that I couldnôt possibly outline them here, but itôs most 

definitely accelerated sinceé 9/11... now we have the PATRIOT Act, 

warrant-less wiretaps, DHS, TSA, Obamacare, the NDAA, indefinite 

detention, secret arrests, torture, execution of sovereign citizens on 

American soil, drones, domestic drone use, domestic drone hits, etcé The 

list goes on. These are all infractions of our rights, and under 

constitutional law, as a citizen I/you/we all have the DUTY to stop it. Any 

one of those things on the list is grounds for impeachment and some for 

life-long imprisonment for high treasoné We need to stand up.ò      

 

ñ[Anonymous] is about bettering society, and ousting corruption from 

seats of powerò (Anonnews.org 2013). 

 

Many members of Anonymous emphasized the importance of being 

politically engaged and active. Most political conversation on the forums, 

however, were dedicated to issues and problems within the United States, which 

led me to believe that Anonymous has a very strong member base in America. 
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Many individuals on the forum stated that defending freedoms and liberties of all 

human beings represents a major goal for Anonymous; many individuals cited the 

Constitution and the Bill of Rights when talking about defining the goal(s) of the 

group. While some Anons disagreed about what constitutes the main goal of the 

group, a vast majority of members agreed that fighting for the liberties and 

freedoms of all people indeed represents one of the most important goals of 

Anonymous. An overwhelming amount of members shared the belief that 

governments and corporations represent the biggest threat to human liberties 

around the globe. Many Anons clearly stated that they saw governments and 

corporations as major opponents and/or oppressors of peopleôs rights in the world.  

While some members of the forums focused on political problems and 

issues at large, some other members pointed out that Anonynous as a group should 

rather focus on uniting people. One member stated: 

ñ[Our moral goal] is undoing moral individualism and instilling a sense of 

collectivism. Objectives = solidarity amongst all people and undoing the 

theft of surplus labour value that is capitalisméò  

 

ñWe must not fight amongst ourselves, we must maintain the freedom of 

the individual. The only things worth fighting against are oppression, 

hatred, fear, violence, slavery in any form, and anything which divides us 

or makes some more important or valuable than others. Let our goal be to 

care as much for the most impoverished child in Ethiopia as we do for our 

immediate family, because he/she IS our family. We are one, we are all 

equal, and everyone countséò (Anonnews.org 2013). 

 

People on the forums who stated that the groupôs goal should be promoting 

solidarity and the idea of people working together as one made up a minority on the 

message board. Most members of Anonymous preferred to focus on large-scale politics, 

discussing current politics or government-related problems and issues. Conversations 
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about authoritiesô violating human rights and freedoms, based on my observations, had a 

rather general character ï people mostly discussed how bad government/corporations are 

without providing specific examples. In some cases, members of the forums made 

references to laws such as the Patriot Act and NDAA Indefinite Detention bill, and more 

rarely to international or other countriesô laws, which also led me to believe that 

Anonymous as a group may be especially focused on political issues in the United States. 

Some members discussed how governments and corporations should be regulated and 

what governments should improve on. Some members made remarks like the following: 

ñéEvery man, woman and child should [be able to afford] the most basic of needs. This 

includes medical, housing, food and education. Investing in the youth of the world is the 

single most important task of any intellectual societyò (Anonnews.org 2013).  

Some other politically-related discussions on the forum were dedicated to 

activism and the importance of just óbeing involved.ô Many Anonymous members, instead 

of discussing government-related issues and problems, rather emphasized the importance 

of being civilly and politically active. Some Anons stated that people should take a strong 

interest, as well as act, in regard to political and state matters, which is what constitutes a 

citizen: 

ñWhat role does anybody plays in society? We are a group of people 

working from every country, in every locale, in every language, religion, 

color, ethnic background for a common purpose. We live to better the 

world in the end, and act through whatever means that individuals deems 

appropriateéò 

 

ñé being a patriot is a loose definition of what Anonymous is all about. 

Not necessarily an American Patriot, but a global patriot, one who 

believes in those unalienable rights of humanity that we so desperately 

need to protectéò 
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ñA citizen is one who lives under the constitutioné and follows what it 

states. A citizen is one who is active in the government, when something 

like NDAA or expansion of the PATRIOT act come up, they speak up 

about it. They will contact their senators and representatives to make sure 

the voice of the people is heard. A citizen is someone who will actively 

fight to protect and preserve our freedoms and liberties against all 

enemies, foreign and domesticò (Anonnews.org 2013). 

 

Some members of the forum stated that they believed members of Anonymous are 

nothing but responsible citizens who try to actively protect peopleôs rights and freedoms. 

Putting it differently, they simply claimed to be activists, either traditional or digital. 

Many emphasized that their main goal within Anonymous was just being active when it 

comes to government matters. 

A large portion of people on the forums talked specifically about educating the 

masses as a way to stay active. They stated that they are staying active by educating 

others or by spreading important information through any means they have. Many 

members emphasized the importance of bringing about public awareness when it came to 

political matters; I have therefore concluded that education and awareness represent an 

important goal for a significant number of Anonymous members. Many individuals 

claimed that, contradictory to many peopleôs opinion that Anonymous is about hacking or 

hacktivism, they saw their major goal as educating others, clearing up myths and 

misconceptions, as well as bringing about awareness of political problems and issues. 

Here is what some of the members on the message boards stated: 

 ñéI am no hacker and my efforts are rarely onlineé And what do I do? I 

spread information, share questions. It really takes little more than that. It 

did not take long to see the people and world around me begin to seek out 

answers and then start sharing information and spreading their own 

questions.ò 

 

ñéI think anonymousô primary purpose thusfar has been to spread 

knowledge and awareness of a burning societyé Those with a higher 
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purpose than spreading knowledge (like myself) began only after being 

exposed to so many strange truths we were never shown.ò 

 

ñMy view of Anonymous is to draw attention to injustices so that the 

masses can see them for what they truly are.ò 

 

ñéThe point is to get information out to the masses. Information that is 

really harmful to the ruling eliteé Information [is] the cause of the last 40 

years of US involvement in warsé The reason why more Americans 

arenôt as pissed as they should be is because they are simply unaware.ò 

 

 ñéI know nothing about hacking and canôt do it, although Iôd love to. 

Maybe some information given to a lot of people and not just through 

youtube postings can cause enough anger to get the proverbial ball 

rolling.ò 

 

ñIt is important to educate the younger generation, as they have been 

raised to accept the controls applied to them; they have no knowledge or 

experience of what freedom is supposed to be like, as the older ones 

experienced. Educate them and help them to spread the wordéò   

 

ñAll of us can do something, if you are not a hacker (as many of us are 

not) you can stillé spread the information as far and wide as possible. 

Share links to the projects, videos, and information as widely as you can, 

on every social network you are on. Email links to your friends, go to 

protests, counter-protests and demonstrations, make your voice heardé 

The most talented and knowledgeable hacker can do little without our 

support our voices raised, our standing together passionately supporting 

the cause of justice for all humanityò (Anonnews.org 2013).   

 

Many members of Anonymous stated that they viewed spreading information just 

as important as the ability to hack. While hacking skills are highly valued within the 

Anonymous community and many people on the forum expressed an interest in learning 

how to hack, educating the public got just as much respect and attention from members of 

the group. Many people on the message board also conceptualized information as the 

most powerful weapon; many, for example, stated that misinformation or any type of 

misuse of information by the government led to problems. On the same note, many also 

viewed information as a solution or a óweaponô that could be used by people in order to 
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solve problems within society. Many people on the forum said that they believed that 

spreading awareness about societal problems and issues can lead to peaceful revolution 

and/or change within a society. Overall, many people on the message board stated that 

they believed information is powerful and that people involved in bringing about 

awareness should be given equal respect as people who have hacking skills. 

    Other members also stated that being a part of Anonymous is just discussing 

problems and issues in real life and online. Many Anons stated that being a member of 

Anonymous simply means talking about problems and issues, no matter what oneôs 

beliefs are. One member stated: ñFor the most part, Anonymous is a whole lot of people 

who just talk casually about how bad things are [and] give links to prooféò 

(Anonnews.org 2013). 

Lastly, a significant amount of members on the forum stated that they saw their 

major goal as protecting the freedom of information, and freedom of the Internet in 

particular. Among other goals, members also named protection of privacy and fighting 

against censorship in both real life and online realms. Some members stated the 

following: 

ñéI believe our main goal is to free information and bring an end to 

censorship.ò 

 

ñOf course the main underlying theme of Anon is freedom and privacy, 

more so freedom of the Internet and information. That in turn leads to 

helping those who are oppressed and keeping oneôs self from becoming in 

that positionéò 

 

ñéWe are a collective of people who join the fight against internet 

censorship and privacyéò (Anonnews.org 2013). 

 

Similar to some previously mentioned members who believed that information 

represents a powerful ótoolô or a óweaponô that can be used in resolving societal problems 
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and issues, these members believed that because information is so powerful, it must be 

protected. Many Anons stated they believed that oppression starts with censorship and 

the regulation of sources of information. Sources such as news and the Internet should be 

free of regulation and censorship, many stated. In sum, these members conceptualized 

free information as a source of education, upon which liberation and freedoms depends. 

Anonymous: Public Image & Perception 

Some discussions on the message boards build around Anonymousô public image or 

reputation. While some members clearly stated that Anonymous should not be concerned 

with its public image and that it does not need to be promoted in any way, other members 

have also noted that the groupôs reputation has been damaged due to the fact that some 

sub-groups within Anonymous have been involved in questionable activities, like 

attempting to hack Facebook accounts. Some members of the group stated that because of 

how Anonymous operates (the group does not have clear-cut rules or does not identify its 

members) the group will be blamed for the actions of a few individuals committing óbad 

thingsô on behalf of the group. Because everyone can claim to be a part of Anonymous, 

the group often has to take responsibility for actions it may not have been involved with. 

One of the individuals on the forum has stated: 

  ñé It is always possible that some asshole will do something evil while 

using the name Anonymous, but there is really nothing we can do to 

prevent that unless we have the prior knowledge. Every living person has 

the right to use the name [of Anonymous].ò 

 

ñAnonymousô stereotypes and misconceptions are basically the same 

thing. The media paints Anonymous as a group of ñelite hackersò that are 

out to cause chaos. That could not be further from the truth. Yes, there are 

some people in Anonymous that ñhackò, but that is actually a relatively 

small group. I believe that LulSec has a lot to do with that, as they 

were/are Anonymous members, but they were out hacking all the time, 

[just for the fun of it]. Then the media can spin what they were doing onto 

the whole group.ò 



76 

 

 

ñéunfortunately, there will always be those who want to use [the name of 

Anonymous] to justify their own agendas. Selfish people who cause harm 

and hack computer systems for no purpose [than] to massage their own 

egos. These people are not anonymouséò (Anonnews.org 2013). 

 

Many members stated that many people may take advantage of Anonymous or 

commit malicious actions on its behalf, but the group, or the majority of its members, 

cannot do anything to stop those individuals. Most members on the forums have agreed 

that this is a downside of being a part of Anonymous: while its members are granted a lot 

of freedom, they also are occasionally blamed by the media or random individuals for 

acts they did not commit. The majority of forum participants claimed that Anonymous 

only hacks when it is absolutely necessary or when there is a good cause that the majority 

of members have come to agree upon. Hacking, or any other malicious acts, are never 

justified without a good cause, many members of the forum have stated. Unfortunately, 

they stated, there will be always individuals with their own aims whose actions will be 

damaging to Anonymousô public image and/or reputation.  

Groupôs Values and Beliefs 

On Hacking and Security 

As I read the forum content, I realized there is a pattern in terms of how forum members 

view hacking skills or hacking in general. The majority of responses about hacking were 

normally triggered by somebody posting a thread in which the thread initiator asked for 

help learning about hacking. The majority of responses to such threads were quite 

negative: many forum members responded by saying that hacking skills are very 

complicated and that someone, regardless of his/her abilities to learn, cannot learn 

hacking quickly; on the upside, hacking is a complicated, time-consuming process that 

can take years to comprehend. Learning hacking skills, forum members stated, requires a 
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lot of time, personal discipline, and independence ï one must be able to learn to be self-

reliant and do his/her own personal research, instead of asking others to teach him/her 

how to hack. Many people who responded to threads about hacking also emphasized that 

hacking is a powerful skill that only a few people have. They also often added that only a 

few deserve hacking skills, since it is a dangerous and powerful ótool,ô and that one has to 

be a very responsible individual to be trusted to hack, he/she should use hacking skills in 

only ethical, responsible ways. Here is what some of the individuals stated in regards to 

hacking: 

ñéHacking is not a game, it is not a lifestyle, it is a jobé a dedication to 

something that one believes in. Hacking is serious stuff, so if you ask 

Anon how to hack so that [you can] go into [your] exôs [Facebook] 

account, then get the hell out. You donôt belong.ò  

 

ñThere is no tool you can use, there is no one lesson to teach you how to 

hack. Hacking is something extremely complicated, itôs not kid game. You 

must know HTML, Javascript, PHP and many other web languages to get 

feeling how website functions. Then, you have to learn a lot about 

computers [themselves] like signals, or cryptography. Itôs a way of living, 

not a one month tutorial lessonò  

 (Anonnews.org 2013). 

 

Many members of the forums made it very clear that hacking peopleôs 

Facebook/Twitter profiles is completely against what the groups stands for.  Members of 

Anonymous stated that hacking should rather be used in rare cases, where traditional or 

digital activism fails, and a goal can only be achieved by more serious methods. Hacking, 

they stated, should be used for a good cause/reason, and never for malicious purposes, 

such as stealing money. Interestingly enough, some members stated that even though 

Anonymous as a whole opposes malicious hacking, some subgroups or individuals 

associating themselves with the group have committed malicious hacking in the past on 

behalf of the group. Anonymous, according to many, has taken hits to its reputation in the 
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past because of the few who chose to use their hacking skills irresponsibly or selfishly. 

Many, however agreed that the majority of members of Anonymous believe in ethical 

hacking. Many Anonymousô members went as far as defining hacking in their own way, 

the way most group members understand it: 

ñ[Hacking] is the definition of acquiring information to help the masses 

and to keep dishonest people, companies and Government on their toes, 

[Anonymous] donôt do it for malicious intent (although some have), but to 

help. [Hacking] takes years upon years of skill and hard work to 

understand code and the path it takes to lead you there. PLEASE stop with 

the stupid requests to be a hacker. PLEASE!ò 

 

ñé read [the rules] of this forum, clearly states óPlease donôt post óhow to 

hackô topics anywhere, for those kinds of things there are sites like 

HackForums. thereôs a link for fools like youéò (Anonnews.org 2013). 

 

Despite the fact that rules about requests to be taught hacking skills are posted on 

the message boards (although some members may have not found or read them), an 

overwhelming amount of messages were posted asking forum members to share their 

hacking knowledge/skills. Most of the time, such requests were treated negatively; the 

rules of the message boards indeed clearly prohibit such requests.  

Anonymous members also clearly chose to re-define hacking. Traditionally, a 

hacker has been defined as ña person who secretly gets access to a computer system in 

order to get information [and] cause damageò (Merriam-Webster 2013). However, 

Anonymous members chose to give hackers and hacking a rather positive connotation by 

defining hacking as a set of computer skills used to break into computer systems. While 

such access is clearly unauthorized, and hence illegal, it is only to be used for a good 

cause, like exposing the truth(s) about a corporation/government/an individual that 

Anonymous finds responsible for ówrongdoings.ô The majority of forum members stated 

that hacking skills should be chosen to be used for a collective purpose, with which many 
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members agree; hacking should be never used for individual or private purposes. Hacking 

for private purposes is what forums members saw/defined as malicious hacking:  

ñAnonymous doesnôt hack for personal reasons so please stop asking for 

information on how to hack accounts and so on, if you know anything 

about anonymous then you know we hack for a cause.ò 

 

ñéAnonymous is not a school. Thatôs not what WE stand for. WE are 

anonymous not a personal army for some idiot who thinks he can use us.ò  

 

ñI am anonymous. To the people writing us wanting to be taught ñhow to 

hack:ò There are a lot of un-gracious people on here who lack the 

articulation and finesse to explain the wise response, or perhaps they 

simply donôt care to spell it out for you. Do allow me: on the way to 

acquiring knowledge of any thing, you learn things which change your 

original reasons for wanting the knowledge. The new reasons will in turn 

alter your perspective on why the knowledge is good to have. This is a 

safety valve built into all learning, whereby those who acquire knowledge 

cannot help but make other discoveries which prevent malicious or petty 

use of the knowledgeé [Hacking] is knowledge which prevents itsô own 

misuse, by being hard to obtain. So please, all you folks who want to 

know how to CRACK, as cracking and hacking are two entirely different 

things, sit down and examine why it is you want to know. Will your 

reason be the same in ten years? Twenty? If you know the answer is no, 

then save yourself some time and learn how to play a nice game of chessò 

(Anonnews.org 2013). 

 

One of the members of the forums, when asked when it is okay to hack, said the 

following:  

ñIs it okay, or is it right? If your school has a strict no-violence policy, is it 

"okay" to punch a bully in self-defense? Is it "okay" to punch that same 

bully when they are doing nothing to you? Is it "okay" to kill someone 

when they break into your home and have your family hostage? Is it 

"okay" to kill that same burglar on the street when the are doing no harm? 

There is a difference between "hacking for the shits and giggles" and so-

called "hacktivism". There is also a difference between what is "okay" and 

what is "right". Is it right/okay to hack into someoneôs computer to get 

their bank account information? In my opinion, no. It is not. Now, is it 

okay to hack into that same computer and gain access to a remote server 

that is used by the NSA to illegally spy on people? Perhaps. It depends on 

many things, a blanket question such as "is it okay to hack" is much to 

vague to give a proper answer. There is a time and a place for everything, 

violence, speeding, running a red light, murder, hacking. It is all very 
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circumstantial. So, I believe that your question refers to what Anonymous 

does in regards to hacking. And I will say right now that I do not do 

anything illegal. But, in many ways I do believe that what Anonymous 

does is "okay", but it is "okay" because it is the right thing to do. The 

founding fathers of this country were killing people over less than what we 

put up with todayò (Anonnews.org 2013). 

 

Many members stated that they think hacking skills represent a powerful ótoolô 

that can be used for both good and bad causes. They stated that because so many people 

want to use hacking irresponsibly, knowledge about hacking and/or cracking should be 

protected. Hackers, who mastered their computer skills to a higher degree should not 

reveal their knowledge easily, but should rather protect that knowledge as much as they 

can. Many stated that they believed hacking is equal to magic implying that hackers, just 

like magicians, often seem to do impossible things: ñékeep in mind a hacker is just a 

magician. They never reveal their ways or tools. You are a fool if you do. [Training or 

teaching someone] can backfire. Learn yourself. [Do] researchò (Anonnews.org 2013). 

While some people responded negatively towards requests of being taught 

hacking skills, other individuals on the forums tried to be rather helpful and provide 

advice on how one can learn more about computers and hacking. As indicated earlier, 

some members of the forums directed individual who wanted to learn computers skills to 

websites like HackForums.com or even Google. Other forumsô members, meanwhile, 

provided advice on computer security in general. A big emphasis/accent was made on 

securing your computer/system. Many people on the forums pointed out that because of 

Anonymousô somewhat negative reputation, members of the group have to stay cautious 

and secure at all times. An overwhelming amount of people on message boards advocated 

for awareness and being careful when it came to using computers; many mentioned that 

the (United States) government is continually spying on the members, so they have take 
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all measures possible to stay invisible and/or unidentified online. Whether hacking, or 

just having conversations on message boards, members stated they need to maintain 

security. Some of the members, who seemed to have better knowledge about computer 

security, often provided helpful advice to others, while also promoting self-reliance and 

computer security: 

ñéDonôt download HOIC or LOIC. It will certainly get an untrained, 

uninformed, and unprepared user in [trouble]. If you want to learn how to 

hack, learn from the besté There used to be numerous sites indexes by 

google when i was in college. HackerIndustries, the BlackHat group. 

Thereôs even tutorials on how to build viruses ï which will get you in no 

deeper trouble than hacking anywayé I suggest if you want to learn 

hacking, you learn hacking techniques. Do not rely on some 

preprogrammed toolkit to do it for you, because from what Iôve seen they 

are not good enough to keep you safeéò 

 

ñPlease donôt use LOIC. It exposes your IP address (VPNs are not trusted 

and you canôt use LOIC over TOR) and it doesnôt have a purpose 

anymoreéò 

 

ñNo. DO NOT USE LOIC. It is VERY easy to trace it. Perhaps back when 

it was first introduced it was usable, but by todayôs standards LOIC is a 

fantastic way to get arrested. There are other manners to DDoS a website, 

and other manners of taking one down. Do your research, if itôs well 

known, itôs probably no good. Thatôs not always the case, but itôs a good 

rule of thumb.ò 

 

 ñAs far as forums like this, be careful. Do not give out identifying 

personal info to anyone. Because this is open to anyone, there are any 

numbers of idiots, trolls, feds, you name it here. I hate to say this, but for 

your own safety, trust no one here or on any Anonymous forum (there are 

many)é Iôm not trying to scare you, or hinder your activism in any way, 

just offering info to help you protect yourself.ò 

 

ñIf you want to use an ordinary mail clienté 

1. Download  and configure Tor (everyone should have done this 

already) 

2. Go to a mail client that has loose verification like gmx.con 

3. Make an e-mail with false information 

4. As long as you use tor and/or multiple proxies while visiting that e-

mail you are anonymous 



82 

 

There are also temporary emails that last for a day or an hour. You can use 

tor to remain anonymous while using theméò (Anonnews.org 2013). 

 

Suggestions or advice on the forums ranged from how to secure your computer or 

network to how to stay secure while using e-mail or a social network. Almost every 

thread where one asked a question about security received some serious responses in the 

sense that forum members genuinely tried to answer questions to their best ability. While 

reading those responses, I had a feeling that security and/or staying unidentified 

represents something truly important to most members of Anonymous. Some members 

mentioned that the government is likely to be watching members of the group, and that 

members of Anonymous should be aware of this. Some of the members stated that while 

participation in the groupôs activities is important and appreciated, every single member 

should first take steps to secure himself/herself, whether he acts online or in real life. 

Other members stated that only online participation can be completely secure, or as 

secure as it can get. In other words, some members of Anonymous showed some 

skepticism towards real life protests, while still often recognizing their importance. One 

member, for example, claimed that street protests are no longer secure because of how 

state officials/policemen treat protestors: 

ñProtests are brilliant way to get yourself on the NSA terror watch list. 

The police use facial recognition cameras to identify the protestors and 

enroll them in their ñpotential terrorò list. Iôm not saying donôt go, 

absolutely protests are important, just be aware. Donôt be stupidò 

(Anonnews.org 2013). 

 

Overall, members of the forums showed a lot of interest in how to stay 

anonymous/unidentified. Part of this interest in anonymity and security has been 

triggered by mistrust in authorities, such as governments. The forumôs discussions had an 

atmosphere of overall distrust in anyone/anything with a great deal of power. Anonymity 
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and security was often referred on the forums as the ókeys to successô of the group or 

something that group members saw as part of Anonymousô identity. Many members, 

participating in real life protests, made an point to wear Guy Fawkes masks, which they 

viewed as a way of protecting their identities on the streets. 

On Symbols: Guy Fawkes Masks  

Many members of the group have mentioned on the forum that Anonymous often 

becomes inspired by famous books and/or movies. Among the most frequently mentioned 

movies was the film V for Vendetta by James McTeigue; among the most mentioned 

books were V for Vendetta by Alan Moore, Animal Farm and 1984 by George Orwell. 

One common theme that united the aforementioned films and novels was the opposition to 

tyrannical/totalitarian leaders by rebels. Members of Anonymous often compared 

themselves to major characters in the aforementioned books and film. When someone on 

the forum asked about what Anonymous is and what they stand for, many members often 

reply in the following manner: ñéwatch V for Vendetta, research some more and then 

watch it again, each time you will take more from the movie. Itôs very metaphorical but 

does contain a great deal of truthò (Anonnews.org 2013). 

Many people on the forum also mentioned that the idea of wearing Guy Fawkes 

masks was drawn from the novel V for Vendetta. The original members, according to the 

forumsô participants, chose the graphical novel as a reference or guidance for their 

activism and many activism-related ideas. Meanwhile, other people on the forums claimed 

that many earlier members of Anonymous drew inspiration from the actual historical 

figure, Guy, also known as Guido, Fawkes. Guy Fawkes was a rebel who was in charge of 

the Gunpowder Plot, a failed assassination attempt on life of King James I, who later 

served as inspiration for a holiday in Great Britain, known as Guy Fawkes Night, 

http://en.wikipedia.org/wiki/James_McTeigue
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November 5
th
.  Many members claimed that they did not just wear Guy Fawkes masks, 

which became widely popularized after the movie V for Vendetta was released, but were 

also inspired by the actual ideas of Guy Fawkes. Here is what one of the forumsô members 

has said in this respect: 

ñéI [also consider myself] a member of the original group, which is 

stated to have been organized in the late 1800ôs in the UK and Italy. If 

youôve ever heard of Guido Fawkes you know what Iôm talking about, not 

just the man we all copy our masks from, but the actual ideals that Guido 

ñGuyò Fawkes stood foré Iôm a part of [todayôs Anonymous], but also 

consider myself an original member, I go to protests and take peaceful 

action against oppressors such as the United States current governmenté 

This was represented in the movie V for Vendetta. V, the main character, 

took physical action against the totalitarian and fascist governments of the 

UK in the future, and currently, the governments of the UK are 

steamrolling towards this future, V took action against the governments 

and in the end won, he was also martyred for the Anonymous cause. This 

is exactly what Guido Fawkes attempted to do in the 1600ôs, he attempted 

to blow up the UK parliament buildings and was captured and executed 

for treason, Guido was martyred that day and 200 years later, Anonymous 

formedò (Anonnews.org 2013).    

 

When talking about an ñoriginal groupò, this member refers to earlier members of 

Anonymous, who were not hacktivists, but were rather traditional/street activists who 

took peaceful actions. The earlier members of Anonymous, in this memberôs words, were 

also an extension of the activists of the 1806, who protested against the UK government. 

By ñmodern Anonymousò, this member of the forum means the hacktivist subgroup of 

the Anonymous. Similarly to this participant, many other members also stated that earlier 

members of the group were just activists and that hacking and digital activism came on 

later on. 

 While some members claimed that Guy Fawkes masks are being used by 

Anonymous members rather symbolically to convey Guy Fawkes ideas, other members 

also claimed that the masks are being used for practical purposes, as well. Many 
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individuals on the forums claimed they feared to join real life protests and expose their 

faces, because of police brutality and facial recognition technology the government uses 

against protestors:  

ñThe police use facial recognition cameras to identify the protestors and 

enroll them in their "potential terror" list. I'm not saying don't go, 

absolutely protests are important, just be awareéò; ñé[Protecting our 

identities is the reason] why we wear Guy Fawkes masks.ò  

 

ñéI see so much going on and nothing is being doneé police tazing 

pregnant women, police brutality left and right, and in the current job I 

report on what goes on, but being ñfriendsò and what not with the police 

and government officials, I am forced to put on a smile and buy them 

drinkséò (Anonnews.org 2013). 

 

The name of the group first came around to protect the names of the members, 

according to many individuals on the forums. Some people on the message board claimed 

that this is how Anonymous as a group came to be: people needed a group that provided 

an opportunity to participate in societal change without taking risks. One member stated: 

ñéAnonymous provides a community and a way to get involved without the need to put 

yourself in danger of being targeted personallyò (Anonnes.org 2013). Others meanwhile 

raised some concerns about members being arrested: ñ[Some Anonymous members do 

not take steps to protect their identities], hence why a lot of ñAnonò is have FBI agents 

bust in their doors and arrested. Iôm hearing more and more of ñAnonsò being 

arrestedéò (Anonnews.org 2013). 

Overall, individuals on the Anonymous forum made it clear that the Guy Fawkes 

mask, which members often wear during peaceful street protests, as well as display 

online, are used for a few primary purposes. The first reason is symbolic one: by wearing 

the Guy Fawkes masks, which are widely recognized and known in the UK and now 

around the globe, members convey the ideas of freedom fighting and standing up to 
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oppressors. The masks also became a sort of trademark of Anonymous, which I believe 

was not planned in the sense that members were not/are not making any serious attempt 

to intentionally promote the group. Many people on the forum, in fact, stated that 

Anonymous does not need any promotion like other, more traditional groups do. 

Eventually, though, this trademark helped to promote Anonymous as a collective. The 

collective known as Anonymous gained significant fame over time both due to their 

actions and the way the group managed the security of its members.  

The second reason for using masks is rather functional: the group members 

simply want to protect their identities and/or avoid being arrested and even prosecuted, 

even though they may not be doing anything illegal. Having an opportunity to participate 

in civil disobedience and/or digital activism, or even hacktivism, without exposing 

personal information and/or identity makes protests more attractive to potential members, 

both those who want to protest on the street and those who prefer to protest on the 

Internet. 

Anonymous: Peace Makers vs. Revolutionaries 

A great amount of individuals on the forum have stated that they, as well as Anonymous 

as a whole, oppose violence or/and violent actions. Many stated that violence is only 

justified in extreme situations, but for the most part is unnecessary. Forum participants 

often referred to Anonymous as a peaceful entity, as well as called themselves 

ópeacemakers.ô At the same time, many members of the forum stated that they did not 

consider hacking or breaking into computer systems violent. Here is what some of the 

people have stated in regards to violence and peace: 

ñRevolution is necessary, hacking systems to expose corruption is 

NESSESARY. Violent means ARE NEVER necessary. The minute 
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Anonymous becomes violent is the minute Anonymous has lost its 

purposeéò 

 

ñéThere are a select few who may give a bad name [to Anonymous] such 

as the person you are quoting about ñdestroying governmentsò, but they 

are in a very, very small minority. Anonymous as a whole is a peaceful 

organization. We donôt want to start a civil war, we are fighting to wake 

people up to the corruption that is prevalent in the governments of the 

world today. Within any group, there will always be a ñbad appleò or an 

outcast that doesnôt represent the wholeé If things got bad would 

Anonymous join in the fight? Probably some of them Iôm sure, others Iôm 

sure wouldnôt. But nobody is pushing for a war. Nobody is pushing to 

ñdestroy the governmentòé Get your facts straightéò 

 

ñWar is a crime against humanity and should be dealt as such...ò 

 

ñWe are not fighting a war with violence, we are trying to avoid violence 

BUT our oppressors ARE using violence and we are defending ourselves 

and warning them that they are going too far and if they donôt stop we will 

take action, thatôs it.ò 

 

ñéThe elites are trying to provoke a war. They are doing this because 

people are walking up way [too] fast and their plan could easily come 

apart. We donôt have to have a war to win, and they know itò 

(Anonnews.org 2013). 

 

Numerous members of Anonymous stated that they associate violence and 

brutality with government officials - individuals Anonymous as a group consider 

opponents; they said it was ridiculous to associate violence with the group since most 

Anons chose to embrace peaceful activism. Many individuals stated that they felt 

offended when they heard someone accusing Anonymous of violent actions: according to 

many forum participants, the majority of members are trying to promote peaceful actions 

when it comes to both street and online activism, rather than violence.  

At the same time, many people on the forums viewed hacking positively, 

especially when it was viewed in the context of fighting for a good cause. Many forum 

participants claimed they believed there is a strict line between hacking for fun, or for no 
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specific purpose, and hacktivism, which they viewed as appropriate and sometimes 

necessary for reaching the goal of promoting social change. That is what one member 

said in the response to the question ñIs it okay to hack?ò: 

ñé There is a difference between "hacking for the shits and giggles" and 

so-called "hacktivism". There is also a difference between what is "okay" 

and what is "right". Is it right/okay to hack into someoneôs computer to get 

their bank account information? In my opinion, no. It is not. Now, is it 

okay to hack into that same computer and gain access to a remote server 

that is used by the NSA to illegally spy on people? Perhaps. It depends on 

many things, a blanket question such as "is it okay to hack" is much too 

vague to give a proper answer. There is a time and a place for everything, 

violence, speeding, running a red light, murder, hacking. It is all very 

circumstantial. So, I believe that your question refers to what Anonymous 

does in regards to hacking. And I will say right now that I do not do 

anything illegal. But, in many ways I do believe that what Anonymous 

does is "okay", but it is "okay" because it is the right thing to do. The 

founding fathers of this country were killing people over less than what we 

put up with today... They've taken almost everything we have, and you 

may not realize it yet, but the US is following the same course that Nazi 

Germany and Soviet Russia took prior to their mass killings. Time is short, 

and if hacking can prevent something like that, I personally believe that it 

is not only "okay", but it is the duty of the peopleò (Anonnews.org 2013). 

 

So, just as with violence, some members believed that hacking should be used in 

rare cases, when other measures prove ineffective. Hacking, according to the above 

mentioned member as well as some other individuals on the forum, can be the 

right/appropriate course of action in situations where regular protests fail to achieve the 

desired result(s). However, many also stated that such an extreme measure as hacking 

should always be considered carefully and applied with all appropriate ethical 

considerations in mind. 

While many members referred to Anonymous as a peaceful organization, an 

overwhelming amount of members also referred to themselves as revolutionaries. This 

paradoxical self-definition re-occurred throughout the message boards over and over 
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again. On one side, members of Anonymous stated that they supported peace; on the other 

side, they also claimed that one of the main purposes of the group is to bring about a 

revolution that will be able to solve some of the political and social problems they have 

identified in the U.S. and around the globe. Many members have insisted that the 

ñrevolutionò should be brought about peacefully, while others stated that if bringing 

about change requires more radical actions, Anonymous members should be ready to 

partake such actions: ñéI donôt advocate violence; but on the other hand ï if speaking 

out and standing together cannot accomplish the goal ï then, sadly, what must be done 

must be doneò (Anonnews.org 2013). 

Some forum participants expressed sadness when discussing earlier members of 

Anonymous and comparing them with a new generation of Anonymousô members. One of 

the participants said that earlier members were revolutionaries, but most of todayôs 

members just prefer to have discussions online, partly out of the fear of getting in trouble 

for their activism: ñI am sad. I feel like the revolutionary group that Anonymous once 

was has just faded away, leaving only a few that actually still care about our countryéò 

(Anonnews.org 2013). Another person stated: ñéThere are still huge numbers of people 

who are ñrevolutionariesò, such as myself, but being that people are being arrested and 

killed for speaking their beliefs many have decided to become quieterò (Anonnews.org 

2013).  

Many people on the forum defined ñrevolutionariesò as street protestors opposed 

to actual individuals starting a revolution (the traditional definition of a revolutionary), 

which in most cases implies violence/radical measures. The majority of members, in 

other words, conceptualized a ñrevolutionaryò as a peaceful and often a traditional, street 
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activist. Many members claimed to be participating in Occupy Wall Street protests, as 

well as in the protests that were triggered or inspired by Occupy Wall Street. Many of the 

forum members also used the word ñsocial worriersò when describing themselves, which 

was used synonymously to ñrevolutionariesò, although it did not have a negative 

connotation (i.e., the word ñrevolutionaryò is often given a negative connotation since it 

is often associated with overthrowing the government or people with legitimate power). 

Regardless of which words members chose to use when describing themselves, they tried 

to convey an idea that they as Anonymous members want to fix societal problems, even if 

this requires courage and risk taking (e.g., going to the streets and facing police or 

participating in DDoS attack online).     

When topics like civil war or overthrowing existing government(s) was brought 

up on the message board, Anons had various views on such issue. Some stated that 

Anonymous would not start such a war or conflict. One member noted: ñIf a civil war 

starts it will not be Anonymous that starts it. It will be the elitists...ò (Anonnews.org 

2013).  Some members argued that Anonymous is simply too fragmented and 

decentralized to start such a war/revolution; besides, the group does not formally have 

any leaders or ñprincipal playersò who would lead the crowd if such a thing was to be 

proposed. Other members agreed that a civil war might be necessary and that they would 

support it if it came about, but Anonymous as a group would not be likely to initiate it. 

Some members stated that they strongly opposed the idea of anarchy or the idea of 

overthrowing the existing government and that the group should rather achieve its goals 

by peaceful means. 
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Anonymous: On Anarchy 

Anarchism has been discussed on the forums fairly consistently. One of the ways it has 

been discussed is in relation to Anonymousô reputation/public image ï i.e., the media 

labeling the group as anarchic. There was no unanimous agreement on the forums on this 

issue, however. While some members claimed to be anarchists and/or support the notion 

of anarchism, other members rejected it wholeheartedly. As one member said (in 

response to the question óDoes Anonymous stand for anarchy?ô), ñNo, Anonymous 

doesnôt stand for anything. It doesnôt have universal ideologies, values, or goals. Only 

individual anons can really stand for somethingò (Anonnews.org 2014). Similarly to this 

memberôs opinion, many others said that the group is too fragmented and/or split on how 

they view anarchism, as well as other topics, meaning the group cannot really be called 

anarchic as a whole, since only certain subgroup(s) or members of Anonymous consider 

themselves anarchists. However, as I was reading through the content of the forums, I 

noticed that generally the members tend to split into three broad categories: those that 

view anarchism positively (i.e., accept all of the tenants of anarchy), those who view it 

negatively (i.e., view anarchy as harmful and/or dangerous), and those that approve of 

certain features of anarchy, while also approving of representative democracy and 

capitalism.  The third groupôs views on anarchy were somewhat óin the middleô between 

members who claimed to be anarchists and members who claimed to despise anarchy.  

     The Anonymous members who claimed to favor anarchy/anarchism have 

defined and understood it in a certain way, which they often clarified for those claiming 

that anarchism is harmful. The majority of Anons supporting anarchism favored a 

specific type of anarchism ï social anarchism, also known as socialist or libertarian 

anarchism. Social anarchism can be defined as a ñbody of anti-authoritarian ideas,ò that 
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emphasizes ña collectivist commitment to social freedomò (Bookchin 2005). In other 

words, social anarchists consider mutual efforts as essential to achieving social freedom 

and equality, as well as emphasize community and its needs over individualsô needs. This 

branch of anarchism is commonly associated with the works of Pierre-Joseph Proudhon, 

Mikhail Bakunin and Peter Kropotkin (Purkis and Bowen 2004), whose names were 

frequently mentioned and/or referred to by some of the members on the forums.  

Social anarchists can be defined as individuals standing against capitalism, 

globalization, powerful (e.g., transnational) corporations, inequality, and hierarchy. 

Social anarchists believe that power relationships exist everywhere in society, whether it 

is in political sphere or any other, non-political, sphere ï e.g., cultural, economical, 

social, etc. Social anarchists are anti-capitalists, who consider all forms of power equally 

threatening to a community, and therefore try to resist all types of hierarchies and 

oppression. The state, however, is viewed as the main source of power by social 

anarchists; thus, the state or the government should be resisted most of all out of all other 

sources of power (Purkis and Bowen 2004). Another key idea to this branch of anarchism 

is the belief in the ñfeasibility of life without a state after the downfall of Capitalism,ò 

ñthe capacity of individuals to do things on their ownò (self-organization), and 

ñspontaneous direct actionéwithout bureaucratised revolutionary leadershipò (Purkis 

and Bowen 2004:26). Some of these ideas were definitely echoed on the Anonymous 

forums. 

Additionally, social anarchism draws on Marxôs critique of capitalism and 

concept of alienation. Social anarchists see capitalism as an exploitative, dehumanizing 

system. However, unlike Marx, social anarchists do not favor the idea of a ódictatorship 
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of the proletariat.ô Social anarchists simply reject any type of ruling elite. The 

establishment of a dictatorship of the working class (which was proposed by Marx) is 

viewed as just as dangerous as the establishment of capitalist leaders in the eyes of social 

anarchists, since any leaders (due to human nature, which can be easily corrupted by 

power) would eventually create hierarchies and oppression in society (Purkis and Bowen 

2004). Overall, social anarchists view any type of authority as threatening to peopleôs 

creativity and freedoms. Social anarchists believe that no group or individual should have 

control over source(s) of power, as power has corrupting consequences on individuals. 

Social anarchists reject the idea of representational politics, ñcreation of centralized, 

hierarchal political party,ò or ñestablishing themselves as prophetic revolutionary 

leadersò (p. 25). Unlike Marx, social anarchists also reject the idea of revolutionary 

potential existing only in the industrialized working class. Unlike Marx, social anarchists 

have a more inclusive view of revolutionary agencies. Anyone and everyone in society, 

in their view, should participate in resistance towards sources of power. 

Members of the forums, who have claimed to be anarchists and/or support the 

notion of anarchy, have discussed some of the tenants of social anarchy I have presented 

above. The topics that were brought up and discussed in the forums in relation to (social) 

anarchy included six major topics: 1) defining anarchy (i.e., members discussing how 

they define anarchy); 2) resisting major sources of power (i.e., government and 

corporations) as one of the major goals of (social) anarchists; 3) self-representation 

versus representative democracy; 4) the issue of freedom, creativity and self-expression; 

5) social justice and emphasis on community as essential issues of (social) anarchy and/or 

anarchists; and 6) (social) anarchy as inevitable and/or natural for Anonymous as a group.  
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One of the most commonly brought up issues by self-pronounced anarchists was 

the ways they define, view, or understand anarchy. As I mentioned previously, most of 

the Anons seem to favor social/collective anarchy over other forms of anarchy. Although 

the group may (and probably does) contain members who choose to support other types 

of anarchy, as well (among other forms of anarchy the members also mentioned anarcho-

communism and anarcho-syndicalism). Many of the members emphasized that the ideas 

of a leaderless community, individual freedom and collectivist commitment to social 

freedom were those that they liked the most: 

ñAny idea that is leaderless, decentralized and emphasizes individual 

freedom while working within the framework of collective is anarchist. If 

you are interested in anarchism you shouldéfollow a few links. Reading 

Noam Chomsky, Bakunin, [Kropotkin] should help your 

understandingéò (Anonnews.org 2014).       

 

Other members claimed that they preferred social anarchy because it puts 

emphasis on community and mutualism, unlike anarcho-individualists (the supporters of 

individualist anarchism), who despite having the same goal of removing government, 

place emphasis on individualsô needs: 

ñI would also like to add that personally, I have a problem with anarcho-

capitalist/anarcho-individualist views, only in so far that they can fuel 

greed, over accumulation, forms of hierarchy, and an arms race for self 

defenseéò (Anonnews.org 2014). 

Oftentimes, the members supporting the notion of anarchy, used the term ñdirect 

democracyò synonymously to the term ñsocial anarchy.ò Many preferred calling it that 

way because of the stigma/negative associations attached to the word ñanarchy.ò Some 

members claimed that direct democracy (or collective anarchy) is a way forward for the 

United States or any other modern country that wants to be a state free of corrupt 

leaders/politicians. Some of the Anons often posted links to Wikipedia pages, talking 
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about collectivist anarchism and direct democracy in order to educate other members of 

the forums: 

ñéA collective anarchy has proven to work really well in the past, 

without depression/recession cycles like is seen in democracies. What we 

have today is a pseudo-democracy ï where you have a democracy but itôs 

really only run by elites. I challenge you to read and understand the 

following informationéespecially the Collectivist anarchism linké I 

would challenge you to look at each economical system and ONLY 

AFTER THAT come back to me and tell me with todayôs technology I am 

wrong with collective anarchism/direct democracy as being the way 

forwardéas opposed to your continuance of representationéò  

 

ñYou (like many other people) have misunderstood the meaning of the 

word Anarchy. Today it is synonymous with chaos and destruction (which 

is what the governmentséwant you to think it means) but all it really 

means is no rulers. It doesnôt imply no law, it doesnôt even have to mean 

no government. It just means that instead of somebody making decisions 

for the people the people make the decisions for themselves (aka direct 

democracy)ò (Anonnews.org 2014).  

 

Others defined being pro-anarchy or anarchic as simply being a revolutionary 

fighting against oppression and/or for the rights of the oppressed: 

ñJesus was a revolutionary. Think about it. There are paintings of Jesus in 

Latin America depicting Jesus with a rifle slung over his shoulder which 

makes sense. Jesus sided with the interests of the poor and the poor who 

are forced to arms to survive look to their spiritual leader for inspiration 

and strength to continue a difficult yet morally righteous struggle. The 

rifle emphasizes the righteousness of the struggle against [oppression] 

especially when it is as it is in many cases the struggle to survive with 

freedom and dignity as somehow distant dreams.ò  

 

ñéAnyone who lives differently within an oppressive structure is radical 

and revolutionary. What I plan to do in life and with whatever resources I 

arbitrarily gain, is to implement more bridges (metaphorical) between 

communities (or classes) and try to level out the playing 

fieldéò(Anonnews.org 2014). 

  

Lastly, some Anons simply viewed óbeing anarchicô as the ability to question 

authority and/or feeling little need for government, but not necessarily complete removal 

of it. It was unusual to find members who, despite claiming to be anarchists, did not 
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wholeheartedly reject the notion of government. Even though most self-claimed 

anarchists on the forums claimed to be against the current government, some of them 

were in favor of the idea of removing government on general. One Anon, for instance, 

said: ñThough Iôm an Anarchist I need a government, however not as it is currently 

practicedé We need taxes, for schools, bridges, etcé If there was no government 

whatsoever how would one suggest funding infrastructure and positive freedoms 

(healthcare/education/workers/workers comp/subsidized housing, accessibility, etc.)?ò 

(Anonnews.org 2014). 

Some Anons complained that many members and people in general imply 

violence or civil war when they talk about anarchy, when, if fact, a large portion of 

Anons define anarchy as less reliance and dependence on government (sometimes 

members also used the term ñextreme libertarianismò synonymously to the term 

ñcollective anarchismò):     

ñI have always thought people imply too much with anarchism. To me at 

least, it simply means there is not another person who has the ability to 

decide things that affect my life without having anything to do with, or 

even speaking to me. In other words, I always thought of it as the lack of a 

NEED for governmentéò (Anonnews.org 2014). 

 

Some of the members, however, seemed to believe that any power 

structure or government would eventually become corrupt. Therefore, they stated, 

their goal should be achieving the specific goal of removing the power structure, 

regardless of what it may be. One of the members noted that Anonymous has been 

split for a while into members who ñdemand return to purely limited, Republican 

governmentò (Anonnews.org 2014), also known as óConstitutionalists,ô and 

members who are in favor of a complete removal of government, or the self-
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proclaimed óAnonymouses.ô However, that same member noted, even if the 

Constitutionalists reach their goal of reforming the state, they would eventually 

face the same problem ï corrupt elites: 

ñ[Once] the Constitutionalists begin to reform the Governmentéthat's 

about the point where Anonymous will begin to defeat the new power 

structure because it would appear to be creating another Capitalist society, 

something which [most of Anonymous] does not wantò (Anonnews.org 

2014).  

 

Another aspect of anarchy that was frequently discussed by the forum members 

was resisting the primary sources of power and fighting power structures: namely, the 

government and corporations. Anti-government and anti-corporation sentiments were 

extremely popular on the forums, in general, enough to make them a separate theme, but 

anti-government and ant-corporation themes were also often brought up specifically in 

relation to discussions of anarchy. As I stated previously, anarchy generally implies 

resistance towards social control and power. Many members of the forums claimed that 

they saw government and corporations as their major opponents, or the targets they were 

fighting against: 

ñ[This movement is] dedicated to taking down high-ranking politicians, 

including the president himself.ò 

 

ñI believe that we do need to stand up together, to not take the constant 

attacks on our freedom and rights anymore. Unfortunately the only way I 

see this rebellion working is for blood to be shed, though many different 

variations of rebellion may happen. The more logical path [would be] for 

the people to rise up against their governmentéò (Anonnews.org 2014). 

 

Even though there were some members on the forums who stated that civil war 

(involving violence) is inevitable, there were many self-proclaimed anarchists who 

believed that taking down the government would not result in any violence. Most, if not 

all, members of Anonymous who were supportive of the notion of anarchy, thought of 



98 

 

violence very negatively, but they admitted that in some cases violence is necessary. 

Some members, including the ones who were pro-anarchy, claimed that peaceful action 

was always their first choice but recently peaceful efforts had not been working so well 

for activists and /or hacktivists. One Anon said: ñI would love a peaceful resistance and 

to gain peace through this, but is not working. People protest all the time, even in mass, 

yet the government still pushes them down. They still make laws to prevent the 

protestséThey still treat people as the enemy. We need to start treating them as the 

enemy. We must fight backéò (Anonnews.org 2014).  

The anarchy-related conversations often revolved around discussion about the 

issue of representation: representation by government (as in representative democracy) 

versus direct voting (as in direct democracy). As I previously mentioned, the term ñdirect 

democracyò was often used synonymously to the term ñsocial anarchyò or ñcollective 

anarchy.ò The self-claimed collective anarchists on the forums did not favor 

representational politics, but rather advocated for putting self-government in place or so-

called community-based laws and rules. Many members of Anonymous, who seemed to 

embrace the notion of anarchy, stated that self-governance, in their view, represents the 

best option compared to elected officials who are acting on behalf of the people. Direct 

voting, in these membersô view, represented a more fair and effective ways to organize 

communities. Moreover, direct democracy would not as likely to lead to corruption as the 

current system does, many members stated:  

ñThe problem here is not the law. The problem is the lawmakers. There 

should, in my opinion, be no law such that absolutely nowhere can one go 

to escape it without being incredibly wealthy. People are not all the same, 

and absolutely NOBODY should be subject to any law they did not 

personally agree to be bound by. In no other way can true law exist. Now 

should one have to choose between life in a lawless anarchy (my personal 
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favorite) or servitude in a perpetual prison of debtéAll forms of 

government at all levels should be tried in a long-term and competitive 

way and if a governance (or lack there-of) catches on, it will automatically 

spread.ò 

 

ñTodayôs anarchy is: instead of minimal government, how about no 

government? Human nature shows that people suck. Power corrupts, and 

absolute power corrupts absolutely. We this happening currently with the 

Obama administrationéAnarchy may not solve the problem of human 

nature, but it solves the problem of having potential for another Hitleréò 

 

ñRepresentation is the most elemental form of alienationéò  

ñOur Founding Fathers were unaware of how corruptive Representative 

Voting waséò (Anonnews.org 2014).   

 

Another reason that people on the forums stated for being in favor of direct 

democracy/collective anarchy is that it allows for more creativity, self-expression and 

freedom overall among individuals. Some of the Anons stated that they chose to be 

anarchists because that is what any person who wishes to preserve his or her freedom of 

expression, would do: 

ñThinking feeling people who wish no limits on association, creativity, 

expression, exploration of heart and intellect without limits choose 

Anarchismé read some Chomsky, Bakunin, Kropotkiné Socialists and 

Anarchists will encourage you to read and make up your own mindéò 

(Anonnews.org 2014). 

 

While some people named self-expression and creativity as a positive side of 

having social/collective anarchy, other members preferred rather to focus on the issues of 

social justice and community. Many self-claimed anarchists on the forums stated that 

social/collective anarchism is the best method because it places emphasis on community 

(rather than on individuals) and is aimed at achieving equality within a community.  

ñIôm an anarcho-syndicalist/activist, but my view is not necessarily 

sharedé The principles of insulting/hierarchy/male dominance/and 

wasting time not fighting injustice are none to which I subscribe.ò 
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ñ[In collective anarchy], everyone has equal rights, and equal say. This 

basically destroys the possibility of manipulation, and brings up true 

equality, freedom. A classless, moneyless society, of no higher or lower 

power.ò (Anonnews.org 2014). 

 

Lastly, some Anonymous members stated that the presence of anarchists within 

Anonynous is understandable, if not logical, since Anonymous itself represents a 

somewhat anarchic collective, in the sense that the group is taking on some of the ideas 

of social anarchy, such as the hatred of hierarchies and leadership and support for direct 

collective action to achieve goals. Other members explained that anarchistsô presence 

within Anonymous is due to the history of the group: Anonymous, they claimed, had 

originated as a group consisting of mostly hackers and Internet anarchists, but as time 

went by, the presence of anarchists/individuals supporting the notion of anarchy has 

significantly dropped. Despite that, the group as a whole still seemed to favor some of the 

ideas of collective anarchy, as well as contain some members who refer to themselves as 

anarchists: 

 ñAnonymous functions as a voluntary association quasi-democratic 

collective (if you have no idea what that means, then you have no business 

asking for an educated discussion) in which individual agendas can be 

propagated to become part of the collectiveôs overall agenda. Specifically, 

the current overall agenda of Anonymous at the moment is a broad 

platform of anti-oppression, anti-censorship, anti-tyranny, propagating 

free speech, social justice, political & moral equality, multiculturalism (to 

a certain degree), soft anarchism, hacktivism, and so forth, as dictated by 

the current composition of [its] membership and perception by the media.ò 

 

ñAnonymous (used as a mass noun) is a loosely associated hacktivist 

group. It originated in 2003 on the imageboard 4chan, representing the 

concept of many online and offline community users simultaneously 

existing as an anarchic, digitized global brainéò (Anonnews.org 2014). 

 

In other words, some members, especially those who seemed to be pro-anarchy, 

claimed that Anonymous already represents a collective anarchic entity in a metaphorical 
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sense : a) it lacks leadership/hierarchy; b) it represents a voluntary association, meaning 

that members can enter and leave whenever they want; c) Anonymousô success depends 

upon mutual/collective actions of many members; and d) the groupôs major opponents are 

the government and corporations, the sources of power and social control, that members 

of Anonymous are actively trying to resist.  

Overall, the members of Anonymous represent a diverse community that is 

inclusive of people with different views on anarchy. Based on my observations of the 

forumsô discussions, I have concluded that the majority of people on the forums are 

supportive of the specific type of anarchy known as social anarchy.  Most members 

picked these forms of anarchy because they put an emphasis on community and 

togetherness, rather than on individualism. While some of members went as far as saying 

they wanted no government and/or a lawless society, others claimed that they just wanted 

less government, or a different government. However, the notion of social justice and 

equality for everyone was shared by all of the members supporting the notion of anarchy. 

The members shared an agreement, that despite what specific version of anarchy they 

preferred, they all believed that their goal should be fighting to eliminate corruption and 

social injustice, as well as liberty over government.   

Despite these facts, many members on the Anonymous forums spoke fondly of 

anarchy and even proposed it as an alternative to the current U.S. government, an 

overwhelming amount of people held opposing, and quite negative, views regarding 

anarchy. The members who spoke negatively of anarchy also stated that even though they 

did not support the current government, they also believe that government is necessary 

and generally good. Many stated that Anonymous as a whole is not radical enough to 



102 

 

support the notion of no government whatsoever; moreover, anarchy would lead to even 

worst situations than the current corrupted government: 

ñAnarchy is not the answer nor the basis of Anonymous. The basis of 

Anonymous, when it comes to politics and government involvement is to 

ensure the freedoms of citizens, and prevent tyranny... anarchy will also 

only introduce more laws against freedom.ò 

 

ñéyou must be stupid to think Anonymous is against the government. 

Many people probably do think it is but what is the alternative? Complete 

anarchy, where everyone gets robbed or shot and in the end we end up 

either as hunters living off the land back where we started or EXTINCT... 

[What Anonymous is] actually against is corruption and misuse of power 

inside the government. ò 

 

ñ[Anonymous is supportive of] not anarchy, but removing ridiculous laws 

like the national defenseéwhich allows the government to use the United 

States as a battlefield and indefinitely arrest anyone without suspicion or 

even trialéò    

 

ñA nation of rule-less anarchy as just as bad if not worse than what is 

going on right nowò (Anonnews.org 2014).  

 

The members who rejected anarchy typically associated it with chaos, violence 

and criminals, and/or terrorists. Moreover, they claimed that because Anonymous as a 

whole does not support violence ï and that is what anarchy would eventually lead to ï, 

anarchy is against Anonymousô core goal of embracing peace. Revolution, they claimed, 

must be achieved peacefully and without violence. Some people stated they believe that 

anarchy is criminal-based organization: ñEvery attempt at true anarchy has failedé 

[because it breaks] down to the base concept of mob ruleò (Anonnews.org 2014). 

Many of those members, even though admitting that the current government is 

flawed and needs to be reformed, also stated that the complete removal of government is 

not possible ï the absence of government and laws, they stated, would lead to crime and 

lack of order within society. Moreover, most people (e.g., Americans) would not support 
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the notion of no government. Anonymous, they claimed, would not be supported by the 

general population (since humans are naturally inclined toward fearing chaos and 

violence) and would simply fail at its efforts to establish anarchy: 

ñDo not test the government too much, and do not let the government take 

us down. Do not let us become the terrorists. Do not let us become 

anarchists. Do not let us become social murderers. PLEASE practice 

restraint, and please donôt waste the protestors effort just because you 

want to prove your point with violence. The government does not feel 

sympathy for social murderers or outlaws, and I want to preventéclass 

welfare.ò  

 

ñYou are stupid to go after the governmentébecause the general 

population will not support you.ò   

 

ñéThe government is the expression of the people and no matter how 

flawed it is people have a very natural fear of anarchyò (Anonnews.org 

2014). 

 

On the top of that, the anti-anarchy members stated, human nature is all about 

organizing things and creating order and stability ï humans are ówiredô to preserve 

themselves, and maintaining order is an essential part of human survival. Some people 

even admitted that they wish Anonymous itself would be more organized. Overall, the 

majority of people on the forums that were against anarchy said that even if anarchy was 

possible to achieve, it is just a bad system and would never work in practice: 

  ñéAnonymous does need some organization. [I also believe that] total 

anarchy will never work out.ò 

 

ñThe human mind will always organize things. Anarchy is impossible.ò  

 

ñIôm no Anarchist. Rules are good when enforced fairly and when they 

donôt infringe on libertyò (Anonnews.org 2014). 

 

  Overall, the members who held negative opinion about anarchy only agreed with 

óanarchistsô on one issue - that the government is corrupted and that Anonymous should 

work together toward stopping it from making and/or implementing unfair laws and 
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attacking citizens and their freedoms. When it came to other issues, however, members 

rejecting anarchy believed quite opposite things, which were specifically: a) anarchy was 

viewed for the most part synonymously to violence and chaos; b) violence was viewed as 

unnecessary and undesirable (violence was also rejected as a means for Anonymous to 

achieve its goals); c) Anonymous, the anti-anarchy members claimed, is against violence, 

and, therefore, it stands against anarchy; d) human nature naturally organizes things and 

desires order for survival; e) anarchy is impossible in practice because people desire 

government and would support it if anarchists were to overthrow it; f) anarchy was 

viewed as criminal-based while the government/representative democracy, regardless of 

its corrupted officials, was mostly viewed as the most legitimate, commonsense system; 

and, finally, g) overthrowing government was viewed as impossible in practice since the 

government has more resources (better weapons, defense systems, etc.) to protect itself 

from anarchists. 

Lastly, some people on the forum held somewhat neutral views on 

anarchy/anarchism, meaning that they wanted some changes to be introduced to the 

current government/system but did not desire to get rid of government completely. In 

other words, those members who were óin betweenô on their view of anarchy wanted to 

keep the current system of governance (i.e., representative democracy), but 

simultaneously wanted to ótweakô certain laws and/or rules. One Anon suggested a 

system which he/she named ñA Moralist Willful free societyò (purposefully trying to 

avoid the word ñanarchy,ò since the term has a rather negative connotation), and 

proposed the following changes/ôtweaksô to the existing government: 

   ñThe current system can work with a few base changes. [Firstly, we 

need to] remove the central bank that actually rules the country, and make 
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it unconstitutional to have a central banking system. [Secondly, we need 

to] adopt the constitutional amendment that takes away the ability of a 

corporation to use money as its ñfreedom of speechôé [Thirdly, we need 

to] remove the electoral college. Use actual popular vote to determine 

elections, and use only methods with public over site to verify vote 

countsé [Fourthly, we need to] break up the 2 party system by insuring 

that parties are grated and limited to the same amount of money they can 

receive to run for public office, and impose a term limit on all political 

offices. [P]ass law that no entity may donate more than $200 to any one 

running for public office, and all donations are subject to public scrutinyé 

[Fifthly, we need to] any law agency not run by a publicly elected 

officialé [Sixthly, we need to] remove all redundant federal policing 

agencies. We do not need 20+ federal police agencies all doing the same 

thing on each other toes. We only really need the FBIé [We also need to] 

remove FEMA and instead place a responsibility in the hands of the 

individual states. [Lastly, we need to] remove the ñ16
th
ò amendment as it 

was never ratified by the states and has already been ruled on by the 

supreme court to grant no new tax authority to the governmenté I donôt 

want to call [the proposed] system anarchyébecause itôs not exactly the 

same systemséThis has to end at the own will of the presidential leaders 

everywhere. They have to resign. No one mafia group is going to hold 

power over the rest any longeré Iôd call this system a Moralist Willful 

free society based on the common interestò (Anonnews.org 2014). 

 

Similar to this member, other Anons also made proposals on what needed to be 

changed. Many people have shared an agreement that the Federal Reserve should be 

dismantled, since it represents ña private bank [that] has been secretly stealing trillionsò 

(Anonnews.org 2014). Similar to the members who claimed themselves as anarchists, 

members who shared a neutral perspective on anarchy generally placed an emphasis on 

communal needs, mutualism, and the interests of society overall. They also agreed with 

self-proclaimed anarchists that society should be governed by the people and that 

everyone should have equal rights and equal say in political and social matters. 

To simplify the differences between the split members, on their view of anarchy, I 

created the table that outlines those differences through comparison (Table 2). Overall, it 

can be said that all members of the Anonymous forums have the same goal ï achieving 
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equality and social justice through collective action ï but the members differed on the 

means by which they wanted to reach those goals. 

Table 2. The differences in views between the members who support anarchy, the 

ones who reject anarchy and the ones who view it neutrally 

 

 Members 

supporting the 

notion of anarchy 

 

Members rejecting 

the notion of anarchy 

Members holding 

neutral views on 

anarchy 

 

1. Anarchy is 

defined as: 

Individual freedom 

achieved through 

collective effort; 

absence of 

leaders/hierarchy; 

revolution against 

oppressive structure 

 

Violence; chaos; lack 

of order and laws; 

system that is run by 

criminals (or mobs); 

radical system 

System that aims at 

creating state with 

little to no 

government, which is 

often archived 

through violent 

means  

2. Views of 

governmen

t 

Government is 

viewed negatively; it 

should be either 

removed completely 

or be extremely 

limited; the emphasis 

is placed on self-

organization 

 

Government is 

criticized but overall 

viewed positively; 

government is viewed 

as essential for 

preserving and 

maintaining society 

 

Government has 

potential for existing 

if it is being 

reformed properly 

and extensively  

3. Views on 

violence 

Violence is viewed 

negatively but it is 

sometimes viewed as 

a ñnecessary evilò ï 

i.e., it cannot be 

avoided in some 

situations. 

Revolution/civil war 

is sometimes viewed 

positively and/or 

suggested as a way 

for solving the 

problems 

 

Violence is viewed 

extremely negatively; 

viewed as the opposite 

of what the group 

stands for  

Violence is viewed 

negatively; members 

propose methods to 

reform the 

government that do 

not involve/imply 

violence or civil war 

   

4. Emphasis 

is placed 

on: 

The needs of 

community, 

mutualism, achieving 

freedom and equality 

The needs of 

community, 

mutualism, achieving 

freedom and equality 

The needs of 

community, 

mutualism, achieving 

freedom and equality 
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5. The 

primary 

goal of 

Anonymou

s should 

be: 

 

Removing the 

government or 

limiting its power in 

serious ways; 

achieving classless, 

money-less society; 

having a system in 

which every person 

can vote directly (i.e., 

direct democracy)  

 

Leaving the 

government/political 

system (i.e., 

representative 

democracy) as it is; 

removing harmful 

laws (e.g., SOPA, etc.) 

and introduce new 

ógoodô laws  

Making substantial 

changes to the 

government (to the 

point of ótweakingô 

Constitution) but, at 

the same time, not 

changing the whole 

political system (like 

anarchists propose)  

 

Content Analysis: Results 

My content analysis of the Anonymous message boards yielded the following major 

discoveries:  

1) The members of Anonymous claim that the collective represents an idea, rather 

than an actual group. Such a definition of the collective by its members is likely used 

because members of Anonymous are highly opposed to the idea of traditional groups or 

organizations (the latter because it implies hierarchy, rules, and inequality among 

members). Although Anonymous is ambiguous, fluid, and difficult to grasp, my research 

established that it does represent a group. Anonymous represents a ógroupô because 

members share basic, core values by which they can organize effectively. Moreover, 

Anonymous has some influence in the United States and across the globe. The fact that 

others recognize Anonymous as a distinct ógroup,ô points to the conclusion that, in fact, 

Anonymous is a group. However, Anonymous lacks many important characteristics of a 

traditional group, and would be better conceptualized as a secondary, non-traditional 

group.  This conclusion is supported by academic literature. Fuchs (2013), for example, 

states that even though Anonymous represent a fluid and heterogeneous collective, 

members want it to be seen as an idea, rather than a group, ñwe can see it as a collectiveò 
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(p. 345). Fuchs adds that Anonymous represents an unconventional, non-traditional 

movement that has emerged as a result of the liquefaction of society ï i.e., the social 

processes becoming more fluid, liquid, and temporary. According to Fuchs (2013), and 

confirmed by the results of this content analysis, Anonymous represents a liquid social 

movement: 

ñ[Anonymous] expresses the liquefaction of society at the level of social 

movements. It more than other movements permanently transgresses the 

boundaries between individual and collective action, online and offline, 

movement and non-movement, networking and autonomy, spatial distance 

and presence, anonymity and knowledge, play and protest work, 

entertainment/fun and politics, presence and absence, appearance and 

disappearance, the mundane and the uncommon, normality and absurdity, 

the real and the symbolic, online and offline action, conventional and 

unconventional behaviourò (p. 351).  

 

2) Members of Anonymous see themselves as a force for good, and justify their 

methods. More specifically, the group sees itself as a group of ósocial warriors,ô whose 

primary goal is to produce positive social change in the world. Many members state that 

Anonymous symbolizes humanity and the people as a whole; members often state on the 

forum that they see their core goals as defending and preserving the freedoms and 

liberties of the people and the oppressed. Members also state that Anonymous is forced to 

exist because óhumanity is in trouble.ô This vision of themselves corresponds with the 

concept of ócyber-vigilantesô or ópositive deviants,ô by Serracino-Inglott (2013).  Even 

though ócyber vigilantesô may use punishment or the threat of punishment as a means to 

achieve their goals, they see such threats as justified and instrumental for creating a 

positive social change. The notion of ónecessary violenceô or ónecessary punishmentô is 

examined in more detail in the analysis of the values and beliefs of Anonymous. Analysis 

of the message board revealed that members of Anonymous share two contradictory 
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values: on the one hand, members seem to value the idea of peace and generally seem to 

be opposed to violence; on the other hand, members see revolution or the use of violence 

as necessary in some instances, when other measures fail. This shows further support for 

Serracino-Inglottôs (2013) concept of cyber-vigilantes. 

3) Another finding about Anonymous concerns their use of hacking. More 

specifically, I was interested to discover how often hacking methods were employed by 

the group, and the overall technical knowledge within the group. As a result of my 

analysis, I found that even though Anonymous is often labeled as a óhacktivistô or 

óhackerô group by the media, and even some scholars, Anonymous does not represent a 

purely hacktivist group. In fact, only a small number of members have hacking or in-

depth technical knowledge.  This corresponds with the findings of other researchers 

(Coleman 2013; Mansfield-Divine 2011; Shalin Hai- Jew 2013), who found that many 

individuals within Anonymous have no hacking skills. My findings show that a lack of 

technical skills is characteristically true of not just many members, but rather the majority 

of members. Members of Anonymous are equally open to accepting the technical and 

non-technical individuals as members. 

4) As to the organizational channels (the structure and functioning) of Anonymous, I 

have discovered that members strongly oppose leadership and/or hierarchy: Anons claim 

that they do not have any leadership. Anons often state on the forum that they believe 

Anonymous represents a purely decentralized group. Members of Anonymous emphasize 

that a lack of leadership does not only reflect the membersô opposition to hierarchy, but 

also makes the group more resilient:  if there are no leaders, many Anons state, arrests 

and/or loss of members cannot affect the group. Anons often use the metaphor of the 
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Hydra (an ancient, reptilian monster with multiple heads) to convey the message that 

members can be easily replaced.  Anons also emphasized that anyone can join the group 

by simply agreeing with the core beliefs of Anonymous, and that the group does not have 

any formal rules for joining or leaving, making it easier for members to enter and/or exit 

the collective. The fluidity of membership within Anonymous, as well the high turnover 

of members, is consistent with Jordan and Taylorôs (1998) sociological analysis of 

hackers. The authors stated that hacker communities are impersonal in nature and tend to 

lack formal organization. Hacktivist culture, and the culture of Anonymous in particular, 

is extremely similar to hacker culture in this respect.  

I have also established that Anonymous represents a community-oriented group: a 

group that heavily relies on the number of members participating. This is evident, for 

example, in how the group chooses targets. Because Anonymous does not have official 

leadership or rules for selecting whom to attack, Anons typically use technology (in the 

form of IRCs, forums, social media sites, etc.) for gathering and discussing important 

issues. The decision to target an organization is typically achieved by a collective óvote,ô 

the more people to voice their agreement to participate in an óOperation,ô or raid, or the 

more people that discuss the proposed plan of action, the greater the likelihood that the 

óOperationô will be later carried out. This reliance on community corresponds with the 

findings of Serracino-Inglott (2013), who suggested that Anonymous is heavily dependent 

on reaching a critical mass, and generally exhibits a communitarian spirit; this leaning 

towards community represents an integral component of Anonymousô culture.   

The groupôs reliance on technology as a tool for connecting with others is also 

noted by other scholars. Wong and Brown (2013), for example, conceptualized 
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Anonymous as óe-banditsô or modern day óRobin Hoods.ô E-bandits, according to the 

authors, represent a distinct type of hacktivist/activist because, unlike other type of 

hacktivists, e-bandits use anonymizing technology (technology that completely conceals 

the actorsô identities) as a tool for both organizing and accomplishing their goals. My 

analysis of the forum shows that Anonymous not only extensively uses technology for 

organizing, but also places high importance on remaining unidentified. I concur with 

Wong and Brown that Anonymous indeed represents a distinct type of hacktivist group. 

As a result of my content analysis, I have also created a typology of Anonymousô 

goals. These goals consist of: 1) general or non-specified goals (e.g., fighting against 

injustice, etc.); 2) civil and political goals (typically revolving around issues concerning 

civil liberties, political issues, and standing up to the government); 3) education and 

awareness goals (revolving around educating others and spreading awareness about 

issues); and 4) information and privacy goals (revolving around issues like privacy, anti-

censorship, and freedom of information). The diverse spectrum of Anonymousô goals 

points, once again, to the groupôs fluidity and all-inclusiveness of ideologies and 

worldviews. Members, in other words, are free to define and/or choose their own goals 

within Anonymous.  This finding is consistent with the writings of some scholars. Fuchs 

(2013), for instance, describes Anonymous as a politically heterogeneous group, which 

welcomes political and social ideologies from all fronts, as long as they are in agreement 

with the core beliefs of the group (such as standing up to oppressors, etc).  

5) When I examined Anonymousô values and beliefs, I dedicated a significant portion 

of my analysis to discussing the importance of Guy Fawkes and the masksô utility to the 

group. My analysis reveals that the group uses masks for the following primary reasons: 
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a) masks serve as a symbolic means for expressing the groupôs opposition to authorities 

and/or the government; b) the masks serve a practical purpose of concealing the actorsô 

identities, so that they can avoid being identified and/or arrested; and c) the masks are 

used as a sort of trademark for promoting the group (caused unintentionally by media 

focus on the mask). These findings are consistent with some peer-reviewed research. 

Coleman (2013), for example, mentions in her research that Anonymous most likely uses 

the masks for symbolical purposes. Unlike my findings, however, Coleman suggests that 

the Guy Fawkes masks are used by Anons to express the importance of privacy and 

anonymity: something the group values very highly. Coleman also suggests that the 

group enjoys the element of mystery that surrounds wearing the masks. This element of 

unpredictability and/or mystery often helps grab media and public attention, so it is also 

possible that Anonymous uses the Guy Fawkes mask as a way to attract attention.    

The last section of my content analysis deals with the anarchic heritage, or 

anarchic leanings, of Anonymous. My analysis shows that members of the group hold 

very diverse views on anarchy: while some members identify as anarchists or generally 

support the notion, others think of it negative or neutrally. What is certain is that 

anarchism does represent a portion of Anonymous culture and, therefore, should not be 

ignored. Academic literature does not explore this element of the groupôs culture 

extensively; however, some authors did note that both hacker and hacktivist cultures are 

marked by an anarchic spirit (Gillen 2013). 
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V. INTERVIEWS WITH SECURITY PROFESSIONALS  

Theme One: Familiarity with Hacktivism 

The first interview question asked if the respondent had heard of Anonymous and/or 

hacktivism, and if so, the extent of their knowledge. Not surprisingly, all were familiar 

with the topics ï both Anonymous and hacktivism in general. The interviewees fell into 

two major categories: those who were somewhat familiar with Anonymous and 

hacktivism (e.g., they were reading about the topic in the news, frequented message 

boards dedicated to hacktivism, and/or followed the topic in some other fashion). The 

second category of security professionals had more of a personal familiarity with 

Anonymous and/or hacktivism, meaning they took an interest in the activities of the 

group, beyond simply reading about them (e.g., they were involved in some sort of 

activism in the past, mostly before Anonymous became famous for its political hacking). 

No respondents from either of the two groups confirmed any current involvement with 

Anonymous or any other hacktivist group.  

Specifically, concerning familiarity with Anonymous and hacktivism, four 

interviewees out of six were somewhat familiar with the group and the topic of 

hacktivism (through news, television and other sources); while two interviewees out of 

six either strongly alluded to, or outright stated that they used to have a more direct 

involvement with Anonymous and/or hacktivism (it was, however, stated that none of 

their activities included any illegal acts on their part). One of the interviewees, for 

example, said: ñIôve actually done some work with Anonymous, umé so, like you said, 

hacktivism is hacking for political purposes, much of what Anonymous did when I did 

some stuff with Anonymous was not hacktivism because it wasnôt, it didnôt have a 

political purposeò (Respondent #2, 2014).   
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All of the security professionals had an in-depth knowledge about Anonymous, 

stating facts reaching from the background and origin of the group to how Anonymous 

function and/or operates. Many security professionals, for example, mentioned that 

Anonymous is an off-shoot of LulzSec, another famous hacker group that pre-dates 

Anonymous and is famous for its members having profound hacking skills. LulzSecôs 

members, according to my interviewees, generally had better hacking skills than 

Anonymous, and are generally considered to be more capable when it comes to hacking 

expertise. LulzSecôs members are generally more respected in hacker circles than 

members of Anonymous.  

Another important fact that many interviewees mentioned was that Anonymous 

did not emerge as a hacktivist group originally, but rather started with something referred 

to as ñOperation Chanology,ò a protest movement against the church of Scientology, 

whose practices were strongly opposed by early members of Anonymous. Operation 

Chanology was mostly about ñgetting a laughò or passing the time. However, eventually 

Anonymous became more involved with political hacking and soon became focused on 

matters of politics and activism rather than hacking for fun or out of boredom, and 

became known as a hacktivist group. The security professionalsô opinions corresponded 

with what was discovered earlier on the forums. On the message boards, many members 

of Anonymous stated that the group originally began as a community that ñcaused trouble 

and generally trolled people and raised hellò (Anonnews.org 2013). Other anons stated 

that the group began with traditional activism and only later used hacking as a method of 

protest. What all anons agreed on, however, was that hacktivism was never the main 

focus of Anonymous when it first began. Similar to my interviewees, on the forums, many 
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members of Anonymous also mentioned the Church of Scientology as a turning point for 

the group - getting back at Scientology (Anonymous DDoSôd their website) changed the 

focus of the group from having no political focus to becoming seriously involved with 

activism. Members of the group realized that they could use their hacking abilities to do 

good, rather than to simply play pranks.  

The name for the group itself, ñAnonymousò, came from the message boards 

4Chan, a famous forum on the Internet where members are allowed to post anonymously 

without registering or leaving any trace of their identity. As 4Chan did not have any 

nicknames or any identifying information, members referred to themselves as to just 

Anonymous; or as anons, individually. The name ñAnonymousò is also believed to have a 

symbolic meaning ï the groupôs members often state that their goal is to fight for Internet 

privacy and freedom of information. The name itself, thus, symbolizes the groupôs 

position on such issues; being anonymous is highly important to most members. Many 

hacktivists believe that anonymity and security are highly treasured and should be 

protected by all means, and advise others on ways to protect their anonymity. 

The most agreed upon topics, which all of the security professionals discussed in 

their interviews, were the following. In response to my first question ï ñWhat is your 

general knowledge of Anonymous and/or hacktivism?ò: 

1) On Anonymous being a large, loose and all-inclusive group: 

ñéItôs a loose conglomerate, no one is in charge, [it is a] group where you 

can kind of take on a mantle yourself, do something, declare war on 

Monsanto or whoeveré and then doé make your scary videos and all 

thatò (Participant #2, 2014). 

 

ñThatôs the problem you run into with any group thatôs very loose and all 

inclusive like that. Um, and actually I hate to use theéI hate to use this, 

um, this comparison, hahaé but itôs very similar to Al-Qaeda, where you 
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donôt actually have to like get a certificate of anything to be part of Al-

Qaeda and thereôre all these branches here and there that say theyôre part 

of Al-Qaeda, and other parts of Al-Qaeda say ñNo, no, what are you 

doing? Noéò, and so itôséitôs, um, whenever you have a group that has 

very loose membership policies where you say: ñYou can use our name, 

thatôs fine, go ahead, you know, you are completely anonymous,ò or this 

or thaté anyone can use it, anyone can do anything, and so youôre doing 

it in the name of the group, and then everyone else says ñNo, no, no, we 

donôtéwe donôt condone thisò, but you canôt say that because you are 

including everybody, you knowé.by including everyone, you are 

condoning anybody doing anything in your name. Yeah, so, I mean if I go, 

you know, take a tire iron and bash someoneôs car and break all of their 

windows and say ñAnonymous did thisò, technically Anonymous did itò 

(Participant #6, 2014).  

 

ñThey seem a littleé disorganizedé I think it's hard to say that you're 

behind a group like that one way or the other, just because it's kind of 

flavor of the week.  They're gonna go do what they're gonna doò 

(Participant #1, 2014).  

 

ñéWith Anonymous, you are supposed to beé you donôt know who 

anyone is, they wanna be just that, Anonymous. But, yeah, um, everyone 

has their own belief system within thereò (Participant #4, 2014). 

ñ[The groupôs members have diverse views and] é when you get a group 

that large, itôs going to happenò (Participant #4, 2014). 

 

2) On participating in Anonymous: 

 

ñéThereôs no leadership thatôs gonna tell them, right, and so itôs really 

hard to classify them as anything, right, because all that isé is 

somebodyôs saying likeéum, like, itôs almost like aélike pure 

democracy, right, where thereôs nobody sending orders or trying to 

organize things; someone says ñhey, we should do this,ò and if they can 

convince enough people to do it, it sort of reaches a critical mass and they 

go do itò (Participant #1, 2014). 

 

ñéthe thing that helps them and hurts them most that thereôs absolutely 

no real leadership, and while that creates like a purely crowd sourced 

democratic sort of way of activism because if someone comes up with an 

idea and posts it and says ñThese guys are doing bad thingsò, you know, 

ñwe should do something about it to help, you know, puppies or 

somethingò, and if everyone thinks itôs a good idea theyôll join in. But if 

someone says ñMy science teacher is a jerk, we need to find out, you 

know, where he stores his money and take itò, uh  ñNoò. And the biggest 

thing that you see on 4Chan is ñWe are not your personal armyòéis 




