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ABSTRACT

This thesis focusesn the phenomenon of hacktivism, and specifically the
hacktivist collective known a&nonymousHacktivists can be defined as politically
motivated hackers. Hacktivists are different from other types of hackers because their
motivations are driven bhe pursuit of social change, as opposesetking profit or
intellectual pursuitHacktivism is a aw controversial form of civic participation, which
will most likely continue to have an impact on the Internet and the world. A lack of
detailedsociologicalresearcton hacktivistserves as the rationale for this study.

This studyspecificallyfocusedon the experiences of the hacktivist community in
the United Stateknown under the name AhonymousThis thesisfocused on, bus
not limited to: aexamininghow members oAnonymouslefine themselves, as well as
how security professionals (a.k.ahietl hackers) define or view hacktivisty how
hacktivists operate and/or organiaedc) examining hacktivist culture and ethical
stancegincluding whether hacktivism can be considered permissible or etivbal).
research employed two primary straésg content analysis of tieonymousnessage
boards and wuepth interviews with security professionals. The two approaches were
meant to be complimentary: while the content analysis draws a picture of how members
of Anonymousee themselves and theiragg the interviews were meant to draw the

picture of how others view or understand hacktivists.



[. INTRODUCTION

Hacktivists, or politically motivated hackeese different from other types of
hackers because their motivations are drivethle pursuit of social changegrsus
seeking profit or intellectual pursuit). Hacktivism isetativelynew, but already well
establishedgontroversial form of civic paxipation, which will most likely continue to
have an impact on the Internet and the waiNday (1998) suggests that hacktivism is
Aili kely to continue to gain attentiono and
economic and poWraytl99812).l conditionso (

Although, a number of scholars have written about hacktivism in the past decade,
a scientific explanation fahe behaviors almost norexistent. A thorough sociological
study of these individuals is needed in order to explain su@morant social
phenomenon, andlack of detailed research serves as the rationale for this &tudy.
order to grasp the hacktivist community and culture fully, it is important to study the
community in two broad ways: on the one hand, itis importanttoexami hac kt i vi st
self-conceptualization (i.e., how the community views itself, as well as their goals and
roles in society); on the other hand, it is important to study hacktivists from the
standpoint of others (i.e., the media, government, other schetais,This study
implements both approaches.Rartl (content analys)s| describe the results of a
content analysis of hacktivist message boards. Such analysis provides insight into how
the hacktivists collectivEnonymousees their roles and goads, well as the culture,
values and beliefs with which members of the group identify. The second part of my
research deals with the éinsight of others

from a major security firm, into the hacktivistcolleivn. The i ntervi ewsd a



aimed at uncovering how security professionals conceptualize and define hacktivists. The
combination of these two research approaches, the content analysis and interviews, is
helpful at drawing a more detailed and diverséupecof the hacktivist community.

Research Questions
| formulated my research questions in the following way: a) Homimnymous
members identify/view themselve¥#hat are their incentives for joining the group? 2)
How doesAnonymougunction as a group®/hat are their major goals and aims? 3)
What is the structure of the group (i.e. hierarchy, chain of command, etc.)? What are the
ways of recruiting members, iif such exist?
with the risks associated wiinonymosd acti viti es? How often dec
place, are many membersArionymousnvolved in hacktivism or hacktivissrelated

activities?



II'. LITERATURE REVIEW

Hacktivism: The Background
The Evolution ofthe Hacker Community: From Hacking to Hacktivism
Hacktivism, put simply, stands for #fApol i t]i
term represents a blend of two terms: HAhac
(2001) and Conway (2003), hacktivisepresent a newer generation of hackers, which
emerged inthenid-1990s Bef ore hacktivists, there were
computer pioneers of the 1950s and 1960s,
computers at MIT and other American universite b) &édhar dware hacker .
computer innovators of the 1970s; c¢) a gen
as hackers who exploited systems for malic
programmers of the 1990s who exhibited diffete fiaspect s of t he hack
(p-2), while simultaneously subscribing to the corporate culture of companies like
Microsoft. Hacktivism was shaped in an intellectual climate surrounded by the impacts of
globalization (Taylor 2001). While previousrggations of hackers were manifestations
of a celebration of technology, hacktivists are different from previous generations of
hackers in that hacktivism is primarily celebrating human agency (Taylor 2005). The
significance of hacktivismis seeninitssugue met hods, which HAseek
allytechnologgp ased techniques with traditional an
(Taylor 2005:644).
Hacktivist Ethics & the oVillainificationo
Hacktivist ethics are closely intertwined withthe i gi n al hacker ethics.

ethicsé was first coined98dlyodk e Haoauk exrad i sH e
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of the Computer Revolutionod. Levy describe
basic principles: 1) everyone shollave unlimited and unrestricted access to computers;
2) information wants to be free and, therefore, must be free; 3) one should mistrust any
type of authority, and promote decentralization; 4) hackers are to be judged by their
technical abilities, instea@df A bogus criteria, such as degr
2011: 6); 5) hackersodo activities on compute
and 6) computers are thought of as positiyv
the bette (Manion and Goodrum 2000; Fitri 2011). The hacker community has always
opposed private ownership and/or censorship of information, as evident from the
aforementioned hacker ethic. They viewed every technology as having two conflicting
possibilities: techology can be either dominated or emancipated. Hackers saw
themselves as emancipators of technology. Full democratization of technology, in other
words, was the major ideology of the hacker community.

Hacktivists share many, if not all, of the principtdghe original hacker ethic.
Both hacker and hacktivist ethics are libertarian and anarchist in nature: their ethics puts
them Aon a col | i si o nrindostrial complex whotwishtadolwe ¢ o mme
and control the | nter 0:88). dacktiMiz canthusbeand Good
conceptualized as opponents of the power elite, which, in turn, seeks to use technology to
promote its own agendas. It is no surprise, then, that hacktivists have been portrayed by
the state and the media as villainsandahres t o soci ety. Since mos
committed against government and corporate powers, hacktivism has quickly become
equated with cyber terrorism. However, hacktivists themselves openly condemn cyber

terrorism. Some scholars (Manion and Good2000) state that hacktivists are indeed



different from cyber terrorists: while cyber terrorists use technology (including the
Internet) to commit terrorists acts, hacktivists act more in agreement with civil
disobedience than with terrorism.

An act of avil disobedience is based on the following principles: a) one should
not commit damage to peopl e orviolentoc)pmeerty,;
should not seek personal profit; d) one should have a strong ethical motivation for
committing anact of civil disobedience; and e) one should be willing to take personal
responsibility for his/her actions (Manion and Goodrum 2000). Hacktivism is somewhat,
although not fully, consistent with the philosophy of civil disobedience, especially in its
stan@s on ethics and violence. It is important, then, to distinguish hacktivism from cyber
terrorism (which uses violent methods) or cyber criminals (who seek profit or personal
gain). Even though all three use technology as a tool to achieve their goals, thei
motivations are quite different. Fitri (2011) suggests another comparison that illustrates
these differences very clearly: while cyber terrorism aims at destruction, hacktivism is
aimed at disruption.

The Culture of Hacktivism

Peerreviewed literaturedentifies the following basic components of hacktivist culture:
conspiracy theorizing, obsession with privacy and secrecy, membership fluidity, anarchic
heritage and antiapitalist sentiment, and the culture of humor and creativity.

Krapp (2005) pointsut that conspiracy theorizing represents a part of Internet
culture, and, therefore, also a part of hacktivist culture, since hacktivism is closely tied to
communication onlinéeThe authos uggest s that conspiracy t
natve modeb t hi n ki Krgpp 208576), ar@ made df theorizing about politics

and history. Conspiracy thinking all ows
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the comforting thought that soKrepphing i mpo
200577).Conspiracy theories provide Internet users with alternative ways to visualize
politics or history, especially in cases when official versions appear incomplete or biased.
Secrecy and anonymity represent another important part of online interaction,
whichis also evident in hacktivist culture. Gillen (2012) states that the culture of the
Internet is historically rooted in relative anonymity for users; it is not surprising, then,
that privacy and anonymity represents an important issue for both hackers and
hacktivists. Wray (1998) concurs by stating that politicized hackers have a very distinct
style of organization; politicized hacks a
key, and agsromnatome dosdan arfd Taylor (1998), in his sagal study
of hackers, also points out that anonymity
represents an integral component of the hacker community. The numerous online
identities and pseudonyms hackers (and hacktivists) may use onlusedrith the
purpose of masking the O6trued identity of
identity has always been crucial for hacker and hacktivist communities, as hacking
represents an illegal activity that is heavily scrutinized by tte s
Another crucial component of the hacker community, which is tightly related to
the hacktivist community, is the culture of membership fluidity. The fluidity of the
hacker community is characterized by the fast rate at which membership changes and
evolves (Jordan and Taylor 1998). Many social movements share characteristics of being
informal networks rather than formal organizations. Both the hacker and hacktivist
communities have highly permeable boundaries: their communities have no formal

ceremorée s or ritwuals, or ruling bodies. 1t cor



and networked nature of the hacking community, combined with its illicit and sometimes
obsessional nature means t ha766).&Evehthgiy t ur no
both hacker and hacktivist communities may express a desire to organize formally, high
pressures from law enforcement typically prevents such formal organization. The hacker
community, for example, may fear that a formal organization of hackers migiiuaihe
attract too much attention and lead to the capture of members (Jordan and Taylor 1998).
Thus, hacker and hacktivist communities often have an overall loose structure and
represent an informal community. Jordan (2002) claims that hacktivist conesunay
lack the solidarity that is typically present among demonstrators in mass street protests. In
other words, it may be much harder for hacktivists to build solidarity due to the fact that
they do not see one another and have limited personal contact:

ATher e ar-byincyber gpace.dMhereas a street demonstration

will reach whoever happens to be in the vicihityrotesters and passers

byi and whoever watches media reporting, no such chance encounters

will occur in cyberspace. No migkblidarity be built, as each protester

wi || not know how many others are parti

125).

Another aspect that characterizes hacktivist culture is the anarchic heritage of
hacktivists. Hackers were the founding fathers of thermet; they laid down the
foundations of political protest in cyber space, based on their ethical commitment to anti
censorship and freedom of information, as well as based on their technological
capabilities. This | ef tnaltlachéritageanalst s wi t h A
anarchistic approach to activismo (Gillen
characterized by antiorporate or anttapitalist sentiment. The idea that the capitalism

has lost its legitimacy, as well the idea that capitalisumable to communicate with its

citizens, is strongly resonated in the hacktivist community (Gillen 2012). In other words,



hacktivists have always strongly aligned n
and |i@RBrtyo (p.

The hacker communityas contributed to a series of computaated innovations
in the past, which was done Ain the spirit
characterized this community (Krapp 2005). Hacktivist culture borrows this aspect of
hacker culture; and is oftentes characterized by its use of humor and creativity in
combination with hacking. Hacktivists often employ rude, absurd, creative, and playful
methods of communicating their message, as well as sarcasm and black humor (Fuchs
2014). The famous hacktivisbitective Anonymousfor instance, is known for making
videos in very artistic and creative ways. Members of the group siiteman
Aextraordinary, u8Mhwhendheylamrth an operation ovsintply 06 ( p .
want to communicate an idea to hblic and to the media.

Is Hacktivism Ethical?

A number of peereviewed studies are dedicated to the ethical considerations of
hacktivism. It is worth mentioning that while early literature on hacktivism (in the 1990s
and early 2000s) portrayed it im#ore critical light, more recent academic work takes a
more positive and/or defensive position toward hacktivism. For example, while Milone
(2003) stresses that hacktivists need to be better educated about the importance of
national infrastructure (i.e hé critical systems that promote core functions in modern
societies, like telecommunications, power, or transportation) and the need for responsible
hacktivism, newer research stresses the importance of hacktivism as a phenomenon in
general. Hampton (2012pr example, emphasizes that it is crucial to differentiate

between expressive hacktivism (i.e., hacktivism that does not involve compromising

computers and networks) and hacktivism that is actually aimed at creating serious

8



disruptions. Further, Hamptsnuggest s t hat forms of hacktiwv
expressiveéand do not involve obtaining or
net works for commerci al advantage or finan
protection as a legitimate form pfr o t e %31).dn othgr words, some hacktivism is
morally permissible, such as expressible hacktivism that merely conveys a message, and
should be legally protected, while other forms of hacktivism that cause direct harm (e.g.,
DDoS attacks or hackiism that results in information theft and hijacking of private
property) should be rightfully punished.

Some authors (Manion and Goodrum 2000; Himma 2005) point out that
hacktivism closely resembles civil disobedience. Similar to civil disobedience, wdmch
be viewed as fAmorally justifiable as a pro
hacktivism can also be conceptualized as a justifiable form of political activism, since
hacktivism targets governments and corporations for, at least in some cageslider
reasons (Manion and Goodrum 2000). Similar to Hampton (2012), Himma concludes that
some expressive forms of hacktivism are permissible, and should not be punished as
harshly as hacktivism that causes significant damage (e.g., financial lossesipaay,
etc). In sum, even though hacktivism may resemble civil disobedience in the sense that
hacktivists claim they use no violence and/or cause no physical damage, their actions can
still cause harm; thus, hacktivism can be considered a legitimateofarnwvil
participation, but each instance of hacktivism should be considered onta-case

basis (Himma 2005).



What Triggers Hacktivism?
In order to understand how the phenomenon of hacktigeme to be in the first place, it
is important to examine the factors that contributed to its emergence. Some peer
reviewed literature provides insight into these factors and help provide context.
Researchers name t he f oliltaedtherige offhacktisanr y Ot r
These factors are also responsible, in part, for the faca¢hmism began a shift to the
digital realm: 1) the expansion of information technology in the modern world; 2) the
context ofglobal crisis and growing polited awareness within hacker communitigs
state suppression and/or limitation of traditional protest; and 4) state and corporate
control of intellectual property (i.e., copyright) and the Internet.

The Role of Technology

Numerous authors attribute thesupge in hacktivism, as well as digital activism, to the
growing i mportance of technology in the mo
and telecommunication technologies has resulted in the emergence of new urban virtual

cul t uB¥)yaccordipgo Papadimitriou (2006). The evolution from a traditional

society to a communication society, in other words, has led to the emergence of virtual
cultures and subultures. Those virtual cultures, in turn, have formed a variety of social

and political moements online, that operate on both local and global levels.
Papadimitriou (2006) refers to the online
6nod stands f-bopadé&ehoe, 6iwbpbdbed))d stands fo
Internet carbe conceptualized as a number of places that have no name, fixed location,

or identity. Hackti vists, according to Pap

Il nternet as a Obattlefieldd to promote the
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O6Not opi a6, blespaca ofthe ntemetppooaided an ideal place for
cyber groups and cyber cultures to form, thrive, and organize. Van Laer and Van Aelst
(2010) suggest that activism also moved to the online realm because the Internet allows
protestors to promote patal ideologies on a more global level and across physical
di stances, something crucial for activists
economical and political power has gradually moved to the international level, the
internet has enabled sociabuements to follow that transition and operate more
gl oballl4g)o ( p.

Taylor (2001) concurs with this idea by
leaders are some of the most wired in the world. It is thus very unwise for activists to
ignore therole of computers and the Internet in the modern world. Technology is
successfully implemented and used by state and corporate powers as a tool for promoting
their interests. Citizens, and among them, hackers, followed in these steps and shifted
activismto cyberspace, as well. Jensen, Danziger and Venkatesh (2007) suggest that
Afamong Americans online, more than 80% say
rout i 189.5Tke Infemet, according to Jensen, Danziger and Venkatesh, constitutes
anew channel that fosters the formation of new communities. These online communities
are, in many ways, superior to traditional offline communities.

One of the significant advantages of online communities is that the Internet as a
me di um f c a nitiomad degmentsaofethe adlitdal community who do not
participate offlineo (Jensen, Danziger and
the authors, represents a powerful tool to raise youth political consciousness. In other

words, cyberspace has tba@pability to facilitate political discussions that tend to attract

11



Aa wider vari ety o#l),dmwoulg otkepwise not payticipatep s 0 ( p
politically. Another important quality of the Internet is that it helps to mitigate socio
economic stas (SES).

Similarly to Papadimitriou (2006), who
creates communities that are characterized by anonymity, diversity and togetherness,
Jensen, Danziger and Venkatesh (26ad0) conc
democrati zati on of 47}, eeausp thd SES vacabld beqpmes c e s s 0
irrelevant online. It was long established that a healthy democracy cannot be achieved
without a healthy civil society.n The I nter
Danziger and Venkatesh, 2010), represents a new arena that provides individuals with
new dynamics and opportunities for creating such healthy civil society. The authors
conclude that democratic processes are indeed occurring online, and that cyberspace
represents a fAdistinct, socially embedded,
p | a c e4d)pratemthan a mere extension of offline political engagement.

Beyer (2014) echoes a similar idea. The
i nf or mat i o nsoch asdsnhengmoaswikilseaké and thdnternational Pirate
Party , and concluded that the I nternet repre
political beliefs and actions. The Internet is especially effective at mobilizing younger
gener at i o rogleonlifeyace willirgy topmebilize on behalf of abstract right
claims, and that willingness spré®)ds quick
Thus, the Internet has a strong potential not only for creating social and political
movements, but alsthanging society. Hearn, Mahncke, and Williams (2009) agree by

stating that Athe devel opment of the I nter
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i ncreasingly chal | en gi4nbgpravidirtg peopleanithinewn al s r e
ways to participate irocal and international politics.

Lastly, Fitri (2011) suggests that the Internet, besides being a powerful tool for
generating supportforneni ol ent pol i tical causes, al so
act i obh Blorg specifically, cyberspace powers participants in a way that
physical spaces simply cannot empower i ndi
unprecedented empowerShdhetntemdtastato@fori ndi vi dua
democracy discourse is both empowering and attractive for astansit hacktivists,
because it provides people with new, more effective methods of political participation.

For example, the Internet allows for the fast and inexpensive collection and publishing of
information, as well as communicating with others anddaioating action on a global
scale more effectively.

Activists around the world will likely continue to become more technologically
knowl edgeabl e and equipped; activistsod fas
direct rolein formation of hacktist movements (Taylor 2001). The Internet has
empowered activists and led to the formation of a new movement, known as hacktivism;
technology, according to scholars, is to remain a crucial tool for shaping political
discourse today and in the future.

Globd Crisis and the Growing Political Awareness of Hackers

Two other aspects that greatly contributed to the emergence of hacktivism are global

crisis, manifested through governméitsmpi ngement on peopl eds ri
political awareness within the hacker community. Taylor (2001) suggests that over time,
hackers have become more politically aware, which directly contributed to the birth of

hacktivism. Taylor (2005) states thais quite logical and natural that hacking, over

13



ti me, evolved into hacktivism. Hacking ori
technol ogi c @26); laeyon thevmeverohadkipg.has become a celebration of
technology in itself. In other @rds, Taylor (2005) argues that human agency was lost in
the hacker community, and hacking began to be associated with human subordinance to
technol ogy and powerl essness: hacking has
systems f or ta2& iThe dichetamy af hukandageficy and technological
structures are quite important in understanding why hacktivism transitioned into
hacktivism.

Hackers becoming politically aware and involved in activism has completely
changed how hacking is perceidvend conceptualized: from being subordinated to

technology and simply pursuing technological means as an end result, hackers started to

see themselves as social and political nwa
have undergone a transitionfrémp ol i t i cal ly unenlightenedo i
Apat hol ogi cal conformity to the ®&0)rtes of i

politically informed and proactive individuals. The hacker community needed this
6refocusingd i numantdeahnt ol agey od v tihmeb ehl a n c
Another study (Taylor 2001) also suggests that hackers evolved into hacktivists in order
to be fnaccepted as a 1) ledhertwordsathisgrangiteon ftomo f s o
hackers to hacktivists was @sponse to their increasingly growing marginal status.

Yet another significant factor that contributed to the upsurge in hacktivism is the
60gl obal crisisoé: the political and economi
can be exemplifiedigl obal i zati onsd negati veladboompacts |

laws, etc.), for instance, or the growth of corporate and state power across the globe.
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APol i tical and soci al concerns surrounding
attentonoh ac ker s . Hacktivism has emerged as a ¢
of corporations, banks and governmentso (F
crisis of capitalism and a crisis of the state, across the world, created the contexhin whic
resistance is shaped, in this case in the form of hacktivism.

Suppression of Traditional Protests

Some scholars suggest that hacktivism can
suppression of traditional methods of protest (i.e., street protests). Although hacktivism

i s not directly caused by thesugeimt edbs supp
hacktivism is related to governmentso6 atte
protest.

Yip and Webber (2011) suggest that the
express t h2e) freeesluilntgso i(fepseptienenpnitheibstudyfttee |l i n g
authors use the concept of ressentiment, which states that actors engage in social
movements, or protests, when they feel deprived of certain rights they feel entitled to, to
explain why an upsurge in hacktivism happened in modern Chimaughout history,
the Chinese government often shut down At h
citizens could voice thei)rr dngers dwver Ap alcik
f or physi c &)lthatged Ghiness titizeds tge@n alternative arena for
protest: the Internet. According to Yip and Webber, hacktivism represents a creative way
to resist the governmentds control of phys
citizens to express their emotions and feelinges$entiment. The authors also
hypothesize that in times of important political events, hacktivism membership (the

number of people participating in hacktivi

15



study (2011) confirmed the hypothesis: hacktivismin@a (e. g. , t he hackHt
membership) rose during times when the Chinese people were or felt threatened by their
government.

Similar to Yip and Webber, Fuchs (2013) states that hacktivists often become
involved in situations where traditional pests are under attack. More specifically,
Fuchs provides the exampleAfonymousand their involvement in the Occupy Wall
Street Movement (OWS). The hacktivist collectAronymousook interest in the OWS
movement when peaceful street protestors wesataned by the police. In other words,
hacktivists became involved as a result of police brutality and aggression toward street
activists.

Control of Intellectual Property & the Internet

A series of studies suggest that hacktivism has emerged as a eekpstage and

corporate control of intellectual property. Bakioglu (2013) suggests hacktivism has
emergedasanetwelkkased i nitiative in response to A
the behest of copyright, 0 apsr oweelrlt ya sa nidt epnrsi
(p.1). Bakioglu uses the conceptgibbal network capitalis(iGNC) in his analysis of

the digital rights movements and hacktivism. GNC is defined in the following way by

Fuchs (2007):

AGlI obal net wor k c a pnratiormal organisational based on
model, organisations cross national boundaries, the novel aspect is that
organisations and social networks are increasingly globally distributed,
that actors and substructures are located globally and change dynamically
(new nodes an be continuously added and removed), and that the flows of
capital, power, money, commaodities, people and information are
processed globally at higgpeed. Cyberspace allows the global
flexibilisation and global extension of social systems in spacethend
overcoming of temporal limits, it supports the transnationalisation of
capitalism. Global network capitalism is based on structural inequalities; it
is made up of segmented (economic, political, cultural) spaces in which
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central hubs (transnational parations, certain political actors, regions,

and countries, western lifestyles and worldviews) centralise the

production, control and flows of economic, political and cultural capital

(property, power, skills). Global network capitalism is an antagonistic

systemgtransnational networks are both spaces of domination and spaces

of potential liberation frond 0 mi n gpt 49)o n 0

Both Fuchs (2007) anBakioglu (2013)note that GNC represents an antagonistic
place, in which both control of information and tlesistance to such control-eaist. In
other words, while the state or corporations may attempt to control intellectual property
(such as through copyright), there is also an opposition to such control (e.g., hacktivist
movements). A specific case of suelsistance can be seen in the example of the
Operation Payback, launched by the famous hacktivist and activist rmungymous
which emerged as a response to attacks on digital piracy.

Government attempts to exert influence over communication technalegie
the Internet in particular, also triggered hacktivism, according to Hearn, Mahncke, and
Williams (2009). Hackti vibamerde wa® dgansted f @i.
global political and corporate superpowers. Hearn, Mahncke, and Wl{2D09) use
the medium theory to explain why hacktivism came into existence. Medium theory
fassumes that tools such as the Internet a
(p-1). More specifically, medium theory proposes the following idea: vahrew form
of communication is introduced into a society (for example, the Internet), the society will
be affected culturally, socially, politically and economically as a result of the introduction
of this medium (Hearn, Mahncke, and Williams 2009). Triterhet is obviously

Achanging the | andscape of political di sco

the Internet has also resulted in the emergence of power relations between authorities that
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actively try to creat e eaociétynowhichpheyexistof know
Hacktivism emerges as a response to such digital hegemony of state and corporation.

Hacktivism can be seen as a response to the threats to modern communication
technologies, posed by the elite. Hacktivism came to be pattiatiause there was a
need to defend cyber space from the hegemony of political and economic elites. In this
respect, hacktivism can be conceptualized
Mahncke, and Williams (2009). The authors define culture jammira s A mani pul at |
the mass media by artists and activistso w
meani ngs or [ coun2.AaA classicglamplesfcetor®jamyming dapbe
seen in graffiti: while grigafrfyiotiatcdn resppédae
underlying purpose that goes beyond vandalism: undermining the intentions of those who
created the billboard or advertisement. Similarly, hacktivism emerged not with the
purpose of vandalism, but rather with the purposénaflenging corporate and state
power over technology, as well as raising awareness about the dangers of such control to
society.

The Hacktivist Collective AAnonyn

Background

The collective, known under the natieronymouscan be defined as a networked

movement, which is often referred to as a hacktivist community by scholars (Fuchs

2014). Fuchs (2014) describdgonymouss s fiunpr edi ct abl e, anarch

ambiguous, confusing, exaggeratory collective of the nasyeddsose network without

me mber s that has | oose goal 891).in which ev
Even though scholars often referAnonymousss At he Anonymous ha

gr oup-dew(d13),ior a hacktivist group, the true membership of the colléstinat
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very welkknown. It is known, however, thAihonymousepresents an aihclusive

collective that may consist of both hacker and hacktivist, as well as individuals with less
technological knowledge. Fuchs (2014), for instance, claimAthatymouss

compromised of hackers, geeks, technologists, human rights advocates, and activists.

Anonymous®riginated on the message board 4chan.org, which is dedicated to
Japanese mangas (Ifrah 2008; Mansfl@&Vine 2011). The message board does not
require uses to register an account or reveal their identity, and the majority of users go
by the name fianonymous, 0 wbhAnonymous@reofl at er a
the first collective actions b&nonymougan be tracked to 2006, when members on the
4chanbar ds organi zed and carried out fithe bl c
online community Habbo Ho tAeohymougatinchechas 201 4)
campaign against Hal Turner, a talk radio host known for white supremacy and fascist
viewpoints.

While some earlier campaigns by the collective were motivated by a desire to
6troll 6 (i.e. frustrate) individuals they
Anonymoub ecame more political in 2008, when i
the Chuch of Scientology (Fuchs 2014; Serracinglott 2013). In other words,

Anonymous began as a collective with primarily prankster intentions, but later evolved
into an organization {ohatenfiadoptteadsad rmMmoMoa g
2013).

By 2010,Anonymousiad become an internationally recognized, scandalous

group. The group launched DDoS attacks as part of Operation Payback against Amazon,

PayPal , Master Card, Visa, and PostFinance,
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attempts to blocklonations to WikiLeaks, an international Rorofit journalist

organization that leaks and publishes confidential information provided by anonymous
sourcesAnonymousvas very supportive towards WikiLeaks throughout the incident and
currently. It is logial to presume that the ideologies of baAttonymousnd WikiLeaks
overlap (Serracindnglott 2013): both promote extreme transparency for institutions in
combination with strong privacy rights for individuals.

AAnonymouso as O0Cyber Vigilantesbo

Serracinelnglott (2013) proposes thAnhonymougan be better understood through the
concept of O6cyber vigilantes. 6 The author
phenomenon, should not necessarily be interpreted as unjustified, wrong, or immoral.
The phenomenoaf vigilantism is typically usetb describdictional characters (e.qg.,
Batman orSupermal who stand up for the weak times when the law fails to defend
themVi gi |l antism can be defined as fAthe organ
by anagent or agents who are not willingly accountable to the state, for the purpose of
controlling (preventing and/or punishing) criminal and 4eoiminal, but still deviant
act i o22%)0Vigilames are driven or inspired by concerns for justice anddhe w
being of their community.

To be qualified as a o6vigilante, 6 one s
(Serracinelnglott 2013): 1) the action of vigilantism is to be carried out by a person who
is not willingly accountable to the authorities; 2)act of vigilantism should be a
premeditated acti on; 3) an act of wvigilant
Asystem of mini mal 229); ke dcteohviilarismemustleel ues o ( p
motivatedby aconcern fojjusticeor thewell-beingof the community and 5) an act of

vigilantism is to contain violence or thre
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According to Serracintnglott (2013),Anonymousdulfills all of the aforementioned
criteria, except for the threat of violen¢¢owever, Serracinénglott states that in the
modern, technological world it is important to redefine the concept of violence. Although

violence is traditionally seen as a physical act, in the virtual world it can be re

conceptualized psniitheeexptrensts onawd fAno |

of violence for satisfyi ng23@).1Hfeve conceptudlizent e b s

violence as punishment, rather than physical violence, hacktivism can fulfill the fifth
criterion for vigilantism, as well. According to Serraciimgglott (2013),Anonymougan
indeed be considered vigilante because of their use of punishment and threats of
punishment.

Vigilantism can be conceptuaPbk32)zlisd as
primary purmse is to defend the wedeing of the community and to make sure that

cherished norms and values are being defended and maintained. Thus, even though

i

vigilantes use violence (or punishment), the latter is somewhat meaningful and necessary

for society in sme cases. Use of violence/punishment represents a necessary component

of vigilantism.Anonymous an be seen as O6épositive dev

Inglott. In additionAnonymoust | so represent o&édeviant innov

ARat her t han nstegcheegetsocalgoals,lthey cvee a

conform to them, taking the ideas that digital technology permits perfect
replication to its extreme normative conclusion (expressed as antagonism

to Intellectual Property, demands for increased transparency from

instit uti ons and substanti al protection
237).

AANnony mouBan dist ¥E & t hGne®Pol i tics of No

i an

of

[

Wong and Brown (201Bandiserybdef chanortyleopst r oéd n & |

Theconceptofdandi ts represents an extension
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bandit, o which was i ntr odkEkricHodsbawwySoaial Br i t i sh
bandits represent nobl e rtinjudice prenariybyr &6 Robi n
taking from the rich and giving to the poor. Social bandits see themselves as righteous
because they see themselves, as well as people they strive to defend, as victims of
injustice. Ebandits, in turn, represent modern day Roboods, believing that freedom
of the Internet is being threatened by the major powers within society (the state and
corporations). Just like social banditdyandits (i.e.Anonymougsee their actions as
justified and/or morally permissible. In other wey@ctivismgoneelectronic can be
concept uablanzdeidt rays, oheor hackti vi sm.

Unlike previous generations of hackers, who attempted to hide their activities,
most hacktivists want their actions to be noticed or discoverbdnHits are different
fromot her hacktivists is that t-ilegglandlegal wi | | i
activities that result in negative or at least costly outcomes for their targets, thus
distinguishing them from some hacktivists who simply want to post videoshaif loé a
c a u s d@?2).(Inpother wordAnonymousas ebandits, represent a separate subgroup
among political hackerg&snonymougpursues activism through the anonymizing
technologies of cyberspace. The use of such technologies makes it hard, if not
impossible, for others to discover their identities. Even other membArsoolymous
often struggle to identify one another.

E-banditry is accomplished through the use of anonymizing technologies and
represents an important social phenomenon, as well asaachist movement.-E
banditry, accordingttWvong and Brown (2013) inspires in

democracy and c1022). Ehe IntermechasiastrosgmobiliZing .
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potential, and the modern Int eaesat 6s ( Web
condition for O6the politics of no one. & Wo
oned as politics of act or-lsanditsialvdyerantaini dent i t
hidden or concealed). Anonymity in this case is used as a tool focgaction rather

thanas a tool for building networks and communitiesdnditry is liberating and

inspiring, in that it allows everyone to |
Ebanditry, i n ot her wor dolvedwithautgiviagtHemabout g
faces, names or even ne d@E)slhersignifigancaoffthe® si t i o

politics of no one and-banditry should not be overlooked, especially in the face of state
and corporate attempts to control the Internet.
Political Worldviews& Core Valueso f A An oony mou s
Fuchs (2013) describésonymouss a collective with fluid and heterogeneous political
worl dviews. The collectiveds political bel
liberalism, communism, adi b e r t a r 345.Anors/modiss 4 phuralistic
movement, in which different views and ideologiesegest and complement each other.
Coleman (2013) concurs by saying that the
ideology is an essential sponent ofAnonymousgulture. This vibrancy of political
worldviews has directly contributed to the, so far, success and effectiveness of the
collective. Some scholars (Wong and Brown 2013) proposéti@atymougpolitical
goals revolve around the follomg major issues: 1) antensorship and freedom of
speech; 2) privacy; and 3) Internet security.

Fuchs (2013) mentions the following basic political valueAranymous

(borrowed from the OAnonymous Manifestod):
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accountable community, in which information is free (i.e., uncensored or uncontrolled),

and protection of cAnonynoess a dlledtivelsegpeciallg s and

antagonistic towards statesdé surveill ance

citizens.Anonymoustated (Fuchs 2013) that it bases its political values on the following

core principles: A1) the media should not

be attacked, and 3) one shaal d work for ju
AThe focus on the I|ibertarian values of

information, and press dominates Anonymous

Even thoughAnonymoushares libertarian values, the group does not embrace corporate

or state power. To date, the main targetéibnymousave been government and

corporate Anonymougarticularly sees a threat in the latter. Freedom of the Internet

(which represents a central issue for Anons) and of the people are both threatened by

corpoite and state powers, accordingh\ttonymousThe collective demands that the

Internet be controlled by civil society, instedshonymouss also known as a strong

opponent of class inequality, and is preoccupied with secomomic justice worldwide

(Fuchs 2013). As a result of his empirical analysi®dobnymoud@ publ i ¢ communi

Fuchs (2013) concluded that: 55% of Anons aligned with pure liberal values; 8% with

pure socialist values, and §1372)% bl ended | i

Organizatond Channel s of AAnonymous?oO

Anonymous often states that they represent an idea (Fuchs 2013), it is common to see
members posting or espousing the following motto in online videos, chat rooms, and on
message boards: AANONymMous .Ansnymousexisgsan e. An
an i da48)oThesprveyofpeerevi ewed | i terature on the

channels makes it clear thraonymousloes not have a clearly defined membership:
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anyone can join or leave the group at any tisr@nymousas ®me scholars also note,
claims that it does not have any leadership and/or hierarchy. Some authors (Shalin Hai
Jew 2013) acknowledge that the loose or fragmented charaéteonymousnay
contribute greatly to the groupds adaptabi
be viewed as a strategy of the group. However, it is worth mentioning that the collective
does not represent a purely leaderless group (Fuchs 2013). Sonzessehgdhasize that
there are core activists withAnonymousi wi t h speci fic technical
organi zational skills who ca349).\ySo,whilé¢a t he co
clearcut hierarchy may indeed not exist within thdlextive, a certain division dabor
is evident.
Anonymougan be characterized as a hacktivist collective that uses a critical mass
to achieve its goals, the group is reliant on a large number of the members participating in
an att ack oansfiéldDpvine 2011). Scierdtists((Gbdbnway 2003; Jordan
2002) divide hacktivists into two basic categories: mass virtual direct action (MVDA)
and individual virtual direct action (IVDA). Hacktivists who fall under the MVDA
category are those who rely oncbing a critical mass, while hacktivists who fall under
IVDA act alone.
Although Anonymouss known for providing members with both options for
virtual direct action, overall, the group, overalls r el i ant wupon o6écritic
efforts). Ths is especially evident ilinonymou8 | aunches of-ofdi stri but
service (DDoS) attacks, which are carried out with the help of automated applications,
such as LOIC and HOIC, that membergdobnymousise to overload/crash websites

with traffic. SeracincInglott (2013) concurs by stating that Anons show strong
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preference for Internet Relay Chats (IRCs), message boards, as welsaafite)
services: all of which is indicative that
controlofstat egi ¢ assets t hr oB2@)hAmang, in btheewords) mmu n i t
show appreciation for the community; the community or communitarian spirit of
Anonymougan be evident though the fact that the group frequently uses mutual support
efforts as a stragy for achieving goals.

Anonymousepresents a participatory collective (Coleman 2013)-fdoh savvy
individuals are welcome to participateAmonymoud act i vi ti es: one may
choose to help others write press releases and reports,iee to€dia interviews; people
who have designing skills can use their abilities for designing propaganda posters or
editing videos, and so on. To join the group, one simply has to identifyAwdhymous
and its core valued&Anonymouseither expects partitar abilities, nor requires them
from those individuals willing to join. Wh
respected and/or appreciated witAimonymous t hey fAdondt erect ent
control the evol ulR)loatherovdridAonpmoyssranalis 6 ( p .
inclusive group that welcomes help from all fronts. Mansfi2idine (2011) and Shalin
Hai- Jew (2013) also note that maAgonymousnembers lack sophisticated computer or
hacking skills. DDoS attacks, whignonymousnembers often employ to crash
opponentso6 sites, are not technically comp
thatAnonymousloes not represent a pure hacktivist community, since many participants
are not technicalbgavvy.

Coleman (2013)lso provides interesting insights into héwwonymos 6 me mber s

choose targets. The author proposes that the operations of the collective are primarily
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reactive, and that various local and international events or incidents can serve as triggers
for action byAnonymousAnonymousepresents a collective of individuals who react to
events rather than choose them randomly or chaotically. Lastly, Coleman (2013) suggests
thatAnonymoushould be conceptualized as a reaction to certain trends in society (e.g.,
govanments worldwide attempting to control the Intern&tjonymougan thus be seen
as a positive social phenomenon because the collective, along with other hacktivist
groups, provide citizens with new creative
participat o n d.7).(Itjs worth mentioning that even thou§honymouss often
portrayed as a group of violent hackers by the media, most Anons never break the law
(Coleman 2013).

MansfieldDevine (2011) suggests another positive effeé&ranymousnd
similar groups. The collective helps to raise security awareness and remind us that
modern technology is incredibly vulnerable. Security is lacking in modern computer
system and software: fAsystems arepand patch
hacktivists constantly remind society of these facts.

The Importance of Anonymity and the Guy Fawkes Masks

Fuchs (2013) states that Athe empl oyment o
i mportant f or 49A Mhe masks evorrsby mibeps.sedve as an expressive

means to grab media attention, and therefore represent a media strategy, according to

Fuchs (2013). Coleman (2013) suggests anot
Fawkes masks. According to Coleman, the masks hayeatso | i ¢ pur pose: A C
Fawkes masks and headless suited menésymbo
of anonymity, which t heylb)dmother dords,iCalemdare ed an

proposes that masks convey the message that anonymity is sapwthtmost
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importance ttAnonymous The masks are also part of the
Aunpredi ct abi | 1L5) asthamadks raigesavagietyyobquestions about
who Anonymouss and what will they do next.

Serracinelnglott (2013) also suggsts that anonymity and pseudonymity
represent an integral part of thAeaonymousnovement, rather than the mere means of
protection that members use to avoid being identified or arrested. The culture of
anonymity that cl| ear |iybuiktuonghe snponande lattachedt he ¢
to the ability t o2®x puchs313)suggestsahatfmerhbersea | y 0
Anonymousisethe masks, as well as computerized voices, in their videos in order to
protect their identities, which allows the participant to express his or her thoughts more
freely.

Importance of Humor and Creativity

Fuchs (2014) claims that the cultureAsfonymaisis generally built around doing

unusual things (©4). Fuchs states that humor represents an important element of

Anonymoud cul ture and is used by the collecti\
makes fun of its political opponents and uses clow(iarthe form of Guy Fawkes

Masks armies) as a symbolic strategy to at
104).

Unlike other hacktivist and activist collectiveésponymouss known for using
creativity as a t ool wideosmre techootogcally tosipleg,0 al s .
professionalized, according to Fuchs (2013
artwor ks, hi ghl y 350).dkethighlyartisiacrstgle dinorntymosss i c 0 ( p
mani fested through ¢tbmbrnédigntat diragift alor]

such as videos, press releases, posters, and so on.
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[l . METHODOLOGY

About the Forums

The forums of Anonnews.org represent a place where anyone can post messages
anonymously. In other words, the forums do not neusers to register or provide any

type of personal information. In fact, in order to post on the forums, one only needs to

confirm that he/she is human by simply typing a given random combination of symbols

and numbers (known as a CAPTCHA, this is adgpio confirm a user is human) in the

window below your post. Users remain practically unidentified on the forum. The

majority of people posting messages do so under the same generic nickname
O0Anonymous, 6 while only a sthesslighttyfmoracti on o
unique, nicknames. | only noticed a few users, throughout the time | spent on the forums,
who used nicknames resembling real peopl es
is one of the guiding principles which are agreed uponshysiérs.

A glance over the forumbés content i s en
are far from what people typically think of or associate with a traditional forum. While
traditional forums and message boards tend to have administrators (gekreradtyas
6adminsé or oO6moderatorsd), who O6watch over
way control the content of the board, the Anonnews.org forum has no moderators, or, at
least, their presence is not felt. The absence of moderators is showghtkire free flow
of information, which includes large amounts of spam (advertisements and random posts
by strangers is just one example). In fact, going through the content of the forum was
more like going through an unknown forest: stepping over braraitekaves, and only
occasionally finding tips that gave me some sense of direction as | was going towards. It

is quite rare for a forum to be completely unregulated since a lack of regulation typically
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makes it much harder to navigate through posts f@itoens on Anonnews.org are indeed

hard to navigate.

The developers of the forums, however, make an attempt to organize the forum by

dividing the posts into broad categories. The broad categories or sections of the forum

currently include (from top to battm)

OAnonymity,

foré

A

0]

6AnonNews.

Cryptography,

or g

Not

i ces &

Decentrali z

Ol nt er REentg | & she,dbi aa.n6d O66NPoonl i t i Cc s

fact that the developers grouped posts intteght sections, some of the content still

ati on

and

barely makes sense: every section of the forum is infiltrated with spam. Not surprisingly,

| had to take every word with a grain of salt.

New: you can now report spam posts and other posts breaking the rules. Please do so every time you find one.

Additionally, be aware that any shady offers such as "credit cards for sale” are most likely scams and will get you in trouble.

Category

AnonNews.org Notices & Feedback

Last post: Selling Credit Card + Westernunion Transfer + Bank Login + Track1/2 + Acc

Software @ October 7, 2013 15:13:37

Anonymity, Cryptography, Decentralization, and Security
Last post: Selling Credit Card + Westernunion Transfer + Bank Login + Track1/2 + Acc

Software @ October 7, 2013 15:13:48
Anonymous

Last post: Selling Credit Card + Westernunion Transfer
Software @ October 7, 2013 15:13:53

I'm looking for...

Last post: Selling Credit Card + Westernunion Transfer +

Software @ October 7, 2013 15:13:58

Internet & Media

Last post: Selling Credit Card + Westernunion Transfer +

Software @ October 7, 2013 15:14:04
Non-English

Last post: Selling Credit Card + Westernunion Transfer
Software @ October 7, 2013 15:14:11

Politics & Government

Last post: Selling Credit Card + Westernunion Transfer +

Software @ October 7, 2013 15:14:19

+ Bank Login +

Bank Login +

Bank Login +

+ Bank Login +

Bank Login +

Track1/2 +

Track1/2 +

Track1/2 +

Track1/2 +

Track1/2 +

paypal +

paypal +

ccpaypal +

ccpaypal +

ccpaypal +

ccpaypal +

ccpaypal +

Ship Electronic

Ship Electronic

Ship Electronic

Ship Electronic

Ship Electronic

Ship Electronic

Ship Electronic

+

+

+

+

+

+

+

Threads

4167

2327

3877

2957

2349

1677

2639

Posts

11092

5487

19061

10396

4821

2317

7740

Even

me s S

1BZDeCvxBoUtRERET

UzxtPytzd (changed!)
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Figure 1. The main page of the forumwww.anonnews.org
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sti || some attempts made to eliminate the
removal tool has already been made, and you may have noticed already that spam is
removed faster nowéo (Anonnews.org 2013).
on the forum, however, | have trained my e
spam. Asitme passed, some themes finally started to emerge.

| grouped the themes into three broad categories, based on their content, for a
more organized analysis. The first group, which is dedicated to answering the question of
who Anonymousire, as well as skong how group members view themselves or/and
identify, revealed the following patterns/themesAapnymousepresenan idea rather
than a group; bAnonymouss not likely a hacktivist group, although hacktivists
definitely exist within the group; and Anonymousejects leadership/hierarchy which
leads to the possibility that leadership may indeed not exist within the group.

The second group of themes is the patterns that describAmmwymous
functions as a group. These themes include: a) membetssiisg the ways current
and/or future members énonymougoin or leave the group; b) members of the group
discussing hovAnonymou®rganizes/reaches common ground, especially in times when
group members decide to take action (hack, have a street pettestc) the ways that
group members see their goal withinonymousand d) the public image of the group,
which was often debated on the forums.

Finally, the third group of themes revolve around the values and beliefs of the
group members. The themiesthis group include: a) the way group members view and
understand hacking and security; b) the symbolism of Guy Fawkes masks, which

members oAnonymougrequently wear during street protests, as well as online; c) the
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theme of group meatiergeasedmakerd er nevolutioyaries; gnd d)
the theme of anarchism, which was oftentimes brought about and/or discussed by
members oAnonymous

Content Analysis Specifics

Since very little research has been doné@acktivismand/or hacktivists,red Anonymous

in particular, my research purpose was mainly to conduct manifest content analysis
(content analysis which describes and analyzes the information readily available on the
message boards) versus latent content analysis, or the analysis ofrhekkages.

When | started analyzing the forumbds <co
consuming task since it is infiltrated by spammers. A large portion of the content on the
forums was taken by messages that either did not make any sense, or wigre simp
irrelevant to my study. Therefore, | had to come up with specific measures of how the
data was to be sorted through and analyzed. Each section of the forum included multiple
threads. Here is an example of the way in which content appears when visitingfe

the forumbébs major sections:

AnonNews -

Figure2.For umés tkreadsersations in each of t
presented in a list format; each thread displays the number of user responses (or
orepliesd).
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The first step in my content analysis was go through each thread/topic
separately and briefly overview its content to get a feel for how people post and reply.
After going through approximately 280 of such threads, | got a general idea of what the
content was and whether it was worthy ofselbexamination. The number of replies and
the name of each thread itself also often pointed toward what content could be expected
in each of the discussions. For example, when a discussion had 0 or very few responses
and/ or hadSeling CMV-DUmps TRAGKel&2Bank Login, 0 this
that the discussion was most likely spammed (i.e., someone trying to sell questionable

services/products, etc.) and/or had ‘p@mtinent content. The low response rate also

indicted that users of the forums makely had no interest in a specific thread/topic.

Create new thread

Thread Title Replies
Anonymous Hock\ng tools
I'm new here and | was wondering if you have any hacking tools such as LOIC and if so can
Bank Logms Pr\ces durnp+pm poypo\s wu trﬂnsferl cvvs whit full ... 0
--Bank Login: s dump-+pin poypal tronsfert cvvs whit full in
gung stalking & e\eclromc hqrussmem. freedom of lhoughl in... 235
yohoo group devoted to victims of mind control, | saw a link to o story on Anen thot
Sell CW Good Bcﬂcmce Poypcﬂ Dumps Trdck Bug Transfer WU (... 0
Sell cw GooglBalal e k-Bug Troi WU (.
Seng CW Dumps TRACK 1&2 BanR Logm Acc PayPal-Transfer... @
e - Hello

ALERT internet child exploitation unit..Edmonton 265

The unit is in shambles ond it is drowning in ts shitpile. Pplease check hockey rules

He\p gemng Hme Group Io bock off 18
o people led compaign ogainst the dog meat.

SELL CVV GOOD bc]\c]

1 http //sellccvv.com/
ATM CASH OUT :http://www VeV WE

Selling cc Dumps Track 18 2 fullz login

Sell CWW-Dumps-Bank Login-Acc PayPal-Transfre WU Online-Shipping-ALL...
*=*==Hello all buyer *~*****I'\l HACKER GOOD******* - I'm seller is.

[YIM : SELLTOOLSPRO] SELL RDP, SMPT, CPANEL, MAILER , EMAIL PASS ...
Sales Rdp . Mailer , Smtp , webmail, Cpanel , sofware hacking tools , shell, Email and

Sell CWV US UK CA AU Fresh All Country! Wu Transfer
Y/H: boss.cww_sell :=>>SELL Cvv[SSN/DOB/FULLZ)/Dumps & Trock/Tronsfer WU/Poypol.

0
0
0
0

Figure 3. Sorting the threads/topics based on the number of replies (or the interest
of the responding group members) and the name of the thread

After | went through each of the threads/topics, | decided which to eliminate.
Those that were eliminated mostly consisted of topics xgtbreplies. The entire list of
topics was printed and the selected topics marked off for further analysis. Ttefiste

eliminated topics looked like the following:
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Thread Title Replies

gang stalking & electronic harassment: freedom of thought in... 235
On'a yahoo roup devotedto victims of mind control, 1 saw a nk to a story on Anon that...

ALERT internet child exploitation unit..Edmonton 265
The unit is in shambles andit is drowning in its shitpile. Pplease check hockey rules...

Help getting Hate Group to back off 18
Anon friend and ARA sent us here. We area people led campaign against the dogmeat...

|

Figure 4. Further analysis of thef o r utopi@ss list of forum topics wascopied and
pasted in Microsoft Word; the grayed out topics indicate the topics that will not be
analyzed further
Once all ofthe topics in each section of the forum had been reviewed and

el iminated of O0baddé topics, |l had signific
reading through each of the topics carefully instead of just eyeballing the content. As |
was reading thragh each of the discussions, | placed some comments on the sides that
helped me to sum up what direction the discussion was going in and what members
simply discussed. As | marked the topics, certain themes started to appear. For example, |
noticed that seaity and different computer tools/programs were discussed more

frequently than, | etbés say, topics on how

more rare and unwelcomed by the majority of group members.
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Forum > AnonNews.org Notices & Feedback >
Anonymous Hacking tools

Anonymous

December 24, 2012

02:57:40

Report spam

I'm new here and | was wondering if you have any hacking tools such as LOIC jand if so ¢an__.—{ Comment [CE1]: Tools, programs, {010 ]
| have the download links?

Anonymous

February 17, 2012

07:03:40

Report spam

Please don't use LOIC. It exposes your IP address [VPNs are not trusted and you can't use . .- { Comment [CE2]: Dangerous to use LOIC )

LOIC over TOR) and it dogsn't have a purpose anymore... media doesn't care about DDoS
anymore so you won't actually achieve anything.

Anonymous
February 18, 2012
20:56:23

Report spam

Figure 5. Identifying wide subjects withihneach f orumés t hr ead

As | read through the conversations, | began to notice that some of the subjects
(for example, discussions of tools and pro
were more favored than other subjects by the forum memberseAd the discussions, |
would note, in a separate document, the list of most frequently repeating subjects. At this
point, | also began separating the subjects into groups. For example, topics dedicated to
programs like LOIC, or discussions about how tokhavere brought together into one
category named ATechnical conversations, 0
Anonymous as a group (what the group is about, etc.) were brought together under
AAnonymous Basics. 0 The |Isiosginallycfeatedinbj ect s t
handwritten form, but for the purpose of example, | created a digital list that resembles

my original.
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Forum's Topics
Technical conversations:
Loic
TOR
How to secure IP address
Learn how to hack
DDo3

Doxing

How to stay Anonymous
Anonymous basics:

Anonymous is idea

Anonymous as a loose collective

Anonymous is non-traditional group

No leadership/hierarchy

Public influence of Anonymous

Diversity within Anonymous.

Figure 6. The list of most frequently repeating subjects/topics

My next step was to organize the subjects in a better wagegaould make
more sense. For example, the discussions of programs such asUo@O«bit lon
Cannon) or HOIC (High Orbit lon Cannon) were related to a discussion on how to secure
your IP address, in the sense that both were discussed in relationder awerest of
users’ maintaining security while online/hacking. While some of the conversations
represented a part of a bigger theme, other subjects/topics were less so, even though they
were mentioned from time toudd,me.s ol a&x aus
LOIC for DDoSing a site or Doxing for stealing sensitive/valuable information, were
mentioned in the discussions; however, they were not mentioned nearly enough to
become a separate theme as they were mentioned casually but neveedistdetail or

represented the center of the discussion.
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Forum’s Topics

Technical conversations:
LoIC
TOR

Howto secure IP address Hacking help

Learn how to hack . Techniques|

DDOS e
Doxing
Howto stay Anonymous

Anonymous basics: Who are

/Ancnymous?
Anonymous is idea

Anonymous as a loose collective 74
Anonymous is non-traditional group Structure
No leadershipfhierarchy

Publicinfluence of Anonymous

Diversity within Anonymous Public image

Figure 7. Regrouped subjects/topics

In other words, because some of the subjects were related or were essentially the
same, | regrouped/merged multiple subjects to make up larger emoepassing
themes. After | decided on a complete list of themesyréad the content of the forum
once again with the purpose of selecting quotes that reflected the ideas best. | copy and
pasted each quote in a separate document while also inclbditigk to the thread from
which the quote was taken, in case | needed to further review the thread. The list of

guotes looked the following way:

http://anonnews.org/forum/post/2444

Anonymousis anidea, it is not peoples identities. When will it finally sink in, Anonymous is a modelthat
defies social stratification by perpetuating the myth that there must always be a single authority figure.

Anew modelof human organization, ng leaders, with everyone rushing to the fight fromall directions
like a hive. People united around a common cause ratherthan a leader. That is whatit meansto me.

Utter stupidity, This infant talking of anonymousas if it's an organisation...
Anonymous is alegion, Anonymous everywhere, and motherfucker, it's an idea. How can you even
beginwhenurendis near,,

I'don't think you grasp the idea, anon works similar to a virus in humans. Anonis the virus to western
culture, it is necessary to break down and build up in order to restructure culture in ways appropriate to
our humanity. The question is whether we're pushing or pulling in the right spots.

Cyherterrorists? Forthe last fuckingtime, 30% of us don't want anything to do with the hacking. And
who the fuckis agent? Never heard of em.

http://anonnews.org/forum/post/35754

Figure 8. Selected quotations for content analysis in Microsoft Word document
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After the large themes were identified, along with quotes that represented/backed
up the themes, | could start writing up my report. Not all of the quotations were used,;
while some of them were used repeatedly throughout the report.

Interviews Specifics
The goal of interviewing security professionals was to discover their understanding and
perspective on hacktivism, as well as groups AikenymousThe companyny
respondents are employed with represents one of the largest security companies in the
United States, and operate worldwide. For the purpose of protecting my respondents, |
am not disclosing the name of their firm. The company offers security technology
security management services, and operates a consulting firm that specializes in incident
response (forensics), security research, as well as network and application penetration
testing.

My respondents held positions of Security Analyst or Security @@mt, and
were responsible for performing network and application penetration tests; most had been
with the company for an extended period of time (at least a few years). Below is the
breakdown of the job titles for my interviewees:

Security Professional6 Of f i ci al Sdwity CdmpamynXxs wi t hi n

Respondent #1 Security Consultant
Respondent #R Senior Security Consultant

Respondent #B Security Analyst
Respondent ## Security Analyst
Respondent #b Security Analyst
Respondent #6 Security Analyst
Each interview contained eight questions, which eventually formed the themes |

am analyzing below. Question one asked the respondents about their familiarity with
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hacktivism and/or groups likknonymou¢ i What do you know about
the groupAnonymoud 6 ; when the respondents provides
often asked afollou p questi on, AWhat specifically do
hacktivism orAnonymou® 0 ) .

Question two concerdehe effects of hacktivism on the security industry: in this
guestion | asked the respondents whether they believed hacktivism had changed the
security industry in any way, or whether, they felt the effects of hacktivism personally?
(AWhat ef fckeiwsts and thegvoaps likéenonymousad on the security
industry?0, and fiHave you personally felt

Questions three to eight were more focused on the specifics of hacktivism. My
goal was to see how the respomigeconceptualized hacktivism and groups like
Anonymousand what were their personal feelings were about them. My third question
examined the respondentsd ethical perspect
et hical , i n vy o uughhagktiviem ioilledgalpmy.goaBvastaunderstand
how the respondents viewed hacktivism from legal, moral, and ethical standpoints.

Question four examined the issue of anonymity: | asked my respondents about
possible reasons why anonymity is so impatrfar hacktivists, as well as traditional
activists (Aln your opinion, what are some
anonymous?0) .

Question five dealt with alternatives to hacktivism: | asked my respondents about
the effectiveness of hagkism, and if they thought there are better ways of promoting
social c¢change, in place of hacking (Aln yo

hacktivism, if there are any?o0).
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Question six asked my respondents whether they, as security professionals,
viewed hacktivists as dangerous individuals
hacktivism dangerous?o0) .

Question seven asked my respondents about the possible causes of hacktivism, as
well as the reasons that hacktivism has become aspidsad phenomeno ( i What do
you attribute the current increase in hacktivism to? Does or can society benefit from
hacktivism in any way, i n your opinion?0).

Lastly, question eight dealt with the question of the security of the Internet and
modern comput ecanlzeymete meke thefinidimet $afer (including
protection from individuals such as hackt:i

An analysis of the responses the security professionals provided me has resulted
in nine themes, which are discussed below in detail. The theme® dodidlving: 1)
security professionalsd familiarity with h
outlook on hacktivism; 3Anonymousnd their hacking skills; 4) the ethics behind
hacktivism; 5) hacktivism and its effects on the security indu§jrnonymousnd the
i mportance of Guy Fawkes Masks; 7) securit

popularity; and 8) alternatives to hacktivism.
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IV.ANALYSIS OF ONLINE FORUM

Who are Anonymous?
Anonymous: An Idea or Group?

When | started lmwsing the forum, my very first question abdutonymouss a
group was: what or who afenonymou® More specifically, | wanted to know how group
members define themselves personally and to each other as opposed to how the media or
general publicunderstdns or defi nes them. The forumds |
to this question. To my surprisknonymou8 me mber s most commonl y
themselves as just an idémonymouss simply representing an idea was the most
common theme | discovered whiledea ng t he forumds Anonstent. T
(short forAnonymou8 me mb e r s )Anosymaeus$s eather anhdaa than a group or

organization:

AéAnonymous i s just an idea, an idea th
we are more than they tell us we are at
Al Anonymous] is an idea, an umbrell a wh

small groups or individuals with ideasagpgdb al s of t heir own. o
Aét here i s no group, nNno organization, |

AéYes, Anonymous i-sothanthaigAnonynmas,isabb ut mor e
idea. An idea that people have rights, an idea that corruption should be

revealed and cut out. An idea that aledeserve freedom and liberty, and

that it is worth fighting for. As cliché as it sounds, mecethan being

6part ofdé6 Anonymous, you ARE Anonymous.

AéThis is not what this movement i s abo
leadership is because there is ntwacGROUP. When you stand up for

what is right, you are Anonymous. When you fight back against

oppression and unfair laws, you are Anonymous. When you stand up and

say NO to unrighteous attacks on civil liberty and freedom, YOU ARE

ANONYMOUS. Anonymousis 6t a group. It i s an i1idea.
personified.o (Anonnews.org 2013)
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It seems like a notion of th&nonymouss just an idea rather than a group, has
become widespread among maxnyons Despite such widespread
opinions on whatonstitutesAnonymousvere not completely unanimous: while some
members stated thAnhonymouss not a group at all or that it does not even really exist,
ot hers claimed that it i s i.ndSecehda eadf edrgbrsou p,
sociologicalglossr y defines a group as fAany number
values, and expectations who inter#&dt with
Online Learning Cente2013. If one relies on this definition of groups, th&nonymous
is indeed noguite a traditional group. Firstthnonymou8 me mber s, based on
observations, tend to have very diverse opinions and values. While a large portion of the
6groupb6 finds agr ee me nsbcialdssues), thereareinulgplees (ty
subsets bAnonymousvhose members may reject some or all of these generally agreed
upon beliefs. Somédnonsgo as far as saying that the 6&6gi
AéAnonymous is a name anyone can use, it d
groups, oranything else. Anonymous has no meaning other than as a banner to use for
|l iterary anythingd (Anonnews.org 2013).
However, many members, as | mentioned previously, do agree that core values
are shared among most Anons:
AéAnonymous i s niotesa. ghrbuipsoé Dlpegiadno
GATHERERS(noticel emphasized on the word Gatherers, because as
Abei ngod anonymous means that we are jus
hackers, students, and more, irrespective of what position we hold. Truly

bei ng an i danupholg theopusscial valles and NOT too
abuse themo @HUIongnews. org

So, as to similarity of the views, one may argue that the views among a large

portion of Anons are indeed similar/shared. While some members may adopt different
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views, generalive ws on what const it Anoreymou® grmemdbe rasmn d
are indeed similar and/or are shared.

Secondly, based on my observatiohspnymou8 me mber s do not ha\
reguarb asi s communi cation with each freetyher; th
allowing new members and/or random people at anyitithe communication between
members seems rather random and spontaneous. While Anonnews.org provides members
with chat rooms, forums, and other ways of exchanging information, reuasés or
tight communication among members is not visible, nor can it be visible. All of the
members use the same nickname (6Anonymous?©d
say whether people who post are the same people or completely new members.

Additionally, it is hard to say whether members communicate with each other regularly
because there is an over whel imndivigualawho unt of
purposefully start an argument attacking other members without attempting to listen to
ot h e gusénts an the forum. Some members may communicate with each other
regularly through amail or private messaging, however, the forums do not reflect how
often or regularly communication takes places between members. It is even hard to say
whether longterm members even exist on the foruimbie communication on the

message boards is rather fluid and unregulated. My conclusion in regard to the regularity
of communication between members is that the communication/exchange of information
does take place biitis hard to say whether it is regular or just random (e.g., when an
opportunity for communication/exchange of information presents itself).

Perhaps, a concept of groups thabnymougan fit in best is the concept of

secondary groupsthe concept thagvolved from the concept of primary groups,
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developed by Charles Cooley. Even though Cooley never directly mentioned secondary
groups in his writings, many authors share an opinion that he was also responsible for the
creation of the concept of secondgrgups (Faris 1932). Secondary groups can be
described as somewhat opposites of their primary groups: unlike in primary groups,
individuals in secondary groups tend to communicate with each other on a less personal
level or be less personally engaged iougr matters. Relationships in secondary groups
tend to be moraformal (eg., online communication versus fatceface
communication), as well as not as lelagting. Secondary groups mostly reach cohesion
by maintaining the same goals. Lastly, inseconga gr oups i ndividual s |
joining or exiting the group, while in many primary groups (e.g., families) individuals
may not have such a choice; individualsodo r
more interchangeable, and individuedsecondary groups tend to be more replaceable in
general than individuals in primary groups (Faris 1982pnymougan be thought of as
a secondary group: its members share similar goals and beliefs; however, their
relationships have a temporary chaeat¢ members can come and go at any time they
pl ease. New members are welcome from all 0
equally valuable, but nonetheless replaceable. Additioratignymoudas no strict
rules or codes by which members must abide. Shaéwignymougan be considered a
contemporary secondary group that attracts its members worldwide for the cause of
fighting for freedoms and liberties of all individuals.

Faris (1932) interstingly points out that in some cases, secondary groups may
take on some qualities or characteristics of primary groups. Just like in primary groups,

individuals in secondary groups may occasionally get personally involved in the goals of
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thegrouporfeest rongly i dentified with a giroup: A |
particularly t hose iwhestawaggle forlifegypfieedant, justite,v e me n
or any great cause may call into existence the very experiences and relations which we
areabl e to find in the pri manonymogsnaynopwaot Whi | e
to be personally engaged in the groupods ac
deeply involved whil e f i ghleremylgammend, Hectorh e ¢ a
Xavier Monsegur, Mercedes Renee Haefer, Christopher Doyan, and manyAotbiess
arrested byhe U.S. authoritiesSmith2013) serve as an example that even the most
loose, informal groups may be highly significant to some members.

So doesAnonymousepresent an actual group? The answer to this question is
bothayes and noAs a collective, regardless of how loose or fragmented it is,
Anonymousloesseem to have shared besieind goals, angould therefore qualifyas an
actualgroup. Another reasoinanymousmay be considereal group is because its
influence can be hardly ignoréy the media and the publjarthur 2011;Zetter 2011,
Pauli 2012 Sieczkowsk2012; Boone 2013; Gibbs 2013); wapeead influence of the
group and its recognition as a group by the public serves as further proof that it exists. It
not only exists, but also functions successfully: its members seem quite capable of
achieving their goals (e.g., hacking government websinhd corporate servers). Some

members oAnonymousnay even get defensive when someone is attacking the group

and state the groupbs influence Iin respons
AfeAnonymous has a | ot of public influen
if that influence is appligin the right direction, you just need to decide
what that direction is going to beéo
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http://www.huffingtonpost.com/cavan-sieczkowski

AAnonymous I s not dead. Anonymous i s gtr
effects are reaching new audiences, and even the recent arrests only bring
more publicity.o

AéAnonymous has thousands of members. D
anonymouso (Anonnews.org 2013).

But despite being a netnaditional groupAnonymousnembers still spread the
notion that the group is just an idea. Why? After reading numerous responses byl Anons,
started to believe that such a concept may be used by the members purposefully. It seems
like presenting the group as an idea is beneficial to its members for a variety of reasons,
as wel |l as symbolic to the groslapds beliefs
symbolism can be seen in the quotes below:

Truth will never die Anonymousbelieves that truth is unstoppable):

ANot hing | asts forever, some day Anon m
however remains. The truth, as inconvenient as it is to some, withfind
wayeéo

Every member is valuable and capable, no hierarchy is needed:

Afé we cannot forget that the greatest s
that there is no | eadership, no matter
need to spell it out?) Anonymousasvhole cannot be damaged or

compromised, or stopped. Every single one of us is ready, willing and

capable (there goes the optimism again) to step up and lead those who will

foll ow. We need that invulnerability to

If Anonymouss just an ideait cannot be destroyed:

AThe i dea behind anonymous was exactly
are an ideao Il deas canodét be destroyed,
can spread. o

AAnonymous is an idea. Il deas doné6t die.
AAn i dea can change the worl d. | deas ar

idea, cannot touch it, or hold it. Ideas do not bleed, they do not feel pain,
they do not love, and most importanitlydeas do not die. Anonymous is a
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necessary evil, a philosophicalaohy against oppressors and deceivers

of this planet. o

Anonymousloes not need promotion; they can be useful to anyone:

AéAnonymous has no maromotioa, and is
nothing more than a banner, a name to use. It makes no sensentb try a

promote Anonymouseéo

it needs

AARThe anon nameo does not need devel op
it happens to be. There is no intended goal for it, nor can there ever be.

Leave it be, use it where applicable, do not try to promote Anonymous

i t 0 s eaftinveatime that is much better spent by actively trying to

worl d and

change what is wrong in the
AAnonymous i s not a group ofr
have fil eaderso, or févooi ceso,

Anonymouss open to everyone:

organi zat
or a Aspo

AéAnonymous is an idea. Anyone even a

Anonymousé Deal with it.o

Anonymoug c hoes soci etyds needsonymaus
changes as well:

AAnonymous isnb6t a movement.

peopl ebs

Anonymous

because there is a need for activism not because activism is the nature of

Anonymous. 0

Members ofAnonymouss free individuals:

AéAnonymous does not have @dholuéamobdef i

have one. The whole point of

Anonymous

make of it, trying to define it defeats the whole point. Each structure has

its advantaged and disadvantages, and while the disadvantage of
Anonymous i s t h andforpgedpk, the advatitageisthat n d er st
it allows total freedom to those invol

Everyone has the right to maintain their individuality:
ATo be truly Anonymousé is t

Anonymouss a nortraditional group:

—
= M

The noti on ft hpaeto pd ae gireceudps
adit
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fact, nothing that logically requires this to be true the case for a name to be
commonly usedo (Anonnews.org 2013) .

In short,Anonynousis using the metaphor of an idea to empower its members.
Anonymou$as emerged as a loose collective fighting against corrupt governments and
corporations. Most people would likely agree that these can be quite powerful enemies.

Many people associatedth the group have been, and currently are, under surveillance,

or even worsé arrested and prosecuted. As a group, fighting for a noble, yet difficult
causeAnonymousnust send a powerful message to its members. One of the ways of
doing so is to preséthe group as an idéadeas, after all, cannot be hurt or killed, they

can only be spread. Ideas are also fluid: members of the group are granted complete
freedom to do as they please, and open discussions are always welcomed on the forums.

Anonymouss an i dea al so echoes Anonsdé views
bureaucracy. In most formal groups or organizations, people are expected to comply by
rules and respect hierarchy; people in bureaucratic organizations can also often lose sight
of what is impora n t . I't is also common that peopl e |
group/organization they belong to, which may eventually lead to people losing their
individuality or shifting their views in a direction they did not predict in the first place. It
appears as iAnonymousvant to reject the notion of a group (or organization) altogether,
because they associ at e the word égroupd w
corrupt governments and organizations: the very things they are fighting agamgisGr
and organizations can fall into crisis or lose core members essential to thdeingll If
Anonymouss just an idea, itannotbe affected by hierarchies or the loss of its members.
Clearly,Anonymou®pposes hierarchies and the notion that soeeple may carry more

importance than others.afy Anons wrote on the forurabout their hatred of hierarchies
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T hierarchiesin the view of manyAnons create inequalityanother thing they are
fighting againstIf the group has no hierarchy and no one foidmate power, then the
group cannot suffer from corruption or cannot destroy itself from wiB@senting the
group as an idea symbolizes equality and the absence of hierarchy.
Anonymouss a fluid organization: just like an idednonymougan shift or
change; members are granted complete freedom and/or creativity. Unlike groups, whose
members often have to come through a series of steps to join or leave, members of
Anonymous are free of such rules. It seems like preseAtiogymouss andea, which
has no leadership or rules, makes it more attractive for new people to join. People can not
only join and leave as they please, but also have the power of interpreting existing idea in
their own way. Such freedom and openness of the groupsaltove lower barrier to
entry for new members. Anonymous makes the process of recruitment less complicated.
Lastly, Anonymouss just an idea means that it does not exist or has ever existed
as a tangible group, which is a belief that mAngnsare happg to have others hold.
Many people on the forum stated that they were not sure whitleaymoustill exited.
Other claimed thahnonymousas changed and/or split into different subgroups, and it is
not the same group anymore. One may argue that Anerthissnotion to confuse the
public. Indeed, as one person on the forum stated, it is hard to undekxstamanousif
people cannot gain an understanding of Wownymou®perates specifically, then there
is less chance that any members can be caught.
In sum,Anonymousloes represent a group in the sense that they share similar
views and beliefs, for the most part, and occasionally gather for the purpose of a protest,

hack, etc. On the other hardhonymousnembers do not view themselves as a group.
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SinceAnonymou8 me mber s strongly oppose many qual
and organizations, they choose to view themselves as an idea that has no identity,

hierarchy, leadership, or rules. Anyone carhbenymousnd no one i&dnonymousit

the sare time.

Anonymous as a Force for Good

Another repeating theme | have discovered on the forum was that members repeatedly
claimed they believeAnonymousasa col | ecti ve, <carries an i m
|l ives both in the United States and across
good. 6 Thi s i Anomymausagcarding to nany people postiagon the

forums. Besides being arfee for good Anonymousymbolizes humanity and people

themselves:
AAnonymous i s an embodi ment of humanity
emoti oneéeo
AéAnonymous is for better world, the be

Alf you are wonder i n g ofhorymbéus, ask y ou s houl
yourself: should | be afraid of humanit

AAnonymous i s about preserving the I|ibe
regardless of race, color, religion, political views. It is about bettering
society, and ousting corruption fromseat6 power €0

Aél believe that we are force for good,
reckoned with. We live in a time where the future of mankind can literally

be changed by turning a key and pushing a button, the stakes have never

been greater @13.Anonnews. org

Anonsclaimed repeatedly that they are representing people in what they are
doing, and that their primary duty is to make the world a better place. One member of the
forum expanded a little bit more on his/her experience of being a panbofymos:
ABeing a part of anonymous is a wonderful
and love of the freedom we have a right to have. It has risks and it is worth it watching
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the world change one person or hiesomger at a
members claimed that the risks of being a membA&nohymousre worth it, others

stated thaAnonymous as a col |l ecti ve, has no choice
regardless of the risks:

AAnonymous exi sts becahe9medsSthtes, wor | d i s
supposedly the Al and of the freeo i s mo
surveillance state. Some would say a police state. The freedoms the people

once had are gone, the government runs the world, and the corporations

run the government.@ruption is rampant, and people are doing nothing.

Hence, those that see the problem and want to do something, those who

feel that freedom is worth fighting for
(Anonnews.org 2013).

Protecting freedoms and liberties is oneéhaf most frequently mentioned issues
on the message boards, when people discussed why the group had to continue to exist.
Many people on the forums claimed that defending the freedom of people and/or freedom
of information represents one of the most esakgbals ofAnonymouson which most
Anons agree upon:

Afét he core values and principles of wha
the Pursuit of Happiness. No matter how many quotes | thedirone is

the one that still rings true to me as being the ultimate goal for a group of
peopleé You may interpret it a Ilittle d
t he same. People as well as information

Aéwe can at | vesnplebreadgoaseforexampte: f e

Freedom of speech and information, supporting human rights for EVERY

living being on the planet, etc. that will give us enough structure to band
together without giving up that which m
2013).

Some group members also stated Aradnymousas the responsibility to protect
the freedoms all of individuals both online and in real life. Many people on the forums, in
fact, stated that Anonsd acti vi teinegenlyyare no

but should rather expand beyond World Wide Web to traditional street activism:
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Al OQur rights and r esponesviebriybasiteidoess ar e ]

need and rights. To defend freedom, both in the online realm and outside
of the internetTo take matters into our own hands when the system fails
to serve proper justice. o

AOur responsibilities are to remain an
need to have our voices heard in the decisions being made. We also need

to keep those in power frotaking our rights, which we have failed time

and again to do. o

AéWorking to preserve out | ibertiesé th
today. o

AféeWe are here to be the protection of f

to go far with this understand, but we abble considered everyday heroes
of the homefront. o

Anonymous$as been long known for their participation in the Occupy Wall Street

protests (Knafo 2011; Kazmi 2011); so their existence is not tied to purely digital

activism and hacktivism. Members of thegp often defined\nonymouss an

opportunity, which can be used by anyone who wants to be creative and/or want to help

in the fight for the 6good cause. ® Some An

on message boards or participating in othdéineractivities, while others felt much

stronger about going to the street and joining traditional protesters. In short, members of

Anonymouseemed to be approving of both online and real life involvement, whichever

each member felt most comfortable wi#nons simple presented the group as an

opportunity:

€Anonymous is opportunity to do someth

A
your sl eeves. 0

AéWant to attend a protest? Why not
perfect place to organize protests. | urge anybody incapable of being a
hacktivist to either organize or sign onto protests on this site and be a good
old fashioned street activist.o

A é A mymous provides a community and a way to become involved in
societal change without the need to put yourself in danger of being
targeted personallyo (Anonnews.org
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In sum, many Anons on the forum viewed/presedtednymouss an open
community, wheh is oriented towards positive change in societies around the world;
Anonymouss open for all people, members claimed, as long as one is willing to take a
stand or make a difference. In which way is completely up to the indivilnahymous
inmanymeber sé6 views, is an opportunity to do
Anonymouss a community exists in both the real world and online, and therefore
provides numerous opportunities to become involved for each individual. If someone
wants to help on behalf éhonymousthey have a choice of how they want to help.
Clearly,Anonymousepresents a group with diverse membership and diverse ways of
accomplishing their high priority goals. Most Anons see the major goals of the group to
be fighting for justice and€¢edom; but each individual is free to interpret this in their
own way.

Anonymous as a Hacktivist Group

One of the themes | discovered on the forums in regard to the hacking activities of
the group is thaAnonymougsas a loose collective, does not conefanostly hacktivists
or hackers. Many people on the message board, in fact, claimed that the majority of
Anonymou8 member s are just O6regular fol ksd whe
members claimed that despite the common vieArmahymoust s |6 elvac ker s, 6 ma
people who actually associate themselves with the group prefer to help in other ways,
separate from hacking or becoming involved in any other illegal activities. Some
members even became upset over others calliagymous hacktivist grap. Many of
them felt that labelindhnonymouss simply a hacktivist group is namclusive of other
members. Many on the forums stated that the group represents much more than just a

group of hackers; in fact, advanced hackers, hacktivists, or just tegluadly capable
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people, represent just a small portiorAobonymousMany on the forum felt that it was
simply not right to calAnonymous group of hacktivists, since such a definition would
unavoidably exclude the contributions made by the membersvehaot teckcapable.
This is what some people said in regards to hacktivism withonymos:

AYou do not have to be a hacker to help

=]

The point of Anon is to gather minds o
each of their own wayseéeo

A € Bm no hacker and my efforts are rarely online. | must do most of

what | do in the real worl déo
AAnonymous isno6t all about hacking into
most part, anonymous as a whole lot of people who just talk casually

about how bad thingsar, gi ve |l inks to proof, and te
Altds di sappointing when someone believ
Webre a group of [activists], freedom f

AAnonymousé covers a huge variety of sm
and goas of their own. The vast majority of anons are not hackers, we are
ordinary people with a hunger to do som

AféThe media paints Anonymous as a group
to cause chaos. That could not be furfn@m the truth. Yes, there are

some people in Anonymous that #Ahacko, b
small groupé Walk down the street, take
what Anonymous | ooks | ike. o

Aé Anonymous i's not a hacking elite, it
way as a collective to say no to those who abuse our trust and those who

abuse others. Anonymous just is0 (Anonn

Some members on the forums argued Aratnymouss split into two major
groups: original members, or the hacktivists, and current (and more recent) members,
also known as supporters. While such a grasp of the group may be patrtially correct, in the
sense thaAnonymou8 me mber s c an b backerd and/driedbevyd as e i |

me mber s, or as people who contribwute to th
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computer related) means, such a definition also implies that some members (specifically,
the hackers) are superior to the members who lack suth 8kiiny people on the
message boards became upset over such a definition. They claimed that, within the group,
each member is equal and that #@&aldmoes are no
are absolutely equal in all respects. In sum, many pgopiée agreeing thadnonymous
can generally be divided into hackers and-hankers, have rejected the definition of
members who do not possess any hacking ski
in their view, implies that they merely provide popt to the members who hack. Most
people on the forums have agreed that Anons who have helped the group through
traditional activism or other, natlegal means are just as valuable as those who operate
(legally or illegally) online. One member on theuors expanded on why some people
tend to categorizAnonymousnto hackers and nenackers, as well as on some of the
origins of the group:
AéAnonymous doesnébét have a fAoriginal ha
groupé6, itds alll o n & asgamgroup that cadsedo Ny mou s 0
trouble and generally trolled people and raised hell. Then they started
getting into political issues, and became an activist organization. At that
point, there were a small amount of people who decided to do simple
Ahacktivvstibescsuch as DDoSing the Chur.
website and other shit |ike that. The r
which was a group of six Anonymous members who went and generally
raised hell for the establishment through hacking all their coenp. That
was when the media started really covering Anonymous, hence why
everyone thinks itéds a fAhacking groupoé
what you can to stop and protest unfair
That 6s what Anonysnowsi $ sj.udithea indmalklt i yver
they are no different from you and |10 (
Clearly, the majority of people who responded on the forums supported the notion

of equality for all members, regardless of their technical skills. Along wjtlaléy,

anot her common theme on the forum was t hat
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anyone can meet in real l' i fe, or that they

AféYou are a person |ike everyone el se here
Members ofAnonymou®n the forum clearly showed that they stand for equal

status and opportunities for everyone who wants to associate himself/herself with the

name of group. Along with this, forum members showed openness and respect to the fact

that diferent members oAnonymousnay hold various views and beliefs. Many stated

that oneds opinions and beliefs do not hav

they can agree on broad goals (i.e., fighting for the freedom of people and/or infoymation

and contributes in any way he/she can, it is okay to believe in anything one wants to

believe. As an Anon st at ed-comménidistotheaultre e v er
conservative gun nuts here. Peoplevecan esp
our own beliefs but at the end of the day

(Anonnews.or@013. Another member stated being-mtlusive represents an essence

of the group becaugenonymougannot risk losing voices; any voice is es&giid

fighting for the cause the groupds members
supportive of every membersdé beliefs and v
and be allinclusive, every voice counts, every ideal which is a worthy goal fitsrw

our umbrellao (Anonnews. org 20@rodypous This | e
representing a leaderless or structureless organization.

Groupbs Structure and Functionin
Anonymous as a Leaderless Group
Members on the forum almost unanimously ckghthatAnonymouss a group
does not have any leaders or hierarchy. | did not find any opinions among the people on

the forums that would oppose this view of the group. In this respect, it is possible to say
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that representation @&nonymouss a leaderlasgroup has a high approval among
members or that members want others to see the group as such. Many people on the
message board stated tatonymousloes not represent a group at all, or at least does

not represent a traditional group for this speciiasori traditional groups and

organizations typically have hierarchies and leaders. An overwhelming amount of people
on the message board have supported the notioAtioaymouspeing a leaderless group
represents one of their largest strengths: all neeeére viewed as equally important,

which both appeals to and inspires already existing and future memi#arsrofmous

Many people who claimed to be associated Wwitlonymoustated they strongly believed

in the freedoms and liberties of all human bseijrfgr that reason, they also believed that

Anonymoushould never have leaders or value some members above others:

AAnonymous is a decentralized group no

do anything. We have free will and dicedamindividual basis whatve
should or should not do. 0

AWe dondét have a | eader. A movement aga
drives authority insane; they candét bre
the | eader o

AAnonymous has no | eader s; we wi | | stil
AéAnonymous is a hydra, cut off the hea
AéAnonymous does not consist of any | ea
any specific group. No one can harm us
AféWe have no | eaders, no hierarchy. We
to make the world a better place in wha
Al Anonymous are] an accidental <coll ecti

individuals, resembling a highly organized conspiracy andrigck
del i berate origin.o

AAnonymous DOES NOT HAVE LEADERS. That

Anonymous has and never wil|l have a |
hand or a few, this is [where we get
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Aél magine for a mo meorgroup df leadersrapdthera v e a |
those people are hunted down and taken from us. What happens to Anonymous
then? We would be lost, fragmented, and other individuals with agendas of their

own (which may be different from ours) would begin campaigning tacep

those leaders. We will have reinvented politics and will end up with the same self

serving mess that we have in government
féthe greatest strength of Anonymous is
who gets arr est evdoke caAnotde damaged ©r canrgroraised,

or stoppedé We need that invulnerabilit
(Anonnews.org 2013).

Many people on the forum associated hierarchies with restraints and the censoring
of individuals. Others viewed hierarchies as a dangkutaan individuality (since
hi erarchies typically value some members m
location within the hierarchy). Moreover, many on the forum tended to associate
hierarchies with government and bureaucracies. Governments @gadibracies (as well
as the corruption that oftentimes stems from them) are things that many members stated
they view as oO6evil é or o6wrongé, since they
freedoms:

ANoOo government has t heanyhupnhnbeingo i mpose
we are al/l equal and should be treated

AGovernments believe that it has the ri
to see, hear or create. We find this insulting to our individuality as human

being. We fully support freedom ekpression for all whether we agree

with them or not. 0

AAs a member of Anonymous, I am thoroug
the classic example of tyranny, the very concept we fight against. You claiming to

be the leader of anonymous is not omigulting to the current members, but you

also spit on the graves of the members who died in prison because of their

dedication. If this is simple trolling, | implore you to cease and desist

immediately, beforé ttéoso | at eo (Anonnews.org 2013) .
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In sum,Anonymouseing a leaderless group serves a few purposes: a) being
leaderless provides members of the group with better protection from the authorities by
simply confusing them (it is practically impossible to identify who is/was in charge of a
protest, atick, etc.); b) a leaderlessionymousneans there is an endless supply of
members and contributors who are considered equal among each r@hardless of
who leaves the group or is arrested, there will be other members who can replace those
ones that hee left; c) lack of hierarchy empowers members by sending a message that
everyone is unique and valuable, and that all contributions, regardless of how big or
small, are equally important; d) being leaderless makesiymous collective that is
(theoretically) balanced and uncorrupted from withimothing, as one member said, can
corruptAnonymougrom within since there are no leaders who could take advantage of
their power; e) the absence of leaders grants complete fresmutboreativity to members
of the group, meaning no one can control what members think or believe in; and, lastly, f)
being |l eaderl ess symbolizes the groupbs r e
government, or bureaucracy, all of which tend to hayid rules and/or hierarchies and
which attempt, in any way, to censor or limit individuals.

How to Join Anonymous?

The opinions of members in regard to the membership of the group, or how to join or quit
Anonymouscorrespond with a vidednonymougpublished on YouTube~{gure 9. The

video provides a valuable insight into membership, as well as how the group functions in
general: for example, how members can identify each other and what measures should be
taken to ensur e e ahehkideodortentrisGimilan ainostdoants af et y
the point, with what people on the forums have stated when they talked about

Anonymoud structure and functioning.
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©) HOW TO JOIN ANONYMOUS - A BEGINNER'S GUIDE mobile - YouTube - Mozilla Firefox [BEE
Bl Edt Vew oy Socknars ook el
| EHOW TO JOIN ANONYMOUS - A BEGINNER'S...| |

€ @ ww.youtube.comwatch?v=xQk14FLDPZg e | (8- sosge e
P
(11 Tube Q Upload ¥ Gela Mikhaylova ‘n I

™ FBI Arrest Anonymous & LulzSec
| Members, Hacking Down 0%

FEATURED

Fox News silences a 12 years old girls
truth!

ANONYMOUS - Proof we are the Last
Generation on Earth

George Carlin comments on 9 11 Truth
i and the NWO YouTube2

Anonymous Message to The Zeitgeist
Movement and The Venus Project

HOW TO JOIN ANONYMOUS - A BEGINNER'S GUI...

Anonymous - Message To Obama

D2 mmxanonymous - 72 videas 574,910

3810 %4513 @249
sy P Jim Carrey Mocks Scientology

Figure 9. Anonymou® vi deo on how to join the group,
(http://www.y outube.com/watch?v=XQk14FLDPZg).

The anonymous voice in the video states:
AYou can not join Anonymous. Nobody can
Anonymous is not an organization. It is not a club, a party or even a
movement. There is no charter, no manifest, no memIpefiess.
Anonymous has no leaders, no gurus, no ideologists. In fact, it does not
even have a fixed ideologyAr(onymous2010).
People on the forum seemed to generally support this notion of membership. Just
like manyAnonymousnembers rejected the ideaaohierarchy or leadership, they also
showed their dislike for the idea of rules for entering or leaving the group. Most people
on the message boards claimed that in order tojpanymousone simply needs to
accept | oose 0goal slpagredd apormdanpnetedgshath ave gene

Anonymouss a loose collective does not deny membership to anyone. Anyone who

wishes to be a part of the group can do so:

Aéthere is no structure to [Anonymous]
requirements to Dbethg gr membeAnyone r e
theydre part of it really. o
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Aéj oining anonymous i s as easy as si mpl
Congratulations. You are nowamembeh ait s you dondét need t
superhacker, you just need to help..stof you who deny the right of

other joining anonymous have absolutely no right, nor authority to do so.

Anyone claiming any sort of position in power in anonymous is lying.

There is no ranking system. There are n

AYou obvi ous Ipgnoigh and@modymous, o goid is to

simply decide if you believe in the idea and the movement, you are

alreadyapartof it o (Anonnews.org 2013).

Most people on the message board seemed to agréatiratmousioes not
have, nor should have, rules or guidelines at all. Any rules or guidelines, in the opinions
of the forum members, are restricting and/
you don 0 ttogoidee dust becastive in the Anonymous commjuBipress
your opinions on different suggested opera
(Anonnews.org 2013). It appeared as if people on the forum believed that the process of
joining is not needed because it would just take up the time people could otrgranse
contributing to the groupsé goals and act.i
within Anonymous s e s s e n tsfuactioning@nd gurvival. B@me people stated,
for instance, that free exchange of information/collaboration amongpers would not
be possible if any sort of rules were in place:

Aé] Anonymous] 1 s not an organisation, i

identity. It is just a label given to a network of people who have started

talking secretly with each other out of easbf the oppressors. People

who want justice served and life to be worth living again. a label that

allows us to find each other and know that we are on a similar page and

believe in similar ideal. It gives us the ability to exchange knowledge

freely andwithout worry that our identities will be compromised, brining

the wrath of the big brother upon ¥8e should not be afraid of our

leaders, but we are, and with good cause. If we expect to fight them, we

need to come together. that is what anonymougiglyg a name to type
into a search box, that allows us to fi
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So, similarly to the idea of a leaderless organization, the idea of having no rules
or proof of identity providesitismamd®r s wi t h
track or identify members because everyone
the group), as well as an opportunity to communicate openly. Removing rigid rules and
codes makeAnonymousnore attractive to potential future memuerhe absence of
rules or codes also symbolizes the groupos
beingsdé individuality and creativity shoul
should not mark people as insiders or outsiders, since everyomated equal.

How Members of Anonymous Organize?

The literature that exists gknonymousloes not provide a clear answer in regards to how
the groupbébs members organize/ connect with
communication between mamynonymousnembers takes place, did not provide an
explicit answer to this question, either. However, after reading numerous posts, | began to
believe a few methods exist which members can use in order to connect with each other.

A number of people on tHerum stated that it may be at times quite hard for the
members to organize. Some of these difficulties occur due to tharfanymousisa
group does not seem to have any official rules/codes/guidélingsct, many members
expressed frustration whethers asked what rules they should follow. A lack of rules or
codes, indeed, may be confusing to many. Many people on the forum stated that different
members found different ways of getting in touch with each other, depending on which
ones they found mosbnvenient and practical. While some stated that they preferred
private communicati on, or communication 66b
messaging members they wished to communicate with), others stated that the safest and

most common way for memigeto connect with each other is to post their opinions
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and/or comments under the forum section for each operation. The website
(www.Anonnews.ory has a section where future Ooper
plaming to undertake) are posted and discussed. Most operation names start with

A#Op[ Name of Operation]. o

) AnonNews.org : Everything Anonymous - Mozilla Firefox

Ele  Edit Wew History Bookmarks Iools Help
In L+
€& P @ anonnews.org | |8~ coogle pele 3

| B2 anoriews

Important information about the future of AnonNews.org: Plegse click here te read.

AnonNews - Everything Anonymous

(Fae) (1rc] ( Forum ) (Obitcoin | (EXED- = | ((-oonma

AnonNews is an independent and uncensored (but moderated) news platform for Anonymous. Anyone is welcome to post o submission, and can
do so by clicking the "Add" button for a category.
If you need help or have questions regarding AnonNews, please join our IRC channel

AnonNews 2.0 is finally there! Press relecse submission

is open ogain, os are comments - and we now have forums!

Other interface longuages and language/tog filtering coming soon, as well
as RSS feeds:

[He\p keep AnonNews alivel Donate via Flattr, Bitcoin, or PayPal. Click for more info ]
Latest press releases (H\ghest rctted] (Most recentw
e +10 43,
Letter from a V +116 3“7“9‘
#OpForTheLulz +41 260

[:+ Add:] [:More 712) :.:.:]

Latest external news sources

Figure 10. The section of Anonnews. org, wh

:1i scussed. This section of PtedsRe Iweeabsseist.e6 i s
Some members stated that agreement among members is often achieved when
people start posting responses under =each
section of the website. When people responding to each thread find agreement, the
Anonymouss a group can be considered to reach a final decision on an issue or topic.
One person on the message board stated: né
something in it, water now holds that thin
somethiy, [it] becomes agreed by anonymouso ( /
similar opinion: the consensus and decision making wianionymouss often reached

similarly to the ways it is done in modern democratidgough a majority vote, or

when a majority of members share similar views on an issue. When a large portion of
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people associating themselves with the group widely agree on sogétiecomes
possible to say th&nonymouss a group has reached a decision or agreement. Each
operation in the O6Latest Press Releasesod s
issue/problem is; then a tentative course of action is proposed. Meyheatly
respond under each O6operationdé post statin
that i f the majority of people responding
group as a whole may be considered organized for action or is realg gi¢ps beyond
discussing the topic.

Even though many people on the forums claim that complete consensus is
practically impossible to achieve withkmonymousbecause it is so fragmented and
lacks a governing body, sometimes a democratic process may Ooceumember said:

AéAnonymous is not a democracy and aski

consensus very clearly shows a lack of understanding as to how

Anonymous works. If anything, Anonymous can be considered anarchist

(according to the real definition, not tharneverythingto-shit definition

that media tends to use), as there is no governing body and Anorymous

wide decisions cannot be made, not even through consensus. It is only

within individual operations, networks, and cells, that a democratic body

oftenxi st séo (Anonnews.org 2013) .

It appears thahnonymousmay be too diverse and large for the group to reach

unanimous agreement. As | stated bef@renymousnost certainly represents a
fragmented group, which makes organizing difficult for it membetsnes. However, as
the member above stated, organization among members can be achieved through personal
initiativeii . e. , when someone posts/ proposes an ¢
operation, originally initiated by one individual or a smalligr@f members, becomes

accepted by many other members, then those people may organize and indeed act

together in order to solve a problem. Some members on the forum stated that despite a
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lack of a governing body withiAnonymousnd the difficulties thattem from it,
members are nevertheless capable of agreeing with each other and act together to achieve
common goals:
Aée[the current Anonymous are] a | oose c
able to decide on a goal, gather people who agree with us andtaet o
goal without having to wade through some bureaucratic leadership
structure to accomplish anything is a stroke of genius. | say we must
remain true to that vision which has allowed us to grow in numbers and be
all-inclusive, every voice counts, evadgal which is a worthy goal fits
within our umbrellao (Anonnews.org 2013
The video on how to joidnonymouswhich the groufas published on
YouTube, also sheds light on how members of the group may communicate and/or
connect with each other. The el states:
AHow to get in contact with others?
Anonymous has no centralized infrastructure. We use existing facilities of
the Internet, especially social networks, and we are ready to hop on to the
next one if this one seems compromised, is under attack, or starts to bore
us.
At the time of this wrihg, Facebook, Twitter and the IRC appear to host
the most active congregations. But this may change at any time. Sitill,
these are probably the best places to get started. Look for terms like
"anonymous", "anonops" and other keywords that might be cornhtecte
our activities
€ Many of wus I|i ke to wear Guy Fawkes ma
of us even show them in their profile pictures in social networks. That
helps to recognize each otlierArlonymous 201
It appears as i f tlypeefegsocmlnetviosks lilee mber s cu
Facebook and Twitter to communicate with each other. It comes as no surprise, since
social networking sites are widely popular, and nearly everyone already has an account

registered on some of them. The video clearly recondsiimat current and the future

members search the web by entering the group name, or words and slogans associated
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with the group, into search engines. It seems that there are naweeays of engaging

in conversation witlAnonymousnembers, but thergearather vague guidelines, like

searching the web or trying to explore social networks. Members can recognize each

ot her by profile pictures: an overwhel ming

portraying a person wearing a Guy Fawkes mask, sitailthe one belowRigure 1).

Figure 11.Guy Fawkes mask

In sum,Anonymou8 me mber s have a variety of way:
other and/or organiZiesocial networks, numerodsionymousvebsites, IRC chat rooms,
forums, and soon. Aswiththe her aspects of the groupsd p
clearly defined rules which tell members how to find each other and interact. Social
networks, websites, IRC chat rooms, and discussion boards seem to be viewed as the
most efficient and quick methodsthe moment, but this may change in the future as the
group finds other, more appropriate or con
is fluid and creative: members are given total freedom and creativity when it comes to
how they want to get connedtaith other members. Andinonymouss a whole seems

to be satisfied with such an arrangement.
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Anonymous: What are Their Goals?

As previously stateddnonymousloes not have any rules set in stone. The same can be

applied to the goals @¢fnonymousas thegroup evolves and changes, its goals are

shifting

and changing, as we

I However

majority of members seem to currently agree upon, can be identified. By examining

me mber s 6

communi catioh Dhethepéocemti omn

goals, and some repeating themes become apparent.

I have

separated the groupbés goal s

political matters; education and awareness; and information and privaiche (D. |

grouped the goals in a left to right order: from more general goals (left) to more specific

goals (middle and right). The goals are not grouped based on their importance,

Anonymousnembers seem to disagree on which goals are more or less impoxthnt; ea

member of the group typically has his or her own opinion on which goals have more

S

()] =]

nt o

importance. Regardless of this, most on the forums seem to agree that each goal outlined

below represents goal of tR@onymous

Table 1L The goals ofAnonymousbased m forum responses

-Standing up to
what is
wrong/being
force for good

-Being

-Fighting against
corruption

-Protecting and
preserving all
peopl eds

GENERAL CIVIL & EDUCATION & INOFRMATION &

GOALS POLITICAL AWARENESS PRIVACY GOALS
GOALS GOALS

-Making a -Standing up to -Bringing clarity to | - Protecting

positive change | oppressors/fighting |[wor | dés i dfreedom of

in the world against authorities | problems information

-Educating yourself
and others

-Spreading
knowledge and

information/spreading

-Standing up for
Internet
rights/being the
Ounof fi ci
watchmen of the

I nternet o
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active/activism

freedoms (the Bill of
Rights)

-Fighting

Injustices/fighting for

justice for all people

-Instilling sense of
collectivism and
interdependence

-Being politically
active

awareness about the
worl doés
problems

i 9

pu

-Di scussin
issues and problems

-Protecting privacy
of all individuals

-Fighting against
censorship

The most general goal &lhonymousas many forum members stated, is just

being a force for good in the world. Many Anons stated that they believe every member

should make an attempt to contribute to a positive change in the world, regardless of how

smallor large this contribution may be:

1]

A

eAnonymous i s

€eAnonymous

pro

for a

vi des a

better

societal change without the need to put yourself in danger of being
targeted persanl | y . 0

A

n

To

ot

be

t o

t r u B ys tode ywurselmdolbes a reteodel. To be a
[revolutionary] [meaning: a person who upholds, changes, makes a
revolution regardless of how big or small. It could be even a change of
characterl.and to uphold the values barmony, independency and
responsibility
lowest or the highest, take pleasure in what you do, because it is the worst

try, and

of your

not t o

deci

car e,

wor |l d, t
community and
sions and

and not

Many members sainonymaisas an opportunity to do something good, and

what

act.i

consti

vV e

S

tutes 6

cor e to

gooddé is f

the group,

or

every in

regardl ess

Anonymousnembers on the meage boards, can contribute. Many also stated that even

the smallest contribution toward positive change in the world is better than inaction.
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Whil e many Anons said the group6s main
world, many others stated more siie goals. Political and civil matters seemed to
preoccupy a large portion of the forum members. Many identified major goals as standing
up to oppressors; or more specifically, governments and corporaiiomsymous
members seem to share a belief thase two constitute major oppressors in the U.S. and

worldwide. Some of the members stated the following:

AéAnonymous i s not about sabotaging thi
standing up to our true oppressors and securing our own freedoms against

thosewhovoul d | i mit them for the own reason
AOur responsibilities are to remain an

need to have our voices heard in the decisions being made. We also need
to keep those in power from taking our rights, which we have faiteg ti

and again to do. In the Constitution it expressly states that if the
government oversteps their bounds, it is illegitimate and it is the right and
DUTY of the people to abolish it and-irstate it. We are currently past

that point, and somethingnedd® be fi xed. 0

Al Anonymous takes interest in] basicall
done in the past 100 years. There have been so many breaches of our

rights as people that | couldndét possib
definitely acceleratedsiecé 9/ 11. .. now we have the PA

warrantless wiretaps, DHS, TSA, Obamacare, the NDAA, indefinite

detention, secret arrests, torture, execution of sovereign citizens on

American soil, drones, domestic drone u
list goes on. These are all infractions of our rights, and under

constitutional law, as a citizen l/you/we all have the DUTY to stop it. Any

one of those things on the list is grounds for impeachment and some for

lifel ong i mpri sonment f oor shtiagnhd turpe.ads o n é We
Al Anonymous] i s about bettering society
seats of powero (Anonnews.org 2013).

Many members cAnonymougmphasized the importance of being
politically engaged and active. Most political conversation on therfs,
however, were dedicated to issues and problems within the United States, which

led me to believe tha&&nonymoud$as a very strong member base in America.
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Many individuals on the forum stated that defending freedoms and liberties of all
human beingsapresents a major goal fAnonymousmany individuals cited the
Constitution and the Bill of Rights when talking about defining the goal(s) of the
group. While some Anons disagreed about what constitutes the main goal of the
group, a vast majority of merals agreed that fighting for the liberties and
freedoms of all people indeed represents one of the most important goals of
AnonymousAn overwhelming amount of members shared the belief that
governments and corporations represent the biggest threat to hberties
around the globe. Many Anons clearly stated that they saw governments and
corporations as major opponents and/ or opp
While some members of the forums focused on political problems and
issues at large, s@e other members pointed out thatonynouss a group should

rather focus on uniting people. One member stated:

A[ Our moral goal] is wundoing moral indi
collectivism. Objectives = solidarity amongst all people and undoing the

theft of surplus | abour value that is ¢
AWe must not fight amongdgheteedduofsel ves, w

the individual. The only things worth fighting against are oppression,

hatred, fear, violence, slavery in any form, and anything which divides us

or makes some more important or valuable than others. Let our goal be to

care as much for theast impoverished child in Ethiopia as we do for our

immediate family, because he/she IS our family. We are one, we are all

equal, and everyone countséo (Anonnews.

People on the forums who stated that th
solidarty and the idea of people working together as one made up a minority on the
message board. Most member®abnynouspreferred to focus on larggeale politics,

discussing current politics or governmeealated problems and issues. Conversations
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aboutautbr i ti esd6 violating human rights and fr
rather general characteipeople mostly discussed how bad government/corporations are
without providing specific examples. In some cases, members of the forums made
referencesd laws such as the Patriot Act and NDAA Indefinite Detention bill, and more
rarely to international or other countries
Anonymouss a group may be especially focused on political issues in the United States.
Some maebers discussed how governments and corporations should be regulated and
what governments should improve on. Some members made remarks like the following:
AéEvery man, woman and child should [be ab
includes medidahousing, food and education. Investing in the youth of the world is the
single most important task of any intellec
Some other politicallyelated discussions on the forum were dedicated to
activism and the importancé o j ust 0 b e i n gnonymousmémbersdinsteadMa n y
of discussing governmeinelated issues and problems, rather emphasized the importance
of being civilly and politically active. Some Anons stated that people should take a strong
interest, as well aact, in regard to political and state matters, which is what constitutes a
citizen:
AWhat role does anybody plays in societ
working from every country, in every locale, in every language, religion,
color, ethnic background foraammon purpose. We live to better the
world in the end, and act through whatever means that individuals deems
appropriateeéeo
Nfé being a patriot is a |l oose definitio
Not necessarily an American Patriot, but a global patoio¢ who

believes in those unalienable rights of humanity that we so desperately
need to protectéo
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AA citizen is one who |ives under the <c
states. A citizen is one who is active in the government, when something
like NDAA or expansion of the PATRIOT act come up, they speak up
about it. They will contact their senators and representatives to make sure
the voice of the people is heard. A citizen is someone who will actively
fight to protect and preserve our freedoms andtidkerngainst all
enemies, foreign and domesticd (Anonnew
Some members of the forum stated that they believed memb&n®oymousire
nothing but responsible citizens who try t
Putting it differently, they simply claimed to be activists, either traditional or digital.
Many emphasized that their main goal withinonymousvas just beingctive when it
comes to government matters.
A large portion of people on the forums talked specifically about educating the
masses as a way to stay active. They stated that they are staying active by educating
others or by spreading important informattbrough any means they have. Many
members emphasized the importance of bringing about public awareness when it came to
political matters; | have therefore concluded that education and awareness represent an
important goal for a significant number Afhonynousmembers. Many individuals
claimed that, contr adi c tAronyyoussa@abouhbaokinggpeop !l e
hacktivism, they saw their major goal as educating others, clearing up myths and
misconceptions, as well as bringing about awarenesdittaloproblems and issues.
Here is what some of the members on the message boards stated:
nél am no hacker and my efforts are rar
spread information, share questions. It really takes little more than that. It
did not takdong to see the people and world around me begin to seek out
answers and then start sharing information and spreading their own

guestions. O

Aél think anonymousd primary purpose

t h
knowl edge and awar enes swithhdhigleer bur ni ng so
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purpose than spreading knowledge (like myself) began only after being
exposed to so many strange truths we we

AMy view of Anonymous is to draw attent
masses can see them for what they truly
AféThe point is to get information out t
really harmful to the ruling eliteé |Inf
years of US involvement Americamsar sé€ The r e
arendét as pi ssedeaauss et htehye ys haoruel ds i bmep liys ubn
nél know nothing about hacking and canbo

Maybe some information given to a lot of people and not just through
youtube postings can cause enough anger to get the proverbial ball
rolling. o

A | stimportant to educate the younger generation, as they have been
raised to accept the controls applied to them; they have no knowledge or
experience of what freedom is supposed to be like, as the older ones
experienced. Educate them and help them to sprdad wor d € 0

ar e

AAl'l of wus can do something, iif you
nf or mat

not) you can still é spread the i
Share links to the projects, videos, and information as widely as you can,
on every social netwkryou are on. Email links to your friends, go to
protests, countgpr ot est s and demonstrations, mak
The most talented and knowledgeable hacker can do little without our

support our voices raised, our standing together passionately Sagpor

the cause of justice for all humanityo

Many members oAnonymoustated that they viewed spreading information just

as important as the ability to hack. While hacking skills are highly valued within the

Anonymougsommunity andnany people on the forum expressed an interest in learning

how to hack, educating the public got just as much respect and attention from members of

the group. Many people on the message board also conceptualized information as the

most powerful weapon; mgnfor example, stated that misinformation or any type of

misuse of information by the government led to problems. On the same note, many also

ewed information as a solution or a owea
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solve problems within saety. Many people on the forum said that they believed that
spreading awareness about societal problems and issues can lead to peaceful revolution
and/or change within a society. Overall, many people on the message board stated that
they believed informatin is powerful and that people involved in bringing about
awareness should be given equal respect as people who have hacking skills.
Other members also stated that being a pa&khohymouss just discussing

problems and issues in real life and onlifany Anons stated that being a member of
Anonymous i mply means talking about probl ems a:
beliefs are. One member stated: AFor the m
who just talk casually about how bad thingsfarand] gi ve | inks to pro
(Anonnews.org 2013).

Lastly, a significant amount of members on the forum stated that they saw their
major goal as protecting the freedom of information, and freedom of the Internet in
particular. Among other goals, memberalamed protection of privacy and fighting
against censorship in both real life and online realms. Some members stated the
following:

iel believe our main goal is to free in
censorship.o

AOf cour se t he maAnonisdfreedoerahdyrivacy t he me of
more so freedom of the Internet and information. That in turn leads to

hel ping those who are oppressed and kee
that positionéo

ineWe are collective of petople who [

a j o
censorship and privacyéo (Anonnews.org
Similar to some previously mentioned members who believed that information

represents a power ful 6tool &6 or a oO6weapond
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and issues, these members believedidbeause information is so powerful, it must be
protected. Many Anons stated they believed that oppression starts with censorship and
the regulation of sources of information. Sources such as news and the Internet should be
free of regulation and censorshipany stated. In sum, these members conceptualized

free information as a source of education, upon which liberation and freedoms depends.

Anonymous: Public Image & Perception
Some discussions on the message boards build afmomymou8 publ i ¢ i mage c
reputation. While some members clearly statedAnainymoushould not be concerned
with its public image and that it does not need to be promoted in any way, other members
have al so noted that the groupds omeputatio
subgroups withinAnonymousave been involved in questionable activities, like
attempting to hack Facebook accounts. Some members of the group stated that because of
how Anonymou®perates (the group does not have etedrules or does not identifts
members) the group wild!l be bl amed for the
thingséd on behalf of the groupAnomBmoosause eV
the group often has to take responsibility for actions it may not have bexveidwith.
One of the individuals on the forum has stated:
Aé It is always possible that some assh
using the name Anonymous, but there is really nothing we can do to
prevent that unless we have the prior knowledge. Bixeng person has

the right to use the name [of Anonymous

AAnonymouso® stereotypes and misconcept:.

thing. The media paints Anonymous as a
out to cause chaos. That could not be further frontrthie. Yes, there are
some people in Anonymous that fAhack?oao, b

small group. | believe that LulSec has a lot to do with that, as they
were/are Anonymous members, but they were out hacking all the time,
[just for the fun of it] Then the media can spin what they were doing onto
t he whole group. o
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Aéunfortunately, there will always be t
Anonymous] to justify their own agend&elfish people who cause harm
and hack computer systems for no purdtizen] to massage their own
egosThesepeopl e are not anonymouséo (Anonne
Many members stated that many people may take advantdg®oeymousr

commit malicious actions on its behalf, but the group, or the majority of its members,

cannot @ anything to stop those individuals. Most members on the forums have agreed

that this is a downside of being a pardofonymouswhile its members are granted a lot

of freedom, they also are occasionally blamed by the media or random individuals for

actsthey did not commit. The majority of forum participants claimed that Anonymous

only hacks when it is absolutely necessary or when there is a good cause that the majority

of members have come to agree upon. Hacking, or any other malicious acts, are never

justified without a good cause, many members of the forum have stated. Unfortunately,

they stated, there will be always individuals with their own aims whose actions will be

damaging ttAnonymou8 publ i ¢ i mage and/ or reputation

Groupbs Values and Beliefs
On Hacking and Security

As | read the forum content, | realized there is a pattern in terms of how forum members
view hacking skills or hacking in general. The majority of responses about hacking were
normally triggered by somebody posting a thread in wthe thread initiator asked for

help learning about hacking. The majority of responses to such threads were quite
negative: many forum members responded by saying that hacking skills are very
complicated and that someone, regardless of his/her abititiearn, cannot learn

hacking quickly; on the upside, hacking is a complicated,-Garesuming process that

can take years to comprehend. Learning hacking skills, forum members stated, requires a
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lot of time, personal discipline, and independeinoae musbe able to learn to be self
reliant and do his/her own personal research, instead of asking others to teach him/her
how to hack. Many people who responded to threads about hacking also emphasized that
hacking is a powerful skill that only a few peoplevdaThey also often added that only a
few deserve hacking skills, since it is a
be a very responsible individual to be trusted to hack, he/she should use hacking skills in
only ethical, responsible wayseke is what some of the individuals stated in regards to
hacking:

AféHacking is not a game, it is not a |

something that one believes in. Hacking is serious stuff, so if you ask
Anon how to hack so that [youcan]jgoant [ your ] ex6s [ Facebool

account, then get the hell out. You don
AThere is no tool you can use, there is
hack. Hacking is something extremely <co

must know HTML, Javascript, PH&hd many other web languages to get

feeling how website functions. Then, you have to learn a lot about

computers [themselves] I|ike signals, or

not a one month tutorial | essono

(Anonnews.org 2013).

Many membersoftht or ums made it very cl ear that
Facebook/Twitter profiles is completely against what the groups stands for. Members of
Anonymoustated that hacking should rather be used in rare cases, where traditional or
digital activism fails, and aaal can only be achieved by more serious methods. Hacking,
they stated, should be used for a good cause/reason, and never for malicious purposes,
such as stealing money. Interestingly enough, some members stated that even though
Anonymouss a whole opposamnalicious hacking, some subgroups or individuals

associating themselves with the group have committed malicious hacking in the past on

behalf of the groupAnonymousaccording to many, has taken hits to its reputation in the
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past because of the few whbose to use their hacking skills irresponsibly or selfishly.
Many, however agreed that the majority of membewrainymouselieve in ethical
hacking. ManyAnonymou8 me mber s went as far as defini

the way most group membersdanstand it:

A[ Hacking] i1s the definition of acquiri
and to keep dishonest people, companies and Government on their toes,
[ Anonymous] doné6t do it for malicious I

help. [Hacking] takes yesawupon years of skill and hard work to
understand code and the path it takes to lead you there. PLEASE stop with

the stupid reqguests to be a hacker. PLE
Afé read [the rules] of this forum, <cl ea
h a c k 6 artywhpre, toisthose kinds of things there are sites like

HackForums. therebdés a |link for fools I

Despite the fact that rules about requests to be taught hacking skills are posted on
the message boards (although some membersanee not found or read them), an
overwhelming amount of messages were posted asking forum members to share their
hacking knowledge/skills. Most of the time, such requests were treated negatively; the
rules of the message boards indeed clearly prohibit sequests.

Anonymousnembers also clearly chose ted&fine hacking. Traditionally, a
hacker has been definedfam per son who secretly gets acc
order to get informatiofand] cause damage ( Me-Webstax 2013). However,
Anonymousnembers chose to give hackers and hacking a rather positive connotation by
defining hacking as a set of computer skills used to break into congystems. While
such access is clearly unauthorized, and hence illegal, it is only to be useddor a g
cause, like exposing the truth(s) about a corporation/government/an individual that
Anonymous i nds responsi ble for O6wrongdoings.

that hacking skills should be chosen to be deed collective purpose, with whighany

78



members agree; hacking should be never used for individual or private purposes. Hacking
for private purposes is what forums members saw/defined as malicious hacking:
AAnonymous doesnodot hack for personal re

informationon how to hack accounts and so on, if you know anything
about anonymous then you know we hack f

AéAnonymous is not a school. Thatdéds not
anonymous not a personal army for some
Al maengmous. To the people writing us w

hack: 0 Ther eradousegpeoale dn bere wad lackuthre

articulation and finesse to explain the wise response, or perhaps they

simply dondét care to s@dhewaytot out for vy
acquiring knowledge of any thing, you learn things which change your

original reasons for wanting the knowledge. The new reasons will in turn

alter your perspective on why the knowledge is good to have. This is a

safety valve built into alearning, whereby those who acquire knowledge

cannot help but make other discoveries which prevent malicious or petty

use of the knowledgeé [Hacking] is know
misuse, by being hard to obtain. So please, all you folks who want to

know how to CRACK, as cracking and hacking are two entirely different

things, sit down and examine why it is you want to know. Will your

reason be the same in ten years? Twenty? If you know the answer is no,

then save yourself some time and learnhowtapy a ni ce game of ¢
(Anonnews.org 2013).

One of the members of the forums, when asked when it is okay to hack, said the
following:

Al's it okay, or i s it -violegchdpgolty,isit your sc
"okay" to punch a bully in seliefense? Is it "okay" to punch that same

bully when they are doing nothing to you? Is it "okay" to kill someone

when they break into your home and have your family hostage? Is it

"okay" to kill that same burglar on the street when the are doing no harm?

Ther is a difference between "hacking for the shits and giggles" and so

called "hacktivism”. There is also a difference between what is "okay" and

what i s "right". Il s it right/ okay to ha
their bank account information? In mpinion, no. It is not. Now, is it

okay to hack into that same computer and gain access to a remote server

that is used by the NSA to illegally spy on people? Perhaps. It depends on

many things, a blanket question such as "is it okay to hack" is much to

vague to give a proper answer. There is a time and a place for everything,

violence, speeding, running a red light, murder, hacking. It is all very
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circumstantial. So, | believe that your question refers to what Anonymous
does in regards to hacking. And | lghy right now that | do not do
anything illegal. But, in many ways | do believe that what Anonymous
does is "okay", but it is "okay" because it is the right thing to do. The
founding fathers of this country were killing people over less than what we
putup with todayo (Anonnews.org 2013).
Many members stated that they think hac
that can be used for both good and bad causes. They stated that because so many people
want to use hacking irresponsibly, knowledge abouoking and/or cracking should be
protected. Hackers, who mastered their computer skills to a higher degree should not
reveal their knowledge easily, but should rather protect that knowledge as much as they
can. Many stated that they believed hacking is Eguaagic implying that hackers, just
|l i ke magicians, often seem to do i mpossi bl
magician. They never reveal their ways or tools. You are a fool if you do. [Training or
teaching someone] can backfire. Learn yeursf . [ Do] researcho (Ano
While some people responded negatively towards requests of being taught
hacking skills, other individuals on the forums tried to be rather helpful and provide
advice on how one can learn more about computers akthgads indicated earlier,
some members of the forums directed individual who wanted to learn computers skills to
websites |i ke HackForums.com or even Googl
provided advice on computer security in general. A big emplaasient was made on
securing your computer/system. Many people on the forums pointed out that because of
Anonymou8 s omewhat negative reputation, me mb er
and secure at all times. An overwhelming amount of people on geebsards advocated

for awareness and being careful when it came to using computers; many mentioned that

the (United States) government is continually spying on the members, so they have take
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all measures possible to stay invisible and/or unidentifiechenWhether hacking, or

just having conversations on message boards, members stated they need to maintain
security. Some of the members, who seemed to have better knowledge about computer
security, often provided helpful advice to others, while also pnoigpseltreliance and

computer security:

AeDondt downl oad HOI C or LOIC. It wildl
uninformed, and unprepared user in [trouble]. If you want to learn how to
hack, | earn from the besté There used t

goode when i was in college. HackerIndustries, the BlackHat group.
Thereds even tut or iiavhichwill getybuonsnot o bui | d

deeper trouble than hacking anywayé | s
hacking, you learn hacking techniques. Do not ogl\some
preprogrammed tool kit to do it for you,

are not good enough to keep you safeéo

APl ease dondét use LOI C. 't expo
and you canodét use LOIC over TOR
anymor eéo

ANoO. DO NOT USE LOI C. It i s VERY easy t
it was first introduced it was wusabl e,

fantastic way to get arrested. There are other manners to DDoS a website,

and other manners of takign e d o wn . Do your research,
known, itdéds probably no good. Thatods no
rule of thumb. oo

AAs far as forums | i ke this, be careful

personal info to anyone. Because this is open toramytbere are any

numbers of idiots, trolls, feds, you name it here. | hate to say this, but for

your own safety, trust no one here or on any Anonymous forum (there are

many)é | 6m not trying to scare you, oOfr
justofferinghf o t o help you protect yourself. 0

Alf you want to use an ordinary mail cl
1. Download and configure Tor (everyone should have done this
already)

2. Go to a mail client that has loose verification like gmx.con

3. Make an email with false information

4. As long as you use tor and/or multiple proxies while visiting that e
mail you are anonymous
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There are also temporary emails that last for a day or an hour. You can use
tor to remain anonymous while using the

Suggestions or adviamn the forums ranged from how to secure your computer or
network to how to stay secure while usinmail or a social network. Almost every
thread where one asked a question about security received some serious responses in the
sense that forum members gerely tried to answer questions to their best ability. While
reading those responses, | had a feeling that security and/or staying unidentified
represents something truly important to most membefsmohymousSome members
mentioned that the government is likely to be watching members of the group, and that
members oAnonymoushould be aware of this. Some of the members stated that while
participation in the group6 werasmdleimemberi es i s
should first take steps to secure himself/herself, whether he acts online or in real life.
Other members stated that only online participation can be completely secure, or as
secure as it can get. In other words, some membémsarfymos showed some
skepticism towards real life protests, while still often recognizing their importance. One
member, for example, claimed that street protests are no longer secure because of how
state officials/policemen treat protestors:

APr ot estrdway to get yoursell oh theaNSA terror watch list.
The police use facial recognition cameras to identify the protestors and

enroll them in their fApotential terroro

absolutely protests arestmpodtoant, just

(Anonnews.org 2013).

Overall, members of the forums showed a lot of interest in how to stay
anonymous/unidentified. Part of this interest in anonymity and security has been
triggered by mistrust i n aut hocussionslasagn s uch

atmosphere of overall distrust in anyone/anything with a great deal of power. Anonymity
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and security was often referred on the for
something that group members saw as pattnoinymous i d &anty memypers,

participating in real life protests, made an point to wear Guy Fawkes masks, which they
viewed as a way of protecting their identities on the streets.

On Symbols: Guy Fawkes Masks

Many members of the group have mentioned on the forunAtizatymouwften
becomes inspired by famous books and/or movies. Among the most frequently mentioned
movies was the filnY for Vendettdy James McTeigueamong the most mentioned
books wereV for Vendettdy Alan Moore Animal Farmand1984by George Orwell.
One common theme that united the aforementioned films and novels was the opposition to
tyrannical/totalitarian leaders by rebels. MemberAmdnymousften compared
themselve$o major characters in the aforementioned books and film. When someone on

the forum asked about wh&honymouss and what they stand for, many members often

reply in the following manner: HAéwatch V f
watchitagaineach ti me you will take more from th
does contain a great deal of trutho (Anonn

Many people on the forum also mentioned that the idea of wearing Guy Fawkes
masks was drawn from the nowefor VendettaTheoriginal members, according to the
forumsé participants, chose the graphical
activism and many activisirelated ideas. Meanwhile, other people on the forums claimed
that many earlier members Ahonymousirew iniration from the actual historical
figure, Guy, also known as Guido, Fawkes. Guy Fawkes was a rebel who was in charge of
the Gunpowder Plot, a failed assassination attempt on life of King James |, who later

served as inspiration for a holiday in Greatt&n, known as Guy Fawkes Night,
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November §. Many members claimed that they did not just wear Guy Fawkes masks,
which became widely popularized after the movior Vendettavas released, but were
also inspired by the actual ideas of Guy Fawkes. Herewh at one of the fo

has said in this respect:

hél [also consider myself] a member of
stated to have been organized in the | a
youdove ever heard of Guido Fawkes you Kk

just the man we all copy our masks from, tha actual ideals that Guido

AGuyo Fawkes stood foreé I 6édm a part of |

considemyselfan original member, | go to protests and take peaceful

action against oppressors such as the U

This was repremted in the movie V for Vendetta. V, the main character,

took physical action against the totalitarian and fascist governments of the

UK in the future, and currently, the governments of the UK are

steamrolling towards this future, V took action againstghvernments

and in the end won, he was also martyred for the Anonymous cause. This

is exactly what Guido Fawkes attempted

to blow up the UK parliament buildings and was captured and executed

for treason, Guido was margd that day and 200 years later, Anonymous

formedod (Anonnews.org 2013) .

When tal king about an fAoriginal groupo,
Anonymouswho were not hacktivists, but were rather traditional/street activists who
took peacefulictions. The earlier membersAfionymous i n t hi' s member 6s
also an extension of the activists of the 1806, who protested against the UK government.
By Aimodern Anonymouso, this member of the
the AnonymousSimilarly to this participant, many other members also stated that earlier
members of the group were just activists and that hacking and digital activism came on
later on.

While some members claimed that Guy Fawkes masks are being used by

Anonymousnemkers rather symbolically to convey Guy Fawkes ideas, other members

also claimed that the masks are being used for practical purposes, as well. Many

84



individuals on the forums claimed they feared to join real life protests and expose their
faces, because obfice brutality and facial recognition technology the government uses
against protestors:
fiThe police use facial recognition cameras to identify the protestors and
enroll them in their "potential terror" list. I'm not saying don't go,
absolutely protesar e i mportantb, jfiéstrribeé eawvamgé oul
identities is the reason] why we wear G
Afél see so much going on and nothing 1is
pregnant women, police brutality left and right, and in the current job |
reporton what goes on, but being Afriendso
and government officials, | am forced to put on a smile and buy them
drinkséo (Anonnews.org 2013).
The name of the group first came around to protect the names of the members,
according tanany individuals on the forums. Some people on the message board claimed
that this is howAnonymouss a group came to be: people needed a group that provided
an opportunity to participate in societal change without taking risks. One member stated:
A é A n onoug provides a community and a way to get involved without the need to put
yourself in danger of being targeted perso
rai sed some concerns about members being a
nottakesteps o pr ot ect their i dentities], hence
bust in their doors and arrested. | dm hear
arrestedéo (Anonnews.org 2013).
Overall, individuals on th&nonymougorum made it clear that the GupWwkes
mask, which members often wear during peaceful street protests, as well as display
online, are used for a few primary purposes. The first reason is symbolic one: by wearing

the Guy Fawkes masks, which are widely recognized and known in the UK and now

around the globe, members convey the ideas of freedom fighting and standing up to
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oppressors. The masks also became a sort of trademaniooymouswhich | believe

was not planned in the sense that members were not/are not making any serious attempt
to intentionally promote the group. Many people on the forum, in fact, stated that
Anonymousloes not need any promotion like other, more traditional groups do.
Eventually, though, this trademark helped to prordatenymouss a collective. The
collective knavn asAnonymouglained significant fame over time both due to their

actions and the way the group managed the security of its members.

The second reason for using masks is rather functional: the group members
simply want to protect their identities and&awoid being arrested and even prosecuted,
even though they may not be doing anything illegal. Having an opportunity to participate
in civil disobedience and/or digital activism, or even hacktivism, without exposing
personal information and/or identity meskprotests more attractive to potential members,
both those who want to protest on the street and those who prefer to protest on the
Internet.

Anonymous: Peace Makers vs. Revolutionaries

A great amount of individuals on the forum have stated that theyelhasAnonymous

as a whole, oppose violence or/and violent actions. Many stated that violence is only

justified in extreme situations, but for the most part is unnecessary. Forum participants

often referred téAnonymouss a peaceful entity, as well @adled themselves
Opeacemakers. d At the same time, many memb
consider hacking or breaking into computer systems violent. Here is what some of the

people have stated in regards to violence and peace:

A Re v ol uecdssary, hackeng systems to expose corruption is
NESSESARY. Violent means ARE NEVER necessary. The minute
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Anonymous becomes violent is the minute Anonymous has lost its
pur poseeéeo

ARéThere are a select few who may give a
astheper son you are quoting about fAdestroy
are in a veryvery small minority. Anonymous as a whole is a peaceful

organi zation. We dond6ét want to start a
people up to the corruption that is prevalenhe governments of the

world today. Within any group, there wi
outcast that doesnét represent the whol
Anonymous join in the fight? Probably s
sur e wo u lombdyadstpushing tota war. Nobody is pushing to

Adestroy the government 0é Get your fact

AWar i s a crime against humanity and sh
AWe are not fighting a war with violenc

BUT our oppresors ARE using violence and we are defending ourselves
and warning them that they are going to

take action, thatoés it.o

ARéThe elites are trying to provoke a wa
people are walking up wdgoo] fast and their plan could easily come

apart. We dondét have to have a war to w

(Anonnews.org 2013).

Numerous members éihonymoustated that they associate violence and
brutality with government officialsindividualsAnonymouss a group consider
opponents; they said it was ridiculous to associate violence with the group since most
Anons chose to embrace peaceful activism. Many individuals stated that they felt
offended when they heard someone accuimgnymou®f violent actons: according to
many forum participants, the majority of members are trying to promote peaceful actions
when it comes to both street and online activism, rather than violence.

At the same time, many people on the forums viewed hacking positively,
especilly when it was viewed in the context of fighting for a good cause. Many forum

participants claimed they believed there is a strict line between hacking for fun, or for no
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specific purpose, and hacktivism, which they viewed as appropriate and sometimes

necessary for reaching the goal of promoting social change. That is what one member

S

ai

d in the response to the question Als

fi € There is a difference between "hacking for the shits and giggles" and

so-called "hacktivism”. There is also #fdrence between what is "okay"

and what is "right?". l's it right/ okay
their bank account information? In my opinion, no. Itis not. Now, is it

okay to hack into that same computer and gain access to a remote server

that is used by the NSA to illegally spy on people? Perhaps. It depends on

many things, a blanket question such as "is it okay to hack" is rmach t

vague to give a proper answer. There is a time and a place for everything,
violence, speeding, running a reght, murder, hacking. It is all very

circumstantial. So, | believe that your question refers to what Anonymous

does in regards to hacking. And I will say right now that | do not do

anything illegal. But, in many ways | do believe that what Anonymous

doesis "okay", but it is "okay" because it is the right thing to do. The

founding fathers of this country were killing people over less than what we

put up with today. They've taken almost everything we have, and you

may not realize it yet, but the US idléwing the same course that Nazi

Germany and Soviet Russia took prior to their mass killings. Time is short,

and if hacking can prevent something like that, | personally believe that it

is not only "okay", but it is the duty of the peaple ( AnonnCd3y.s. or g 2

So, just as with violence, some members believed that hacking should be used in

rare cases, when other measures prove ineffective. Hacking, according to the above

mentioned member as well as some other individuals on the forum, can be the

right/appopriate course of action in situations where regular protests fail to achieve the

desired result(s). However, many also stated that such an extreme measure as hacking

should always be considered carefully and applied with all appropriate ethical

consideraons in mind.

While many members referred Amonymouss a peaceful organization, an

overwhelming amount of members also referred to themselves as revolutionaries. This

paradoxical selfiefinition reoccurred throughout the message boards over and over
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acain. On one side, membersArionymoustated that they supported peace; on the other
side, they also claimed that one of the main purposes of the group is to bring about a
revolution that will be able to solve some of the political and social problems&ve
identified in the U.S. and around the globe. Many members have insisted that the
Arevolutionodo should be brought about peace
about change requires more radical actiéimgnymousnembers should be ready to
partake such actions: fAnél dondétiifspeddkingc at e vi
out and standing together cannot accomplish theigitedn, sadly, what must be done
must be doneo (Anonnews.org 2013).

Some forum participants expressed sadness wikensdiing earlier members of
Anonymousind comparing them with new generation gfnonymou8 me mber s. One
the participants said that earlier members

members just prefer to have discussions online, partly out of the fear of getting in trouble

for their activism: Al groop thad Ahonynhousforce | I i ke
was has just faded away, |l eaving only a fe
(Anonnews.org 2013). Another person stated

who are firevolutionar i atpebple are banharrastedang s el f ,
killed for speaking their beliefs many hayv
2013).

Many people on the forum defined Arevol
to actual individuals starting a revolution (thaditional definition of a revolutionary),
which in most cases implies violence/radical measures. The majority of members, in

ot her words, conceptualized a firevolutiona
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activist. Many members claimed to barficipating in Occupy Wall Street protests, as

well as in the protests that were triggered or inspired by Occupy Wall Street. Many of the

forum members also used the word Asoci al w
was used synonymooaltiyeso, inkvbbugh it did
connotation (i .e., the word Arevolutionary

is often associated with overthrowing the government or people with legitimate power).
Regardless of which words mestk chose to use when describing themselves, they tried
to convey an idea that they Asonymousnembers want to fix societal problems, even if
this requires courage and risk taking (e.g., going to the streets and facing police or
participating in DDoS atick online).

When topics like civil war or overthrowing existing government(s) was brought
up on the message board, Anons had various views on such issue. Some stated that
Anonymousvoul d not start such a war owarconfl i c:
starts it wild!@l not be Anonymous that start
2013). Some members argued thabnymouss simply too fragmented and
decentralized to start such a war/revolution; besides, the group does not formally have
ay | eaders or fprincipal pl ayerso who woul
proposed. Other members agreed that a civil war might be necessary and that they would
support it if it came about, bdnonymouss a group would not be likely to initiate
Some members stated that they strongly opposed the idea of anarchy or the idea of
overthrowing the existing government and that the group should rather achieve its goals

by peaceful means.
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Anonymous: On Anarchy

Anarchism has been discussed on tharfes fairly consistently. One of the ways it has
been discussed is in relationAaonymou8 r eput at i dmne,pheirbedia ¢ 1 mage
labeling the group as anarchic. There was no unanimous agreement on the forums on this
issue, however. While some membelesmed to be anarchists and/or support the notion
of anarchism, other members rejected it wholeheartedly. As one member said (in
response t o tAmeympusetsatnido nf oorDoaensar chy ?6), fANoO
doesndét stand f or aversatideologigs, valles, ordoals. O©mydt h av
individual anons can really stand for some
member 6s opinion, many others said that th
they view anarchism, as well as othapics, meaning the group cannot really be called
anarchic as a whole, since only certain subgroup(s) or memb&nopymougonsider
themselves anarchists. However, as | was reading through the content of the forums, |
noticed that generally the membézad to split into three broad categories: those that
view anarchism positively (i.e., accept all of the tenants of anarchy), those who view it
negatively (i.e., view anarchy as harmful and/or dangerous), and those that approve of
certain features of andrg, while also approving of representative democracy and
capitalism. The third groupds views on an
members who claimed to be anarchists and members who claimed to despise anarchy.

The Anonymousnembers whealaimed to favor anarchy/anarchism have
defined and understood it in a certain way, which they often clarified for those claiming
that anarchism is harmful. The majority of Anons supporting anarchism favored a
specific type of anarchisinsocial anarchisnglso known as socialist or libertarian

anar chi sm. Soci al a n dodycohantemt dam i bardami nad
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emphasi zes fia col |l ecti vi Bookcinddfminotheent t o s
words, social anarchists consider mutuabe$f as essential to achieving social freedom
and equality, as well as emphasize communi
branch of anarchism is commonly associated with the works of BiesepHProudhon,
Mikhail BakuninandPeterKropotkin (Purkis and Bowen 2004), whose names were
frequently mentioned and/or referred to by some of the members on the forums.

Social anarchists can be defined as individuals standing against capitalism,
globalization, powerful (e.g., transnational) corporatjemsquality, and hierarchy.
Social anarchists believe that power relationships exist everywhere in society, whether it
is in political sphere or any other, npolitical, spheré e.g., cultural, economical,
social, etc. Social anarchists are amapitalsts, who consider all forms of power equally
threatening to a community, and therefore try to resist all types of hierarchies and
oppression. The state, however, is viewed as the main source of power by social
anarchists; thus, the state or the governrakatld be resisted most of all out of all other
sources of power (Purkis and Bowen 2004). Another key idea to this branch of anarchism
is the belief in the Afeasibility of 1ife

At he capacig yt o fdad ntdhivn gdsorganizationhad r owno ( s €

3t

spontaneous direct actionéwithout bureauc
and Bowen 2004:26). Some of these ideas were definitely echoed Anahgmous
forums.

Additionally, social anarchisdr aws on Mar x6s critique of
concept of alienation. Social anarchists see capitalism as an exploitative, dehumanizing

system. However, unli ke Marx, soci al anar c
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of the pr ol et istsginply rejéct aByaype ohrllingeelitea The h
establishment of a dictatorship of the working class (which was proposed by Marx) is
viewed as just as dangerous as the establishment of capitalist leaders in the eyes of social
anarchists, since any leadédsie to human nature, which can be easily corrupted by
power) would eventually create hierarchies and oppression in society (Purkis and Bowen
2004). Overall, soci al anarchists view any
creativity and freedoms&ocial anarchists believe that no group or individual should have
control over source(s) of power, as power has corrupting consequences on individuals.
Social anarchists reject the idea of repre
hierarchalpal t i cal party, 06 or fAestablishing thems
| e ad e 255 dnlike Marx, social anarchists also reject the idea of revolutionary
potential existing only in the industrialized working class. Unlike Marx, social anarchists
have amore inclusive view of revolutionary agencies. Anyone and everyone in society,
in their view, should participate in resistance towards sources of power.

Members of the forums, who have claimed to be anarchists and/or support the
notion of anarchy, have disssed some of the tenants of social anarchy | have presented
above. The topics that were brought up and discussed in the forums in relation to (social)
anarchy included six major topics: 1) defining anarchy (i.e., members discussing how
they define anargf); 2) resisting major sources of power (i.e., government and
corporations) as one of the major goals of (social) anarchists; 3gpedfsentation
versus representative democracy; 4) the issue of freedom, creativity aegselsion;
5) social justiceand emphasis on community as essential issues of (social) anarchy and/or

anarchists; and 6) (social) anarchy as inevitable and/or natufshéorymouss a group.
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One of the most commonly brought up issues bym®hounced anarchists was
the ways theylefine, view, or understand anarchy. As | mentioned previously, most of
the Anons seem to favor social/collective anarchy over other forms of anarchy. Although
the group may (and probably does) contain members who choose to support other types
of anarchyas well (among other forms of anarchy the members also mentioned anarcho
communism and anarcksyndicalism). Many of the members emphasized that the ideas
of a leaderless community, individual freedom and collectivist commitment to social

freedom were th&e that they liked the most:

AAny i1 dea that is | eaderless, decentral
freedom while working within the framework of collective is anarchist. If
you are interested in anarchism you sho

NoamChomsky, Bakunin[Kropotkin] should help your
understandingéo (Anonnews.org 2014) .

Other members claimed that they preferred social anarchy because it puts
emphasis on community and mutualism, unlike ananctitvidualists (the supporters of
individualist anarchism), who despite having the same goal of removing government,
pl ace emphasis on individual sdé needs:
Al would also |Iike to add that personal
capitalist/anarchandividualist views, only in so far thatdly can fuel

greed, over accumulation, forms of hierarchy, and an arms race for self
defenseéo (Anonnews.org 2014).

Oftenti mes, the members supporting the
democracyo synonymously t o eferreécaltingitthat Asoci a
way because of the stigma/negative associ a
members claimed that direct democracy (or collective anarchy) is a way forward for the
United States or any other modern country that wants tcstseafree of corrupt

leaders/politicians. Some of the Anons often posted links to Wikipedia pages, talking
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about collectivist anarchism and direct democracy in order to educate other members of
the forums:

AéA collective anar chwllimt@Epastpr oven to wo
without depression/recession cycles like is seen in democracies. What we

have today is a pseudtemocracy wher e you have a democr ac
really only run by elites. | challenge you to read and understand the

foll owi ng ismpfecrimdtliyonée Coll ectivist an
would challenge you to look at each economical system and ONLY
AFTER THAT come back to me and tell me

wrong with collective anarchism/direct democracy as being the way
forwar désasd otp@ your continuance of repr

AYou (Il i ke many other people) have misu
word Anarchy. Today it is synonymous with chaos and destruction (which
is what the governmentséwant you to thi
means i s no rulers. It doesndét i mply no
no government. It just means that instead of somebody making decisions
for the people the people make the decisions for themselves (aka direct
democracy)o (Anonnews.org 2014) .

Othes defined being pranarchy or anarchic as simply being a revolutionary
fighting against oppression and/or for the rights of the oppressed:

fJesus was a revolutionary. Think about it. There are paintings of Jesus in

Latin America depicting Jesus with #eislung over his shoulder which

makes sense. Jesus sided with the interests of the poor and the poor who

are forced to arms to survive look to their spiritual leader for inspiration

and strength to continue a difficult yet morally righteous struggle. The

rifle emphasizes the righteousness of the struggle against [oppression]

especially when it is as it is in many cases the struggle to survive with
freedom and dignity as somehow distant

AéAnyone who | ives differreistadicel wi t hi n a

and revolutionary. What | plan to do in life and with whatever resources |

arbitrarily gain, is to implement more bridges (metaphorical) between

communities (or classes) and try to level out the playing

fieldédod(Anonnews.org 2014) .

Lasty, o me Anons simply viewed O6being anarc
authority and/or feeling little need for government, but not necessarily complete removal

of it. It was unusual to find members who, despite claiming to be anarchists, did not
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wholeheartely reject the notion of government. Even though mostdalmed
anarchists on the forums claimed to be againstiinentgovernment, some of them
were in favor of the idea of removing government on general. One Anon, for instance,
sai d: A T h Anarghlst | neédm gavernment, however not as it is currently
practicedé We need taxes, for schools, bri
whatsoever how would one suggest funding infrastructure and positive freedoms
(healthcare/education/workers/worker c o mp/ subsi di zed housing,
(Anonnews.org 2014).

Some Anons complained that many members and people in general imply
violence or civil war when they talk about anarchy, when, if fact, a large portion of
Anons define anarchy as lestarce and dependence on government (sometimes
members al so usdd bterd atréd ram i fseandot rseymeo ny mo u s |
Acoll ective anar chi smo)

~

Al have always thought people Iimply too
least, it simply means there istranother person who has the ability to
decide things that affect my life without having anything to do with, or
even speaking to me. In other words, | always thought of it as the lack of a
NEED for governmentéo (Anonnews.org 201
Some of the members, however, seemed to believe that any power

structure or government would eventually become corrupt. Therefore, they stated,

their goal should be achieving the specific goal of removing the power structure,

regardless of what it may b@®ne of the members noted tatonymou$as been

split for a while into members who Ademand

governmento (Anonnews.org 2014), also know

members who are in favor of a complete removal of government, or the self
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procl ai medséAndényHmwever, that same member
Constitutionalists reach their goal of reforming the state, they would eventually
face the same probleimcorrupt elites:
Af Once] the Constitutionalists begin to
about the pait where Anonymous will begin to defeat the new power
structure because it would appear to be creating another Capitalist society,
somet hing which [ most of Anonymous] doe
2014).
Another aspect of anarchy that was frequently dised by the forum members
was resisting the primary sources of power and fighting power structures: namely, the
government and corporations. Agibvernment and antiorporation sentiments were
extremely popular on the forums, in general, enough to make #hseparate theme, but
antiFgovernment and aforporation themes were also often brought up specifically in
relation to discussions of anarchy. As | stated previously, anarchy generally implies
resistance towards social control and power. Many membéne éorums claimed that
they saw government and corporations as their major opponents, or the targets they were
fighting against:

Al Th
cl

vement i s] d-mkingpalticeans, t o t aking
i n t he

S
udi president himself .o

~

Al bel i eorneedttorstartd upaagether, to not take the constant
attacks on our freedom and rights anymore. Unfortunately the only way |
see this rebellion working is for blood to be shed, though many different
variations of rebellion may happen. The more logieghgwould be] for
the people to rise up against their gov
Even though there were some members on the forums who stated that civil war
(involving violence) is inevitable, there were many geliclaimed anarchists who
believal that taking down the government would not result in any violence. Most, if not

all, members oAnonymousvho were supportive of the notion of anarchy, thought of
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violence very negatively, but they admitted that in some cases violence is necessary.
Some nembers, including the ones who were-prarchy, claimed that peaceful action
was always their first choice but recently peaceful efforts had not been working so well
for activists and /or hacktivists. One Ano
to gain peace through this, but is not working. People protest all the time, even in mass,
yet the government still pushes them down. They still make laws to prevent the
protestséThey still treat people as the en
enemy. We must fight backéd (Anonnews.org
The anarchyrelated conversations often revolved around discussion about the
issue of representation: representation by government (as in representative democracy)
versus direct voting (as indirectdemara) . As | previously ment.i
democracyo was often used synonymously to
anar c hy .-aaim&dcellecsve anarchists on the forums did not favor
representational politics, but rather advocdtegutting selfgovernment in place or so
called communitybased laws and rules. Many memberdibnymouswho seemed to
embrace the notion of anarclsyated that selfjovernance, in their view, represents the
best option compared to elected officiadso are acting on behalf of the people. Direct
voting, in these membersdé view, represente
communities. Moreover, direct democracy would not as likely to lead to corruption as the
current system does, many memtuteted:
AThe problem here is not the | aw. The p
should, in my opinion, be no law such that absolutely nowhere can one go
to escape it without being incredibly wealthy. People are not all the same,
and absolutely NOBODY shadibe subject to any law they did not

personally agree to be bound by. In no other way can true law exist. Now
should one have to choose between life in a lawless anarchy (my personal
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favorite) or servitudAlfarmsofa per pet ual p
governnent at all levels should be tried in a letggm and competitive

way and if a governance (or lack the® catches on, it will automatically

spread. O

ATodayods anarchy is: instead of mini mal
government? Human nature shows thaiptesuck. Power corrupts, and
absolute power corrupts absolutely. We this happening currently with the

Obama administrationéAnarchy may not so
nature, but it solves the problem of ha
ARepr eosne nitsattihe most el emental form of a

AOur Founding Fathers were una
Voting waséo (Anonnews.org 201

Another reason that people on the forums stated for being in favor of direct

democracy/collectivanarchy is that it allows for more creativity, selfpression and

freedom overall among individuals. Some of the Anons stated that they chose to be

anarchists because that is what any person who wishes to preserve his or her freedom of

expression, wouldal

AThinking feeling people who wish no [
expression, exploration of heart and intellect without limits choose
Anarchi smé read some Chomsky, Bakuni n,

Anarchists will encourage youtoreadand make your own mi ndéao
(Anonnews.org 2014).

While some people named sekpression and creativity as a positive side of

havingsocialcollective anarchy, other members preferred rather to focus on the issues of

social justice and community. Many seltimedanarchists on the forums stated that

social/collective anarchism is the best method because it places emphasis on community

(rather than on individuals) and is aimed at achieving equality within a community.

Al 6 m a n-syrdicadist/activiet, but myigw is not necessarily
sharedé The principles of insulting/hie
wasting time not fighting injustice are

99



Al n collective anarchy], everyone has
basically destroys the psibility of manipulation, and brings up true
equality, freedom. A classless, moneyless society, of no higher or lower
power . o0 (Anonnews.org 2014).
Lastly, someéAnonymousnembers stated that the presence of anarchists within
Anonynous is understandableniit logical, sinceAnonymousgself represents a
somewhat anarchic collective, in the sense that the group is taking on some of the ideas
of social anarchy, such as the hatred of hierarchies and leadership and support for direct
collective actiontoachiee goal s. Ot her members expl aine
within Anonymouss due to the history of the groufinonymousthey claimed, had
originated as a group consisting of mostly hackers and Internet anarchists, but as time
went by, the presence afiarchists/individuals supporting the notion of anarchy has
significantly dropped. Despite that, the group as a whole still seemed to favor some of the
ideas of collective anarchy, as well as contain some members who refer to themselves as
anarchists:
AAnonymous functions asdemocratiol unt ary ass
collective (if you have no idea what that means, then you have no business
asking for an educated discussion) in which individual agendas can be
propagated t o bec o meralpagenda. Spdcificallihe col | ec
the current overall agenda of Anonymous at the moment is a broad
platform of antioppression, anttensorship, antiyranny, propagating
free speech, social justice, political & moral equality, multiculturalism (to
a certaindegree), soft anarchism, hacktivism, and so forth, as dictated by
the current composition of [its] member
AAnonymous (used as a mass noun) is a |
group. It originated in 2003 on the imageboéctian, representing the
concept of many online and offline community users simultaneously
existing as an anarchic, digitized gl ob
In other words, some members, especially those who seemed todieapehy,

claimed thatAnorymousalready represents a collective anarchic entity in a metaphorical
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sense : a) it lacks leadership/hierarchy; b) it represents a voluntary association, meaning
that members can enter and leave whenever they walpcymou8 s uccess depel
uponmuta | / col |l ecti ve actions of many member s;
the government and corporations, the sources of power and social control, that members
of Anonymousire actively trying to resist.

Overall, the members #nonymousepresent a diverse community that is
inclusive of people with different views on anarchy. Based on my observations of the
forumsdé discussions, I have concluded that
supportive of the specific type of anarchy knaagnsocial anarchy. Most members
picked these forms of anarchy because they put an emphasis on community and
togetherness, rather than on individualism. While some of members went as far as saying
they wanted no government and/or a lawless society, attansed that they just wanted
less government, or a different government. However, the notion of social justice and
equality for everyone was shared by all of the members supporting the notion of anarchy.
The members shared an agreement, that despitespific version of anarchy they
preferred, they all believed that their goal should be fighting to eliminate corruption and
social injustice, as well as liberty over government.

Despite these facts, many members ondthenymougorums spoke fondly of
anarchy and even proposed it as an alternative to the current U.S. government, an
overwhelming amount of people held opposing, and quite negative, views regarding
anarchy. The members who spoke negatively of anarchy also stated that even though they
did notsupport the current government, they also believe that government is necessary

and generally good. Many stated tA@ionymouss a whole is not radical enough to
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support the notion of no government whatsoever; moreover, anarchy would lead to even

worst stuations than the current corrupted government:

AAnarchy is not the answer nor the basi

Anonymous, when it comes to politics and government involvement is to
ensure the freedoms of citizens, and prevent tyranny... anarchyswill a

only introduce more | aws against freedo

Aéyou must be stupid to think Anonymous

Many people probably do think it is but what is the alternative? Complete
anarchy, where everyone gets robbed or shot and in the end we end u

either as hunters living off the land back where we started or EXTINCT...
[What Anonymous is] actually against is corruption and misuse of power

inside the government. O
Al Anonymous i s supportive of] not anarc
likethena i onal defenseéwhich all ows the

States as a battlefield and indefinitely arrest anyone without suspicion or
even trial o

AA nat i tessamafchy asyustas bad if not worse than what is
going on rightrgkto ( Anonnews.

The members who rejected anarchy typically associated it with chaos, violence
and criminals, and/or terrorists. Moreover, they claimed that bedaumsg/mouss a

whole does not support violentand that is what anarchy would eventually l&ad,

anarchy is againgthonymoud cor e goal of embracing peace

must be achieved peacefully and without violence. Some people stated they believe that

anarchyiscrimnabased or gani zation: MfAEvaeirlyedaét t empt

[ because it breaks] down to the base conce

Many of those members, even though admitting that the current government is
flawed and needs to be reformed, also stated that the complete removal of government is
not pcssiblei the absence of government and laws, they stated, would lead to crime and

lack of order within society. Moreover, most people (e.g., Americans) would not support

102



the notion of no governmeminonymousthey claimed, would not be supported by the
general population (since humans are naturally inclined toward fearing chaos and
violence) and would simply fail at its efforts to establish anarchy:
ADo not test the government too much, a

us down. Do not let us become therorists. Do not let us become
anarchists. Doot letus become social murderers. PLEASE practice

restraint, and please doné6ét waste the p
want to prove your point with violence. The government does not feel
sympathy forso i a | mur derers or outlaws, and I

wel fare. o

AYou are stupid to go after the governm

popul ation will not support you. o

AféThe government is the expression of t
flawed itis peoplehae a very natural fear of anarc
2014).

On the top of that, the ardinarchy members stated, human nature is all about
organizing things and creating order and stabiliyu mans ar e Oo6wiredod to
themselves, and maintaining ordearsessential part of human survival. Some people
even admitted that they wigtnonymousgtself would be more organized. Overall, the
majority of people on the forums that were against anarchy said that even if anarchy was
possible to achieve, it is jusbad system and would never work in practice:

AéAnonymous does need some organizati on

anarchy will never work out. o

AThe human mind will always organize th
Al 6m no Anar c hi snenforéedfhireyandwheethego od whe
dondt infringe on | ibertyd (Anonnews. or

Overall, the members who held negative opinion about anarchy only agreed with
6anar chi st stbattbergovermment is sosupted and thabnymoushould

work together toward stopping it from making and/or implementing unfair laws and
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attacking citizens and their freedoms. When it came to other issues, however, members
rejecting anarchy believed quite opposite things, which were specifically: @hgveas
viewed for the most part synonymously to violence and chaos; b) violence was viewed as
unnecessary and undesirable (violence was also rejected as a méamfonouso
achieve its goals); dnonymousthe antianarchy members claimed, is agawislence,
and, therefore, it stands against anarchy; d) human nature naturally organizes things and
desires order for survival; ) anarchy is impossible in practice because people desire
government and would support it if anarchists were to overthrdpeitiarchy was
viewed as criminabased while the government/representative democracy, regardless of
its corrupted officials, was mostly viewed as the most legitimate, commonsense system;
and, finally, g) overthrowing government was viewed as impossilpeactice since the
government has more resources (better weapons, defense systems, etc.) to protect itself
from anarchists.

Lastly, some people on the forum held somewhat neutral views on
anarchy/anarchism, meaning that they wanted some changes tmbtadad to the
current government/system but did not desire to get rid of government completely. In
ot her words, those members who were 6in be
keep the current system of governance (i.e., representative demolstacy),
simultaneously wanted to 6tweakd certain |
system which he/ she named AA Moralist Will
avoid the word Aanarchy, 0 since the term h
propoed t he following changes/ 0tweaksd to t he

AThe current system can work with a fe\
need to] remove the central bank that actually rules the country, and make
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it unconstitutional to have a central bankingtegs [Secondly, we need

to] adopt the constitutional amendment that takes away the ability of a
corporation to use money as its Afreedo
to] remove the electoral college. Use actual popular vote to determine

elections, and usenly methods with public over site to verify vote

countsé [Fourthly, we need to] break wup
that parties are grated and limited to the same amount of money they can

receive to run for public office, and impose a term limiadrpolitical

offices. [P]ass law that no entity may donate more than $200 to any one

running for public office, and all dona
[Fifthly, we need to] any law agency not run by a publicly elected

of ficial & [ dXa]rsemadvd all redundant federa policing

agencies. We do not need 20+ federal police agencies all doing the same

thing on each other toes. We only real/l
remove FEMA and instead place a responsibility in the hands of the
individual states. [Ld%t Amendmentedst b
was never ratified by the states and has already been ruled on by the

supreme court to grant no new tax autho
want to call [the proposed] systemangraghbecause it d6s not exac
same systemséThis has to end at the own
everywhere. They have to resign. No one mafia group is going to hold

power over the rest any |l ongeré |1 6d cal
freesociey based on the common interesto (An

Similar to this member, other Anons also made proposals on what needed to be
changed. Many people have shared an agreement that the Federal Reserve should be
di smantl ed, sinceank [epbatpehts baeaeprseat e
(Anonnews.org 2014). Similar to the members who claimed themselves as anarchists,
members who shared a neutral perspective on anarchy generally placed an emphasis on
communal needs, mutualism, and the irdey®f society overall. They also agreed with
selfproclaimed anarchists that society should be governed by the people and that
everyone should have equal rights and equal say in political and social matters.

To simplify the differences between the splgmbers, on their view of anarchy, |
created the table that outlines those differences through comparisonZ)l derall, it

can be said that all members of fonymougorums have the same gaaachieving
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equality and social justice through colleetiactioni but the members differed on the

means by which they wanted to reach those goals.

Table 2. The differences in views between the members who support anarchy, the
ones who reject anarchy and the ones who view it neutrally

Members
supporting the
notion of anarchy

Members rejecting
the notion of anarchy

Members holding
neutral views on
anarchy

1. Anarchy is | Individual freedom | Violence; chaos; lack | System that aims at
defined as:| achieved through of order and laws; creating state with
collective effort; system that is run by | little to no
absence of criminals (or mobs); | government, which is
leaders/hierarchy; radical system often archived
revolution against through violent
oppressive structure means
2. Views of | Government is Government is Govenment has
governmen| viewednegatively; it | criticized but overall | potential for existing
t should be either viewed positively; if it is being
removed completely | government is viewed reformed properly
or be extremely as essential for and extensively
limited; the emphasig preserving and
is placed on self maintaining society
organization
3. Views on | Violence is viewed | Violence is viewed Violence is viewed
violence negatively but itis | extremely negatively; | negatively; members
sometimes viewed ag viewed as the opposit| propose methods to
a fnecesis gofwhatthe group reform the
l.e., it cannot be stands for government thado
avoided in some not involve/imply
situations. violence or civil war
Revolution/civil war
IS sanetimes viewed
positively and/or
suggested as a way
for solving the
problems
4. Emphasis | The needs of The needs of The needs of
is placed | community, community, community,
on: mutualism, achieving mutualism, achieving | mutualism, achieving

freedom and equality

freedom and equality

freedomand equality
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5. The Removing the Leaving the Making substantial

primary government or government/political | changes to the

goal of limiting its power in | system (i.e., government (to the
Anonymou | serious ways; representative point of
sshould achieving classless, | democracy) as itis; | Constitution) but, at
be: moneyless society; | removing harmful the sane time, not

having a system in | laws (e.g., SOPA, etc| changing the whole
which every person | and introduce new political system (like
can vote directly (.,e., 6 go od 6 | a w anarchists propose)
direct democracy)

Content Analysis Results

My content analysis of th&nonymousnessage boards yielded the following major
discoveries:

1) The members oAnonymousglaim that the collective represents an idea, rather
than an actual group. Suallefinition of the collective by its nmebers is likely used
becausenembers oAnonymousre highly opposed to the ideatohditional group or
organizatios (the latter becauseiinplies hierarchy, rules, and inequalégnong
membery Although Anonymouss ambiguous, fluidand difficult to grasp, my research
established that it do@spresent group.Anonymous e pr esents a o6groupbd
members shareast, core values by which they can organize effectiielgreover,
Anonymousas some influence in the United States and across the globe. Timafact
others recogniz&nonymouss s a di s & i p dotthe togctusion thain fact,
Anonymouss a group.However,Anonymousacks many important characteristics of a
traditional groupand would be betteronceptualized as a secondary, Hi@aitional
group. This conclusion is supported lagademic literature. Fuchs (2013), for example,
stateghateven thoughAnonymousepresent a fluid and heterogeneous collective,

membersvant it to be seeasanidear at her t han a group, Awe ¢
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(p- 345). Fuchs adds thahonymousepresents annconventional, notraditional
movement thahas emerged as a result of the liquefaction of sotiegy, the social
processes becomimgore fluid, liquid, and temporary. According to Fuchs (2013), and
confirmed by the results of this content analy&ispnymousepresents a liquid social
movement:
Al Anonymous] expresses the |iquefaction
movements. It more than other movements permanently transgresses the
boundaries between individual and collective action, online and offline,
movement and nemovement, networkingral autonomy, spatial distance
and presence, anonymity and knowledge, play and protest work,
entertainment/fun and politics, presence and absence, appearance and
disappearance, the mundane and the uncommon, normality and absurdity,
the real and the symbolionline and offline action, conventional and
unconventiona3bl).behaviouro (p.
2) Members ofAnonymousee themselvess a force for goqgaand justify their
methods More specifically, the group sees itselfeagroupo® s oci al warri or s,
primarygoal is toproduce positive social changethe world. Many menbers stat¢hat
Anonymousymbolizes humanity and the peopea wholemembers often staton the
forumthat they see their core goals as defending and preserving thenfieadd
libertiesof the people anthe oppresseddembers also stathatAnonymouss forced to
existbecausé humani ty is in trouble. & This vision
conceptob c y-biegi | ant esd or Sepauiseindloit @&3)dEeen i ant s, 0
tough O6cyber vigilantesd may use puni shment
achieve their goals, they see such threats as justified and instrumental for creating a
positive social change. The notiontofi ®nec

examined in more detail in the analysis of the values and beligisosfymousAnalysis

of the message board revealed that membefsonymoushare two contradictory

108



values: on the one hand, members seem to value the idea of peace and gererdby s

be opposed to violence; on the other hand, members see revolution or the use of violence
as necessary in some instances, when other measures fail. This shows further support for
Serracinelnglottd €013)concept of cybevigilantes.

3) Another findingaboutAnonymougoncerngheir use of hacking. More

specifically, | was interested thscover how often hacking methods were employed by

the group, and the overall technical knowledge within the gisija result of my

analysis, | found that even thoughonymouss oftenlabeledas6 hac kt i vi st & or
6hacker &6 gr gangevénysome scholafmenymoasioes not represent a

purely hacktivist group. In t, only a small number of members have hacking-or in

depth technicaknowledge. This corresponds with the finditog other researchers

(Coleman 2013; MansfielDivine 2011; Shalin HailJew 2013), who found that many
individuals withinAnonymou$ave no hacking skills. My findings shdhat a lack of
technicalskills is characteristically true of not just many members, but rdatieemajority

of membersMembers ofAnonymousire equally open to accepting the technical and
nontechnical individuals as members.

4) As tothe organizational channels (the structure and functipihgnonymousl

have discovered that members strongly oppose leadenstipr hierarchy: Anons claim

that they do not have any lead@s Anons often state on the foruhat they believe
Anonymousepresents a purely decentralized group. Membefsafymousmphasize
thatalack of leadership doesnonlyr ef | ect t he m®iméaahyskiut opposi
also makeshe group more resilient: if thereeano leaders, many Anons stagests

and/or loss of members cannadteat the group. Anons oftarsethe metaphor ahe
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Hydra (an ancienteptiian monstemwith multiple heads) to convey the messtu
membersan be easily replacednons also emphasized that anyone can join the group
by simply agreeing with the core beliefsAvionymousand tlatthe group does not have
any formal rules for joining or leavingyaking it easier fomembers to ter and/or exit
the collective The fluidity of membership withiAnonymousas wellthe high turnover
ofmembersi s consi stent wi(1988)sbawlogicalanalgsisdf Tay!l or 0
hackes. The authors stated that hacker coumities are impersonal imature and tend to
lack formal organization. Hacktivist culture, and the culturAmdnymousn particular,
is extremelysimilar tohacker culture in tis respect.

| have also established thimonymousepresents a communitriented group: a
groupthatheavily relies on theaumber of members participating. This is evident, for
example, in how the group chooses targets. Becdangrymousloes not have official
leadership or rules for selecting whom to attack, Anons typically use technology (in the
form of IRCs, forums, social media sites, etc.) for gathering and discussing important
issues. The decision to target an organization istypigal ac hi eved by a col
the more people to voice their agreement t
more people that discuss the proposed plan of action, the greater the likelihood that the
60perati ond wi | This kelencé an coenmmunity@arrespoads with the .
findings ofSerracinelnglott (2013), who suggested thtonymouss heavily dependent
on reaching a critical mass, and generally exhibits a communitarian spirit; this leaning
towards community representsiategral component dhknonymou8 c ul t ur e .

The groupdés reliance on technology as a

noted by other scholars. Wong and Brown (2013), for example, conceptualized
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Anonymous s-b@evdi t s6 or mod e r-banditsaaccodiRgadthen Ho o d s
authors, represent a distinct type of hacktivist/activist because, unlike other type of
hacktivists, ebandits use anonymizing technology (technology that completely conceals
the actorsodé i dentiti emsdaccanplishangtherx gdals.Mpr bot h
analysis of the forum shows thabhonymousiot only extensively uses technology for
organizing, but also places high importance on remaining unidentified. | concur with
Wong and Brown thaAnonymousndeed represents a tirsct type of hacktivist group.

As a result of my content analysis, | have also created a typoldgyoofymous
goals. These goals consist of: 1) general orspetified goals (e.g., fighting against
injustice, etc.); 2) civil and political goals (typlgarevolving around issues concerning
civil liberties, political issues, and standing up to the government); 3) education and
awareness goals (revolving around educating others and spreading awareness about
issues); and 4) information and privacy goagv@lving around issues like privacy, anti
censorship, and freedom of information). The diverse spectrénafymoudgoals
points, once agai n, -ihcusiveness ofgleotngiesénd f | ui di t
worldviews. Members, in other words, are freelédine and/or choose their own goals
within Anonymous This finding is consistent with the writings of some scholars. Fuchs
(2013), for instance, describAsonymouss a politically heterogeneous group, which
welcomes political and social ideologiesrfrall fronts, as long as they are in agreement
with the core beliefs of the group (such as standing up to oppressors, etc).
5) When | examinednonymou8 v a |l u e s | dedichtedoassignifieamt portion
of my anaysis to discussing the importanceGuyFawkesa n d t h autilitypnta thek s 6

group My analysis revealthat the groupusesmasks for the followingrimaryreasons:
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a) masks serve as a symbolic means for exp
and/orthegovernment; b) the masks seeve pr act i c al purpose of <co
identities, so that they can avoid beidgntified and/or arrested; and c) the masks are
used as a sort of trademark for promoting the groapded unintentionally by media
focus on the magkThese findingsare consistent with some peaeviewed research.
Coleman (2013), for exampleentions in her researthat Anonymousnost likely uses
the masks for symbolical purposes. Unlike my findings, however, Coleman suggests that
the Guy Fawkes masks are used by#sto express the imgance of privacy and
anonymity:something the group values very highly. Coleman also suggests that the
group enjoys thelement of mysterthat surrounds wearing the masks. This element of
unpredictabilityand/or mystery often helggab media and public attentioso it is also
possible thaAnonymousises the Guy Fawkes maak away to attract attention

The last section of my content analysis deals with the anarchic heritage, or
anarchic leanings, #&&nonymousMy analysis shas that members of the group hold
very diverse views on anarchy: while some members identify as anarchists or generally
support the notion, others think of it negative or neutrally. What is certain is that
anarchism does represent a portiodonbnymousulture and, therefore, should not be
ignored. Academic |iterature does not expl
extensively; however, some authors did note that both hacker and hacktivist cultures are

marked by an anarchic spirit (Gillen 2013).
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V. INTERVIEWS WITH SECURITY PROFESSIONALS

Theme One: Familiarity with Hacktivism

The first interview question aské&dhe respondenttadheard ofAnonymousnd/or
hacktivism, and if sathe extentof their knowledgeNot surprisingly, all weréamiliar
with the topisi both Anonymousndhacktivism in generallThe interviewees fell into
two major categorieshosewho were somewhat familiar witknonymousnd
hacktivism (e.g., they were readiafout the topic in the newsequentednessage
boards dedicated to hacktivisamd/orfollowed the topidn some other fashignThe
secondcategory ofecurity professionalsad more of a personal familiariyith
Anonymousnd/orhacktivism meaning they tookninterestin the activities of the
group beyondsimply reading about them (e.g., they were involiredome sort of
activism in the past, mostly befofmonymoudecamedmous for its political hacking).
No respondents from eithef thetwo groupsconfirmedany current involvement with
Anonymasor any othehacktivistgroup

Specifically, concerningamiliarity with Anonymousnd hacktivismfour
intervieweeout of six were somewhat familiar with the group aheétopic of
hacktivism (through news, television apither sources while two intervieweesut of
six eitherstrongly alluded toor outright statedhat theyused to hava more direct
involvement withAnonymousnd/or hacktivisn{it was,however stated that none of
their activities include@ny illegalactson their part. One ofthe interviewees, for
examplesaidii | 6 ve actual | y Ahonpwreouss aamme& war k | wikteh y o
hacktivism is hacking for political purposes, much of whabnymouslid when | did
some stuff withAnonymousvas not hackt i vits ndibdercétu steavid an

pol i ti c aResppndent#2&Gl4).0 (
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All of the security professionals haa indepth knowledge aboétnonymous
staing factsreaching fronthebackground and origin of thgroup tohow Anonymous
function and/or operaseMany security professionals, for example, mentioned that
Anonymouss an offtshootof LulzSe¢another famous hacker group that-getes
Anonymousindis famous for its members havipgpfoundhacking skillsLulzSeé s
membersaccording to my intervieges generallyhad better hacking skills than
Anonymougsand are generally considered to be more capable when it cohmasking
expertiseLulzSe6 s me mlgenerally rmoreeespected in hacker circles than
members oAnonymous

Another important fadhat many interviewees mentioned was thabnymous
did not emerge as a hacktivist group originatyt rather started with something referred
to asfiOperation Chanologga protest movement against the church of Scientology,
whose practices were strongly oppo&s early members oAnonymousOperation
Chanol ogy was most | grpasding thime fHagveverievemupllya | au g
Anonymoudecamanoreinvolved withpolitical hackingandsoonbecamdocused on
matters opolitics andactivism rather than hacking for fum out of boredomand
became known astaacktivistgroupThe secur ity pr ofresppreledonal s o6
with whatwas discovered earlien the brums.On the message boardsamy members
of Anonymoustatedthat the groupriginalybeganas a communi ty that
and generally trolled peopl ©Otheanonsstatad sed he
that the groufpeganwith traditional &tivism andonly laterusedhackingas a method of
protest What allanonsagreedon, however, was that hacktiviswasneverthe main

focus ofAnonymousvhen it firstbegan. Similato my intervieweespn the forumsmany
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members oAnonymouslso mentioned the Church of Scientology as a turning point for
the group- getting back acientology Anonymou® D o btbeir website) changed the
focus of the group from having no political focus to becoming selgjonvolved with
activism. Members othe group realizethatthey could use their hacking abilitiesdo
good, rather thato simply play pranks

The name for the grougself, AAnonymouso, came from t he
4Chan a famougorum on the Internet wheraembers are allowed to post anonymously
without registering or leaving any trace oéithidentity As 4Chardid nothave any
nicknames or anydentifying information, members referred to themselves ast
Anonymousor asanons,ndividually. The nane i A n o niy afso lekeved to have
symbolic meaning the group s me mb er s théirtg@ahs tefightforéntemndt a t
privacy andreedom of information. The name itself, thus, symbolizése gr oup 0 s
position on suclssuesbeinganonynousis highly importanto most memberdany
hacktivistsbelieve that anonymity and security &ighly treasured anshould be
protected by all meanand advise others on ways to protect their anonymity

The mostgreed upotopics, whichall of the securit professionalsliscussed in
thar interviews werethe following In response to my first questiomi What i s your
general knowledge dfnonymouss nd/ or hackti vi sm?0
1) OnAnonymouseing aarge,looseand altinclusivegroup:

Aéltods a | o o,sceonedsanclyargéitnsa]rgmaupvehere you

can kind of take on a mantle yourself, do something, declare war on

Monsantoor whoeveré and then doé make your
t hat 0 ( B2a20i4).ci pant

AThat 6s the problemupothatubsi meoywl bbsa
inclusive |i ke that. Um, and actually I
um, this comparison, h&bed&wherayoui t 6s ver
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dondot actually have to |i ke get a certi

Qaela and t herebre all these branches her
of Al-Qaeda, and other partsof-®laeda say fANo, no, what a
doing? Noéo, and so itodéoséitds, um, when
very | oose member s hiYougqmouseoarineame, wher e yo
thatodos fine, go ahead, you know, you ar
or thaté anyone can use it, anyone can
it in the name of the group, and then e
dondét éwendométt tioso, but you candt say I
including everybody, you knowé. by inclu
condoning anybody doing anything in your name. Yeah, so, | mean if | go,

you know, take a tire iron aerd bash som
windows and say AAnonymous did thiso, t

(Participant#6, 2014).

AThey seem a | ittleé disorganizedé | th
behind a group like that one way or the other, just because it's kind of
flavor of the week. They're gonna go d

(Participant#l, 2014).

i é Wi Anbnymous you are supposed to beé you d
anyone is, they wanna be just thahonymousBut, yeah, um, everyone
has their own belief system within ther

A The group

S members have diverse VvView
thatlt ar ge, it ds

0
0 going to happeno (Particij

2) Onparticipating inAnonymous

i Thereds no | eadership thatds gonna t el
hard to classify them as anything, righ
somebodybds sawing tldiskeadum,stl ilk ke aéli ke
democracy, right, where thereds nobody
organi ze things; someone says fhey, we

convince enough people to do it, it sort of reaches a critical mass and they
godoib (Participant #1, 2014).

Aét he thing that helps them and hurts t
no real leadership, and while that creates like a purely crowd sourced
democratic sort of way of activism because if someone comes up with an

ideaandpostst and says fAThese guys are doing
Awe should do something about it to hel
somet hingo, and i f everyone thinks itods
someone says AMy science ottegaucher i s a |
know, where he stores his money and tak
thing that you see on 4Chan is AWe are
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