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Digital Preservation Management: Implementing short-
term strategies for long-term problems

https://www.dpworkshop.org/dpm-eng/conclusion.html
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https://www.dpworkshop.org/dpm-eng/conclusion.html

Good Practice vs
Best Practice

It depends
Unattainable

Different practice makes sense for

different organizations and materials

“When is 'good' better than 'best'? In support of digital
preservation good practice,” Jenny Mitcham, 18 April 2023,

ps:// .dp ine.org/blog/ -is-g - - -
https://www.dpconline.org/blog/when-is-good-better-than TEXAS STATE
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Lots
Of
Copies
Keep
Stuff
Safe

« Copies in disparate geographical,
administrative, and technological
locations

« Distributed storage

e Consortia (DuraCloud@TDL, Amazon,
Chronopolis

Library of Congress Digital Preservation Partners
https://www.digitalpreservation.gov/partners/lockss.html
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https://www.digitalpreservation.gov/partners/lockss.html

PRODUCER

OAIS Reference Model

* SO Standard: ISO 14721

Preservation planning

Data
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Descriptive
information

Archival
Storage

Administration

Descriptive
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* Open Archival Information
System

* Reference Model —tool
and policy agnostic

Queries

* Organizational
Infrastructure —
must map and incorporate
tools, services, and
policies to adhere to this
model

—
elx responses I

Orders

CONSUMER

NSl

-OAIS Reference Model oais.info

I
MANAGEMENT

-Magenta Book, Recommendataion for Space Data
Systems Practices, Consultatative Committee for Space
Data Systems https://public.ccsds.org/pubs/650x0m2.pdf
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oais.info
https://public.ccsds.org/pubs/650x0m2.pdf

AIP — Archival Information Package
Structure

Content Information

Content Data
Object

Representation
Information

1. Content/Data file

2. Information needed to
present that file to
designated community

Preservation Descriptive

Information
1
Reference | | Provenance
Access Rights
Context Fixity ]
1. Reference— 3. Context - for
identifier original publication
2. Provenance - 4. Fixity - checksum
history of the 5. Access Rights

item




Functional Area

Level 1 (Know your content) Level 2 (Protect your content) Level 3 (Monitor your content) Level 4 (Sustain your content)
M . Have two complete copies in separate Have three complete copies with at | Have at least one copy in a Have at least three copies in
F u n Ctl 0 n a I A re a S . locations least one copy in a separate geographic location with a different | geographic locations, each with a
geographic location disaster threat than the other copies | different disaster threat
Document all storage media where
Sto ra ge content is stored Document storage and storage Have at least one copy on a Maximize storage diversification to
Storage media indicating the resources and | different storage media type avoid single points of failure
. Put content into stable storage dependencies they require to
I n te g r' I ty function Track the obsolescence of storage | Have a plan and execute actions to
and media address obsolescence of storage
hardware, software, and media
C 0 n t ro I Verify integrity information if it has been | Verify integrity information when Verify integrity information of Verify integrity information in
provided with the content moving or copying content content at fixed intervals response to specific events or
activities
M eta d a ta Generate integrity information if not Use write-blockers when working Document integrity information
provided with the content with original media verification processes and Replace or repair corrupted content
Integrity outcomes as necessary
C o n te n t Virus check all content; isolate content Back up integrity information and
for quarantine as needed store copy in a separate location Perform audit of integrity
from the content information on demand
Determine the human and software Document the human and software | Maintain logs and identify the Perform periodic review of
Gantia] agents that should be authorized to agents authorized to read, write, human and software agents that actions/access logs
read, write, move, and delete content move, and delete content and apply | performed actions on content
these
Leve I S Create inventory of content, also Store enough metadata to know Determine what metadata Record preservation actions
-_— documenting current storage locations what the content is (this might standards to apply associated with content and when
include some combination of those actions occur
1 - K n OW yo u r c 0 n te n t Backup inventory and store at least one | administrative, technical, Find and fill gaps in your metadata
Metadata copy separately from content descriptive, preservation, and to meet those standards Implement metadata standards
2-Protect your content e
. Document file formats and other Verify file formats and other Monitor for obsolescence, and Perform migrations, normalizations,
3 - M 0 n Ito r yo u r CO n te n t essential content characteristics essential content characteristics changes in technologies on which | emulation, and similar activities that
including how and when these were content is dependent ensure content can be accessed
. Content identified Build relationships with content
4_S u Sta I n yo u r' CO n te n t creators to encourage sustainable
file choices

Levels of Digital Preservation v2.0
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Functional
Area

Content

(Level)

Level 1 (Know your content)

D_ocument file fdrmats ahd bther
essential content characteristics
including how and when these were

identified

Archivematica
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Functional
Area

Integrity

(Level)

Level 1 (Know your content)

Verify integrity information if it has been
provided with the content

Generate integrity information if not
provided with the content

Virus check all content; isolate content
for quarantine as needed

Archivematica
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Digital Preservation Management: Implementing short-term strategies for long-term problems

Library of Congress Digital Preservation Partners

OAIS Reference Model

Magenta Book, Recommendataion for Space Data Systems Practices, Consultatative Committee for
Space Data Systems

Authenticity and Provenance in Long Term Digital Preservation: Modeling and Implementation in
Preservation Aware
Storage. https://www.usenix.org/legacy/event/tapp09/tech/full_papers/factor/factor.pdf

Digital Preservation Coalition Wiki, 4.2.1.4.2 Preservation Description Information,

Digital Curation Centre, Glossary,

Levels of Preservation Revisions Working Group, “Levels of Digital Preservation Matrix V2.0,”
October 2019,
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