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Abstract 

Purpose:  

With cyberattacks on the rise state government need to be prepared for cyber incidents. 

Therefore, the purpose of this preliminary research is to first identify key elements of a cyber 

incident response plan using the literature; second, assess available state cyber incident response 

plans using the key elements and lastly, make recommendations to improve state incident 

response plans using the results of the assessment. 

Methodology: 

Incident response plans were broken down into three major categories derived from the 

literature: incident response team structure, handling an incident, and coordination and 

information sharing. A content analysis was completed to compare the National Institute of 

Standards and Technology’s (NIST) framework to the state incident response plans. 

Findings: 

The finding showed that there was significant involvement from the states' governors; 

that the state plans were generic but had a diversity of names. The incident response plan was 

broken down into three major categories which were incident response team structure, handling 

an incident and coordination and information sharing. The first category incident response team 

structure six states had a minimal discussion, and two had no reference to "Chief Information 

Officer." The second category handling an incident eight of the ten states were rated as "well 

done" or "adequate" for "Preparation, "Detection and Analysis" and "Containment Eradication 

and Recovery." Lastly, coordination and information sharing nine of the ten states were rated as 

"well done" or "adequate."  

With limited manpower, it is imperative that IT teams be highly proficient in their duties. 

The governors have given these agencies the freedom to tailor policies, plans, and team models 
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according to their manpower. Most plans cited the NIST framework and tailor it to their own 

organizations. Overall the state of Texas had the best incident response plan; however, there is 

much work needed to be done to strengthen state incident response plans.  
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Chapter I: Introduction 

Introduction:  

The compromise or violation of an organization’s security is a matter of when, not if. 

Cyber-attacks are on the rise, from Fortune 500 companies to local and state governments. 

Criminals are using vulnerable access points and leaving malware to capture debit and credit 

card data, names, mail and email addresses, and phone numbers. State governments are targets 

for hackers because of the valuable data that they store and the big networks they are connected 

to, and because they lack the resources to fight back. In some organizations, one full-time person 

may be doing all the work to meet IT and cybersecurity requirements (Small Towns, 2017, p. 2). 

 Lou Romero, the cyber-liability and risk-practice lead for Pivot Point Security, surveyed 

200 municipalities in New Jersey and reported that 78% lacked a password management policy, 

97% lacked a disaster recovery plan, 46% of backup files and records were kept onsite rather 

than in the cloud, which is more secure, and 90% of local governments did not encrypt sensitive 

emails. Historically, local governments have not outsourced cybersecurity; about 61% keep it in-

house. There are signs of organizations that do not practice basic cyber-hygiene (Small Towns, 

2017, p. 3). 

In 2015, the Nonprofit Municipal Research and Services team surveyed 200 small local 

governments in Washington State and found that only 25% updated their security policies 

annually. Steve Sedore, the executive director of operations of Allegan County, Michigan, 

reported, “The lack of good policies and practices can be traced to some fundamental problems 

that plague government at every level” and that the problems they face include inability to pay 

competitive salaries for cyber personnel, lack of training and end-user accountability, and lack of 

funds (Small Towns, 2017, p. 3).  
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According to Newman, 38% of state and federal government cyber incident that occur 

agencies are unable to identify the attacker. They also have grueling time figuring out how the 

hacker perpetrated the attack. Chris Wysopal, of the CTO of Veracode stated that “The Whole 

Key of incident response is understanding what happened. If you can’t plug the hole the attacker 

is just going to come back in again.” (Newman, 2018, p.2) 

State Government Cyber Security  

State government agencies are vulnerable to attacks primarily due to the lack of advanced 

technology and manpower to monitor their systems. With the growing popularity of e-

government services the internet portals become a target for cyber attackers and terrorists. Cyber 

intrusions into the e-government network can significantly impair systems and services of 

government (Zhao & Zhao, 2010, p50.)  Due to the rapid changes in technology and the 

increasingly sophisticated methods of attacks, it is difficult for all organizations to constantly 

fight and detect signs of a data breach.  Private companies with more financial and manpower 

resources are being hacked daily and governmental organizations are notorious for having less 

resources to protect their technology, making them a constant target. The systems that many state 

governments have in place are inferior or obsolete and do not provide complete visibility of their 

entire networks.  State governments need to allocate more funds to the cybersecurity budget in 

order build strong incident response plans. 

Approximately 76% of e-government attacks in the United States are vulnerable to 

common web application attacks such as denial of service (DoS), unauthorized access to 

networks, theft of employee data, breaching customer information, online financial fraud, web-

application attacks and system penetration (Zhao & Zhao, 2010, p50.) The threat of these attacks 
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would be reduced with risk assessment imbedded in state plans and the impact of an actual 

breach would be minimized by having an incident response plan intact. 

An incident response plan needs to be comprehensive and updated on an annual basis. 

Good incident response plans limit damage to organizations, protect citizen’s data, and allow 

users to act quickly and notify respective personnel and regulators in an orderly manner. One key 

element to a robust incident response plan is collaboration from respective governmental 

departments including health, technology, legal and security. By bringing these departments 

together we easily can identify each department’s critical reporting requirements and avoid 

having employees work in silos. All employees should also understand that in the event of a 

breach of certain types of sensitive health information they are required by law to report within 

72 hours to General Data Protection Regulation (GDPR). Agencies should also invite external 

organization such as the local law enforcement and digital forensics teams. It is important to 

have their names and contact numbers because these agencies bring a wealth of knowledge and 

will play an instrumental role in recovering from a data breach.  

Research Purpose: 

The inspiration for this research was to determine if state governments had incident 

response plans in place to combat cyber attacks. All organizations, including governments, need 

a plan to reduce the risk of a cyber security attack and a plan of action if an attack occurs. Hence, 

state governments need a formal cyber security plan. The literature does not provide information 

on the state of cyber security planning among state governments. Cichonski et al, of National 

Institute of Standards and Technology’s (NIST) have developed a useful and widely recognized 

cyber security plan model that can be adapted for state governments.  Given these conditions the 

purpose of this preliminary research is, first, to identify the key elements of a cyber incident 

response plan using the literature; second, to assess the available state cyber incident response 
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plans using these elements; and, last, to recommend improvements to the plans using the 

assessment 

Chapter Summaries: 

 Chapter one provides an introduction to the research on incident response plans and state 

the research purpose. Chapter two examines scholarly literature on the history of cybersecurity 

and the threats to organizations. A summary of the conceptual framework is present at the end of 

this chapter. Chapter three describes the research methodology used to assess different state 

plans. This chapter also discusses the operationalization of the conceptual framework. It also 

examines some of the advantages and disadvantages of using content analysis. Chapter four 

provides the results of the content analysis and illustration of well-done plans. Chapter five 

provides findings, recommendations and a conclusion based on the content analysis. It also, 

additional recommendation for future state plans.  
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Chapter II: Literature Review   

Chapter Purpose:  
 

This chapter, examines the literature and policies on cybersecurity in state government. 

Cybersecurity is a complicated process, and large organizations need plans to ensure they carry it 

out in a systematic manner. The conceptual framework for cybersecurity planning in state 

governments is introduced at the end.  

Cyber Security:   

Cybersecurity is the protection of the network, programs, and data on a computer from 

unauthorized personnel to safeguard the availability, integrity, and confidentiality of people’s 

personally identifiable information (Kamar, 2017, p. 8). Craigen (2014, p. 18) defined 

cybersecurity as “the organization and collection of resources, processes, and structures used to 

protect cyberspace and cyberspace-enabled systems from occurrences that misalign de jure from 

de facto property rights.” The Department of Homeland Security (DHS; 2014, p. 11) defined 

cybersecurity as “the activity or processability or capability or state whereby information and 

communications systems and the information contained therein are protected from and/or 

defended against unauthorized damage use or modification or exploitation.”  

History of Cybersecurity:  
 

Cybersecurity dates to the 1970s, when the U.S. Department of Defense separated major 

elements of the design and management of networks from the design and management of 

network security. This was because military needed a network on which it could send classified 

data, though many other technologies would benefit because other vendors could also use it to 

send classified data. This factor played an instrumental role in the design and management of the 

internet because through the mid-1980s, the infrastructure and management of the civilian 
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internet was a part of the military’s Defense Data Network. The split of networks from network 

security was critical for the development of the civilian internet (Fidler, 2017, p. 449). 

As U.S. infrastructure, mechanisms, and policies were evolving, three major cyber 

incidents occurred. The first period was the realization phase in the early era of the internet. The 

second period was before and after the September 11, 2001 attacks, and the last is the modern 

militarization phase, in which cyberwarfare causes damage to capabilities and critical 

infrastructure. The Morris worm attack acted as the wake-up call to the U.S. intelligence 

community, academics, and policymakers. The first significant cyberespionage event happened 

in 1986, however, with the Cuckoo’s Egg attack involving the Soviet KGB. This was considered 

the first large-scale attack, and the worm crashed 6,000 computers. The U.S Government 

Accountability Office assessed the damage at between $100,000 and $10,000,000. This also 

shows the difficulty of genuinely assessing the damage of a cyberattack. The Morris worm attack 

played a vital role as a catalyst for the first steps toward a regulated cyberspace.  

The Moonlight Maze incident caused the U.S. cyber-defense forces to rethink their 

strategies on cyberwarfare attribution, deterrence, and sensitive networks such as the Non-secure 

Internet Protocol Router Network, “NIPRNet.” The government and agencies realized that there 

were no clear policies or strategies for these problems. This remained so until the legislature put 

together Presidential Decision Directive 63, which had two significant strategic implications: 

The National Incident Protection Center (NIPC) and the Joint Task Force Computer Network 

Defense (JTF-CND). The history of cyberwarfare is an important tool for assessing mistakes and 

projecting the future (Haizler, 2017, p. 33).  
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Threats to organizations 

Reputation 

The first threat to an organization in the event of a cyberattack is to its reputation. Eckert 

(2017, p.147) defined a reputation as “a perceptual representation of a company’s past actions 

and future prospects that describes the firm’s overall appeal to all of its key constituents when 

compared with other leading rivals.” Fombrun (2012, p. 95) defined it as “a collective 

assessment of a company’s attractiveness to a specific group of stakeholders relative to a 

reference group of companies with which the company competes for resources.” 

Cyberattacks can damage a company’s reputation, and some unprepared organizations 

never recover. Reputational loss can affect organizations in multiple ways, such as a decrease in 

market value, which is a significant concern for companies that trade publicly. Other cascading 

effects are loss competitiveness and loss of confidence in the company’s ability to protect itself. 

But organizations can overcome reputation loss by conducting annual risk assessments. This 

gives them the ability to look at their shortfalls and mitigate risks that they can’t remove. It also 

forces them to implement better policies and best practices (Dhillon, 2015, p. 4). It the 

responsibility of a company’s vice president to manage its reputational risk and to conduct 

assessments to evaluate problems that could affect this reputation, including pending lawsuits, 

weak product-testing procedures, and product liability (Eccles, etal, 2007, p. 4). 

Financial Losses  

The second threat is financial loss. This is sometimes hard to measure and can be either 

direct or indirect. Direct loss is the monetary loss and damage suffered by the victim; examples 

include money withdrawn from company or individual accounts and the time and effort required 

to reset the accounts. Indirect losses are monetary-equivalent losses and the opportunity costs 



 

15 

imposed on society. These are not normally attributed to individuals and are very difficult to 

quantify. Examples include lack of trust in a company’s online banking systems because 

consumers doubt that it will work (Böhme, 2016). According to Acquisti, Friedman, and Telang 

(2006, p. 1563), organizations suffer significant financial losses as a result of security breaches. 

There are a large, negative market reactions to information-security breaches involving 

unauthorized access to confidential data, but no significant reactions to breaches that don’t 

include access to sensitive data (Campbell, et al, 2003, p. 3). 

Critical Information Ransomware  
 

The third threat is loss of critical information to ransomware if organizations fail to pay 

the demanded ransom. Ransomware has become a billion-dollar industry for cybercriminals. 

Organizations need to develop benchmarks to measure the costs of recovery and cleanup after 

attacks and productivity and revenue lost to downtime. These benchmarks underpin a model that 

permits better estimations from the data Computer Economic Inc CEI collects (Cashell, K. et al, 

2004, p. 5). 

In March 2018, a ransomware attack shocked the city of Atlanta in demanding $50,000 to 

allow victims to unlock their own data and network connections. The attack affected internet 

systems and government employees citywide, forcing them to turn off computers, disable airport 

Wi-Fi, and restrict the functionality of the city’s website. Residents were unable to pay utility 

bills or parking tickets or to report potholes and graffiti because of the cyber-hostage situation. 

Employees of the Atlanta Municipal Court were unable to retrieve and validate warrants. 

Employees had to complete many tasks manually for about five days, shutting down the city's 

productivity and spreading fear and chaos as the rest of the state and country wondered what 

would happen next (Deere, 2018, p. 2).  
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Researchers and third-party investigators believe this attack came from the SamSam 

hacking crew and are unsure if this is a group of cybercriminals working together or an 

individual. Judging from the broken English in the communication from the hackers, it was 

assumed but not confirmed that the suspects were from a third world country (Deere, 2018, p. 5).  

iv. Addressing Threat 
 

Cyberattacks happen so often that it is imperative for organizations to respond quickly. 

But when breaches are announced, there is not always clear or specific information on what 

information was attacked, the identity of the hacker, and how the stolen information will be used. 

Delays in announcing a breach can be a result of law enforcement investigations or of companies 

needing more time to determine what kind of disclosure is needed for financial or medical data. 

The model of developing an incident response plan has been widely accepted and applied 

all across the United States (Connell, n.d.). The benefits of having an incident response plan in 

place include ensuring that appropriate steps are taken, reduced costs investigation costs, targeted 

security monitoring, giving clients and investors confidence in the system, and helping agencies 

avoid penalties. That is why all organizations need incident response plans (Cichonski, P, et al, 

2012, p. 1).      

Overview of Conceptual Framework  
 

The next sections of this paper identify key elements of a cyber-incident response plan, 

including an incident response team structure; incident response policy, plan and procedures; 

handling an incident; and coordination and information sharing. 
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II. Incident Response Team Structure (Category 1)   
 

A cyber incident is a matter of when, not if, so it is imperative that organizations have the 

right incident response teams to plan for any such situation. This team should be available to 

anyone who discovers or suspects a cyberattack in the organization. It is important to establish 

roles and responsibilities in an IRT, as this gives the team the ability to coordinate a myriad of 

details simultaneously and determine their impacts so that members can act appropriately to limit 

the damage and restore the system in a timely matter (Killcrece, 2003, p. 11-12). Each phase of 

the IRT’s activity is important, from preparation to lessons learned.  

Chief Information Officer (1.1) 
 

The CIO plays an instrumental role in the information technology department in any 

organization. The CIO is the senior executive in this department who is responsible for 

establishing information policy and IT standards and ensuring that information assets are 

effectively protected and managed (Hütter & Riedl, 2017, p. 2). The CIO is also responsible for 

managing the IT portfolio and IT investment and for planning a continuity and disaster recovery 

plan. According to Lawry, Waddell, and Singh (2007), in the public sector the “increasing 

importance of governance will require the CIO to develop a deeper understanding and intuitive 

grasp of corporate finance and accounting processes; CIOs will assume a greater leadership role 

with a focus on shaping and creating a world economy fuelled by information.” The CIO must be 

a business leader who has strong organizational skills and the ability to quickly identify a 

problem, formulate a solution, and take corrective action to retain the organization’s competitive 

advantage. The CIO also has to delegate authority effectively to his IT staff and not run a one-

person operation. He has to recruit the best employees who demonstrate great creative thinking 

skills and innovate problem solving.  
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Incident Response Policy and Procedures (1.2) 
 

The reason an organization should have an incident response policy and procedures is 

that this prepares it with the tools necessary for responding to cyberattacks in a timely matter. An 

incident response plan is an organized way to manage cyberattacks and reduce recovery time and 

costs. Organizations also need to establish an incident response team (IRT) with a list of key 

names and titles posted visibly and available 24/7 in the event of a cyberattack. The IRT must 

establish an alert status and be ready to take preventative measures once notified. There also 

needs to be a checklist of procedures to be carried out in such a case. The IRT must have the 

contact information of local law enforcement and other agencies, such as the FBI, and pertinent 

technology professionals. There needs to be a contact roster of key local government officials 

who might be affected. Organizations should conduct a risk analysis on the IRT and develop and 

rehearse contingency plans in the event the team is unavailable (Killcrece, 2003, p. 211). 

Team Models and Selection (1.3) 
 

It is imperative that IT personnel understand their composition and the disposition to 

create the right structure for their organizations. The two most common types of team are central 

IRTs and distributed IRTs. Central IRTs are common in small organizations with limited 

resources and geographic dispersal. Distributed IRTs are mostly used in large organizations with 

extensive computing resources. They will establish one team per region and one per major 

facility (Cichonski, P, et al., 2012, p.14).   

III. Handling an Incident (Category 2)  

Instruction on handling an incident provides an IRT team with the basic tools 

necessary to deal with a cyber-incident step by step. 
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A. Preparation (2.1)  
 
Preparation is the most important stage of handling an incident. It means that everyone on 

the team is ready to handle a cyber-incident at a moment’s notice. An incident can arise from a 

simple power outage or hardware failure. According to Wright, there are several key elements 

that organizations must put in place to mitigate problems that could hinder people’s ability to 

handle such an incident. The first is policy: a policy is a written set of rules, principles, and 

practices for an organization. Without clear policies and procedures, an organization could be 

left vulnerable to lawsuits. The second is a response plan. This gives the organization the ability 

to set priorities regarding organizational impact, which helps it gain buy-in from stakeholders 

and management. The third element is a communication plan. This is vital because a specific 

person may need to be notified immediately, such as the CIO or FBI. Lack of a communication 

plan could result in a delayed response or the wrong person being contacted.  

The fourth element is to have is a good filing system for documentation. Documenting 

things pays large dividends and is a life saver when it comes to incident response. The most 

important reason organizations should document cyber-incidents is so they can use the 

documentation in court as evidence of what the IRT team has done. The fifth element is that the 

IRT should consist of people of different disciplines so they can handle the various problems that 

can arise in the event of a cyber-incident. The sixth element is strong access control to ensure 

that only the right people have access to the network. The final element is proper training; the 

last thing anyone needs is a team that is unprepared to carry out its tasks. It is imperative to 

conduct regular battle drills to ensure team proficiency (Wright, 2011, p. 2-3). 
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B. Detection and Analysis (2.2)  
 
It has been said that the hardest part of an incident response plan is detecting the cyber-

incident and verifying whether it actually occurred. This requires the IT specialist to gather 

information through log files monitoring intrusion detection systems and firewalls. If an event is 

identified, it should be reported and documented and the IRT allowed to collect data. In this 

phase, the IRT should also analyze the incident to validate it and notify and relevant members of 

the team (Wright, 2011, p.5). The majority of attacks do not have identifiable or detectable 

precursors because if those had been detected, the organization could prevent the attack by 

changing its security posture. An example of a precursor is a web server log that presents usage 

vulnerability.  

 
C. Containment Eradication and Recovery (2.3) 
 
Containment and eradication are custom-tailored strategies for an organization. First, it is 

necessary establish priorities for which systems and services need to be shut down without 

hurting the business workflow. Containment and eradication strategies vary with the type of 

incident, and these decisions are easier to make when priorities are known. It is also important to 

document all evidence for legal proceedings (Kelly, 2016). 

The primary purpose of containment is to limit the damage to systems and prevent further 

losses. The first thing the organization should do is establish a short-term containment. This 

involves isolating the system or taking it off the network. The second step is to back up and take 

forensic images of the affected systems. This captures the state of the system during the cyber-

incident and can be used as evidence. The third step is long-term containment: affected systems 

are temporarily fixed to be used on the network if necessary, and the IRT focuses on removing 
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backdoor malware left by the attackers or the affected system by installing new security patches. 

This limits the chance of further incidents while retaining productivity (Wright, 2011, p. 6).  

The eradication phase involves the removal and restoration of the affected systems. In 

this phase, the IRT continues to document all actions, ensures that all proper steps are taken to 

remove malicious software, and calculates the cost of working hours, miscellaneous resources, 

and anything else that made a significant impact. The IRT takes extra measures to improve the 

situation by learning what really caused the incident and ensuring the system will not be 

compromised again. This can be done by updating the system and installing patches. At the end 

of this phase, the original images that were created before the attack should be on the computers, 

and all affected systems and files should be monitored and scanned (Wright, 2011, p.7). 

The recovery phase involves the IRT restoring all systems to normal operation and 

patching any vulnerabilities to prevent future incidents. Recovery includes but is not limited to 

restoring systems, rebuilding systems from scratch, installing patches, and changing passwords. 

The primary goal is to be vigilant and prevent another incident (Cichonski et al., 2012, p.37). 

D. Post- Incident Activity (2.4) 
 
Post-incident activities such as identifying the lessons learned give an organization the 

opportunity to identify, collect, and analyze data and develop practices for preventing the 

incident from happing again. This is also a way to bring the team together and let employees 

provide input. Organizations should document the things that were not done during the incident 

in a written report. This report should ask the questions who, what, where, why, and how 

(Cichonski et al., 2012.p. 38) 
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E. Incident Handling Checklist (2.5) 
 
Checklists play an instrumental role in our everyday lives, as they remind us of all the 

steps needed to complete a task. A checklist should be clear and concise to take the work off 

your mind; they’re often a simple “brain dump” in chaotic lives in which people are always 

multitasking. As Gawande (2009) noted, checklists help organizations set standards and 

benchmarks for performance evaluation. They can also improve medical care significantly: in 

one case, patients’ average length of stay was reduced by fifty percent. Gawande also notes that 

checklists can be either “do-confirm” or “read-do.” With a do-confirm checklist, employees 

perform their jobs from memory and experience. In Illustration 2.1 -2.3 Wright provides 

examples in a checklist of critical events that need to happen in each phase of an incident.   

Illustration 2.1 Wrights Checklist*  

 

Source * https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901 
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Illustration 2.2 Wrights Checklist*   

Source * https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901 
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Illustration 2.3 Wrights Checklist*   

  

Source * https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901 
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IV. Coordination and Information Sharing (Category 3) 
 

It is imperative for organization to communicate effectively with law enforcement about 

cyber-attacks. On February 13, 2015, President Obama issued Executive Order 13691 (White 

House, 2015), which read, “In order to address cyber threats to public health and safety, national 

security, and economic security of the United States, private companies, nonprofit organizations, 

executive departments and agencies (agencies), and other entities must be able to share 

information related to cybersecurity risks and incidents and collaborate to respond in as close to 

real time as possible.” Knowledge is power, and by not letting others know you do yourself an 

injustice.    

A. Coordination (3.1) 
 
In the event of a cyber-incident, it is critical that all parties be notified and on the same 

page. There must be coordination in contacting outside agencies, such as local law enforcement, 

the FBI and CIA, and internet service providers. The incident response team should plan before 

an event occurs to ensure that all parties know their roles and responsibilities (Cichonski et al., 

2012, p. 45). NIST used the chart below as a baseline for coordinating with teams. 
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Table. 2.1 NIST Coordination Relationship * 

Category Definition Information Shared 

Team-to-team  Team-to-team relationships exist 
whenever technical incident responders 
in different organizations collaborate in 
the incident-handling life cycle. The 
organizations that participate in this type 
of relationship are usually peers without 
any authority over each other and choose 
to share information, pool resources, and 
reuse knowledge to solve problems 
common to both. 

The information shared in team-to-
team relationships is mostly tactical 
and technical (e.g., technical indicators 
of compromise, suggested remedies) 
but also includes other matters (plans, 
procedures, lessons learned) if 
conducted as part of the preparation 
phase. 

Team–to–
coordinating 
team 

Team–to–coordinating team relationships 
exist between an organizational IRT and 
a separate organization that acts as a 
central point for coordinated incident 
response and management, such as US-
CERT or an ISAC. The coordinating 
body may require some degree of 
reporting from the member organizations 
and expect the coordinating team to 
disseminate timely and useful 
information to participating 
organizations. 

Teams and coordinating teams 
frequently share tactical and technical 
information and information on 
threats, vulnerabilities, and risks to the 
community served by the coordinating 
team. The coordinating team may also 
need specific impact information 
about incidents to decide where to 
focus its resources and attention. 

Coordinating 
team–to–
coordinating 
team  

Relationships between coordinating 
teams, such as US-CERT and the ISACs, 
let them share information on the nature 
and scope of cross-cutting incidents that 
affect multiple communities, and on 
reusable mitigation strategies to assist in 
inter-community response. The 
coordinating teams act on behalf of their 
communities’ member organizations. 

Coordinating teams often share 
periodic summaries during “steady 
state” operations, punctuated by the 
exchange of tactical and technical 
details, response plans, and impact- or 
risk-assessment information during 
coordinated incident-response 
activities. 

 
 

B. Information Sharing Techniques (3.2) 
 
Information sharing plays a vital role in communicating and coordinating access with 

multiple organization. Regardless of the size of an incident, information must be shared with 

colleagues to handle it effectively. Organizations should be proactive in establishing an incident-

Source * https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 
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response life cycle to distribute information quickly. The most common approaches are the ad 

hoc method and the partially automated method.  

The ad hoc method includes sending emails and instant messages and making telephone 

calls to notify people. This relies on individuals talking with employees and IRT teams. 

Organizations should make an effort to fix their information strategies through formal 

agreements. The partially automated method is used when organization have pre-made messages 

to distribute. Organizations should generate as much as information as possible automatically to 

make the sharing process seamless, and strive for a balance between automated information 

sharing and direct human communication. To do this effectivity, they must first identify the kind 

of information they want to communicate to their partners and then construct a formal data 

dictionary numbering all the entities and relationships (Cichonski et al., 2012). 

 
C. Granular Information Sharing (3.3) 
 
This is sharing information with organizations on a need-to-know basis. It is imperative 

that organizations balance the sharing of sensitive information that can have an impact on 

business. Business-impact information is frequently shared within teams to build relationships. 

This information involves how an incident affected the organization’s finances and mission. 

Other organization can use it to make decisions about their own cyber-attacks. Sharing business-

impact information is only useful with organizations that have an invested interest in one’s own 

organization (Cichonski et al., 2012, p. 47-48). 
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V.  Summary of the Conceptual Framework 
 

Table 2.1 summarizes the conceptual framework in this chapter of the content analysis. 

Also, it combines the framework with the relevant literature. These descriptive categories are 

drawn from multiple scholars who have conducted research on this topic.   

 
Table 2.1 Conceptual Framework Table  

 
Conceptual Framework Table 

  
Title: Cyber Incident Response Plan for State Government  
 
Purpose: The purpose of this preliminary research is to first identify key elements of a cyber incident response 
plan using the literature, second assess available state cyber incident response plans using the key elements and 
lastly make recommendations to improve state incident response plans using the results of the assessment. 

 
Incident Response Team Structure  
 Chief Information Officer  
 Incident Response Policy and Procedures  
 Team Models and Selection 

Cichonski, P et al. (2012), Dutta & McCrohan (2002), 
Killcrece (2003), Lawry et al. (2007), Wright (2011). 
 
 
 

Handling an Incident    
 Preparation 
 Detection and Analysis 
 Containment, Eradication and Recovery  
 Post- Incident Activity  
 Incident Handling Checklist  

Cichonski, P et al. (2012), Dutta & McCrohan (2002), 
Killcrece (2003), Lawry et al. (2007), Wright (2011). 

Coordination and Information Sharing   
 Coordination 
 Information Sharing Techniques  
 Granular Information Sharing  

 

Cichonski, P et al. (2012), Dutta & McCrohan (2002), 
Killcrece (2003), Lawry et al. (2007), Wright (2011). 
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Chapter III: Methodology  

Chapter Purpose:  

This chapter describes the methodology used to analyze the incident response plan in the 

state government. The conceptual framework was developed from the literature and involved 

identifying the key elements of a cyber incident response plan. One of the most common modes 

of data collection for description is content analysis (Shields & Rangrajan, 2013); the framework 

was also used to develop a coding sheet for the content analysis. Issues around sampling are also 

discussed.  

Operationalization Table/ Coding Sheet:  

An Incident Response Plan should fully describe the notification procedures, roles, and 

responsibilities of respective personnel in the event of a cyber-attack. The relationship between 

the descriptive categories and the content analysis is displayed in the operationalization table 

(Shields & Rangrajan, 2013). The categories are used to code the content of the state plans, and it 

considers the level of discussion found in the plan.  
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Table 3.1 Operationalization of the Conceptual Framework Table: Content Assessment 
Coding Sheet 
 

Operationalization Table  

Title: Cyber Incident Response Plan for State Government.  
Purpose: The purpose of this preliminary research is, first, to identify the key elements of a cyber 
incident response plan using the literature; second, to assess the available state cyber incident response 
plans using these elements; and, last, to recommend improvements to the plans using the assessment. 

 
Variable Assessment Category Well Done Adequate Minimal No Discussion 

 
Incident Response Team Structure  

 
1 Chief Information 

Officer 
WD A M ND 

2 Incident Response 
Policy, Plan and 
Procedures 

WD A M ND 

3 Team Models and 
Selection 

WD A M ND 

 
Handling an Incident  

 
1 Preparation WD A M ND 
2 Detection and 

Analysis 
WD A M ND 

3 Containment 
Eradication and 
Recovery 

WD A M ND 

4 Post- Incident 
Activity 

WD A M ND 

5 Incident Handling 
Checklist 

WD A M ND 

 
Coordination and Information Sharing 

 
1 Coordination WD A M ND 
2 Information Sharing 

Techniques 
WD A M ND 

3 Granular Information 
Sharing 

WD A M ND 
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Evaluation Criteria:  

The Assessment Categories are evaluated off a rubric from Well Done, Adequate, 

Minimal and No Discussion.  Well Done indicates that a substantial amount of material was 

cover in the state's plan and it exceeds the standard. Adequate indicates that a sufficient amount 

of information was cover in the state plan and it meets the standard. Minimal indicates that some 

material was mention in the state plan but needs more information to meet standards. No 

Discussion indicates that no information at all was mention in the state plan and needs 

substantial improvement.  

Content Analysis: 

Content analysis is the primary collection tool used in this study. It is used to identify the 

key elements of an incident response plan for a state government. 

Content analysis has many advantages and disadvantages. One advantage is “economy in 

terms of both time and money” (Babbie, 2010, p. 344). Babbie argued that this technique does 

not require research staff or special equipment, so it is cost-efficient and time-consuming as long 

as one has access to the material. Another is “correction of errors” (p. 344): if a mistake is made 

due to an experimental design, it is sometimes impossible to redo the project. With content 

analysis, however, it is easy to redo a section of a project without doing the entire experiment 

again. A third is that content analysis “permits the study of the process occurring over a long 

time” (p. 344). The final advantage is “all unobtrusive measures, namely that the content analyst 

seldom has any effect on the subject being studied” (p. 344)—that is, once the book has been 

published, content analysis cannot have an effect on these. 

The disadvantage of content analysis is that it is “limited to the examination of recorded 

communications” (Babbie, 2010, p. 344). Examples include written and oral recordings and 
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graphics. These must be filed in the same manner to permit analysis. Another disadvantage is 

lack of validity and reliability (p. 344).   

State Plans:  

State plans were identified using the State of States on Cybersecurity document 

(Spidalieri, 2015, p8). Table 3.2 illustrates the level of cyber security among the states. States are 

rated on their cyber security plans, incidence- response plans, law enforcement, information 

sharing and cyber research and development. This document identified eight states with incident 

response plans. After an extensive review of state website two more states were identified as 

having incident response plans.  

 

Table 3.2 State of State on Cybersecurity* 

 

  

Source * https://pellcenter.org/eight-states-lead-the-rest-in-cybersecurity/ 
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The ten state plans used in the study are identified in Table 3.3, along with their titles of 

plan and corresponding URLs.   

Table 3.3 State Plans  

State Plans 

State Document Title URL 

California  California Joint Cyber Incident 
Response Guide 

https://www.caloes.ca.gov/LawEnforcementSite/D
ocuments/California-
Joint%20Cyber%20Incident%20Response%20Gui
de.pdf  

Connecticut  Cybersecurity Action Plan  https://portal.ct.gov/-/media/DAS/BEST/Security-
Services/CT-Cybersecurity-Action-Plan-
Final.pdf?la=en  

Maryland  State of Maryland Information Security 
Policy  

https://doit.maryland.gov/Publications/DoITSecuri
tyPolicy.pdf  

Michigan  Michigan Cyber Disruption Response 
Strategy  

https://www.michigan.gov/documents/cybersecurit
y/120815_Michigan_Cyber_Disruption_Response
_Plan_Online_VersionA_507848_7.pdf  

New Jersey Executive Branch of New Jersey State 
Government: Statewide Information 
Security Manual 

https://static1.squarespace.com/static/555b2d4ee4
b011aa38092227/t/5b118de388251bb8d2b35995/1
527877092177/NJ_Statewide_Information_Securit
y_Manual.pdf  

New York  Cyber Incident Response  https://its.ny.gov/document/cyber-incident-
response-standard  

Oregon Statewide Information Security Plan https://www.oregon.gov/das/OSCIO/Documents/S
tatewideInformationSecurityPlan.pdf 

Texas Texas Department of Information 
Resources (DIR) 

https://pubext.dir.texas.gov/portal/internal/resourc
es/DocumentLibrary/Incident%20Response%20Te
mplate%202018.pdf  

Virginia Information Technology Resource 
Management Information Security 
Standard 
 
 

https://www.vita.virginia.gov/media/vitavirginiago
v/resources/presentations/pdf/InformationSecurityI
ncidentResponseProcedure.pdf 
https://www.vita.virginia.gov/commonwealth-
security/awareness-toolkit/faqs/  

Washington  Washington State Significant Cyber 
Incident Annex  

https://mil.wa.gov/uploads/pdf/PLANS/wastatesig
nificantcyberincidentannex20150324.pdf  

 

 

 

 

https://www.caloes.ca.gov/LawEnforcementSite/Documents/California-Joint%20Cyber%20Incident%20Response%20Guide.pdf
https://www.caloes.ca.gov/LawEnforcementSite/Documents/California-Joint%20Cyber%20Incident%20Response%20Guide.pdf
https://www.caloes.ca.gov/LawEnforcementSite/Documents/California-Joint%20Cyber%20Incident%20Response%20Guide.pdf
https://www.caloes.ca.gov/LawEnforcementSite/Documents/California-Joint%20Cyber%20Incident%20Response%20Guide.pdf
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en
https://doit.maryland.gov/Publications/DoITSecurityPolicy.pdf
https://doit.maryland.gov/Publications/DoITSecurityPolicy.pdf
https://www.michigan.gov/documents/cybersecurity/120815_Michigan_Cyber_Disruption_Response_Plan_Online_VersionA_507848_7.pdf
https://www.michigan.gov/documents/cybersecurity/120815_Michigan_Cyber_Disruption_Response_Plan_Online_VersionA_507848_7.pdf
https://www.michigan.gov/documents/cybersecurity/120815_Michigan_Cyber_Disruption_Response_Plan_Online_VersionA_507848_7.pdf
https://static1.squarespace.com/static/555b2d4ee4b011aa38092227/t/5b118de388251bb8d2b35995/1527877092177/NJ_Statewide_Information_Security_Manual.pdf
https://static1.squarespace.com/static/555b2d4ee4b011aa38092227/t/5b118de388251bb8d2b35995/1527877092177/NJ_Statewide_Information_Security_Manual.pdf
https://static1.squarespace.com/static/555b2d4ee4b011aa38092227/t/5b118de388251bb8d2b35995/1527877092177/NJ_Statewide_Information_Security_Manual.pdf
https://static1.squarespace.com/static/555b2d4ee4b011aa38092227/t/5b118de388251bb8d2b35995/1527877092177/NJ_Statewide_Information_Security_Manual.pdf
https://its.ny.gov/document/cyber-incident-response-standard
https://its.ny.gov/document/cyber-incident-response-standard
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/resources/presentations/pdf/InformationSecurityIncidentResponseProcedure.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/resources/presentations/pdf/InformationSecurityIncidentResponseProcedure.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/resources/presentations/pdf/InformationSecurityIncidentResponseProcedure.pdf
https://www.vita.virginia.gov/commonwealth-security/awareness-toolkit/faqs/
https://www.vita.virginia.gov/commonwealth-security/awareness-toolkit/faqs/
https://mil.wa.gov/uploads/pdf/PLANS/wastatesignificantcyberincidentannex20150324.pdf
https://mil.wa.gov/uploads/pdf/PLANS/wastatesignificantcyberincidentannex20150324.pdf
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Summary of Methodology: 

This chapter discussed the research methodology used in this study.  A content analysis 

was used to operationalize the conceptual framework. The next chapter will provide the results 

of this analysis.   
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Chapter IV: Results 

Chapter Purpose:  

 The purpose of this chapter is to see the results of the content analysis examining how 

close ten state incident response plans are to the practical model the National Institute of 

Standards Technology (NIST). The analysis includes the frequency of discussion of the different 

categories and elements of each state plan as defined in the conceptual framework. The results 

are organized and categorized by the framework. 

 

State Incident Response Plans  

This content analysis shows that incident response plans emerged as one of the most 

important issues for governments and businesses in the twentieth century. States have a number 

of different names for their incident response plans, including “Action Plan,” “Disruption 

Response Strategy,” “Information Security Plan,” and “Joint Cyber Incident Response Guide.” 

State governments’ reliance on advanced technology has come with a price: not having the right 

measures in place to prevent disruption of critical computer systems, denial-of-service attacks, 

and exposure of citizens’ data to hackers and terrorists. 
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Table 4.1 Incident Response Team Structure  
 
Assessment Category Well Done Adequate Minimal No Discussion Total 

Chief Information 
Officer  

2 0 6 2 10 

Incident Response 
Policy, Plan and 
Procedures 

5 4 1 0 10 

Team Models and 
Selection 

4 5 1 0 10 

 

On two of the three “Team Structure” categories, the states were doing fairly well. Nine 

of the ten states (See Table 4.1) were rated as “well done” or “adequate” for “Incident Response 

Policy, Plan and Procedures” and Team Models and Selection. Only two of the ten states 

identified the “Chief Information Officer” clearly (six had a minimal discussion, and two had no 

reference to the Chief Information Officer. There does seem to be room for improvement on this 

category particularly for the identification of the Chief Information Officer.  

For example, Virginia was rated “well done” because it clearly defined the CIO’s role 

and responsibilities and gave the CIO the power to develop response policies and procedures for 

assessing cyber threats (Illustration 4.1). Illustration 4.2 shows that Texas was rated “well done” 

for “Incident Response Policy, Plan and Procedures.” Texas provided a well-developed template 

and often referred to the NIST model for government agencies. Illustration 4.3 shows that 

Texas’s did “Team Models and Selection” were also rated “well done”. The team model’s 

contact roster was clearly defined with the key leader, which will enable team members to 

assimilate information in a timely manner and stay ahead of unfolding situations.  
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Illustration 4.1 Virginia Chief Information Officer *  

 

  

Source * 
https://www.vita.virginia.gov/media/vitavirginiagov/resources/presentations/pdf/InformationSecurityIncidentResponseP
rocedure.pdf 
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Illustration 4.2.  Texas Incident Response Policy, Plan and Procedures * 

 

 

 

 

 

 

  

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.2.-1 Texas Incident Response Policy, Plan and Procedures * 

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.3 Texas Team Models and Selection*  

 
 
 
 
 
 
 
 
 
  

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.3-2 Texas Team Models and Selection *  

Source * 
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.3-3 Texas Team Models and Selection*  

  

Source * 
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.3-4 Texas Team Models and Selection * 

 

  

Source* 

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Table 4.2 Handling an Incident  

Assessment Category  Well Done  Adequate  Minimal  No Discussion Total  
Preparation 3 5 2 0 10 
Detection and Analysis  4 4 2 0 10 
Containment 
Eradication and 
Recovery 

3 5 2 0 10 

Post – Incident Activity 3 6 1 0 10 
Incident Handling 
Checklist 

1 6 3 0 10 

 

Eight of the ten states (See Table 4.2) were rated as “well done” or “adequate” for 

“Preparation, “Detection and Analysis” and “Containment Eradication and Recovery.”  “Post-

Incident Activity” was the strongest, with nine of the ten states rated as “well done” or 

“adequate”. Incident Handling Checklist was the weakest with seven of the ten states rated as 

“well done” or “adequate.”  

For example, as Illustration 4.4 shows, Connecticut was rated “well done” on 

“Preparation.” Connecticut is creating a robust cyber literacy program to educate grade-school 

children and government employees. Illustrations 4.5 and 4.6 show that California was rated 

“well done” in “Detection and Analysis” and in “Containment, Eradication, and Recovery.” 

California’s plan includes personal problem-solving techniques for detecting and analyzing cyber 

incidents, and external resources such as outside agencies provide help and advice. California’s 

plan also provides guidance on developing short- and long-term strategies for containing a 

breach and eliminating the root cause. Illustration 4.7 shows that Texas was rated “well done” on 

“Post-Incident Activity.” Texas’s plan provides lessons on techniques such as follow-up 

reporting, data collection, restoring systems, and root cause analysis. Illustration 4.8 shows that 

Maryland was rated “well done” on “Incident Handling Checklist.” Maryland’s checklist 

identifies key events that must happen in each phase of the response to an incident. 
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 Illustration 4.4-1 Connecticut Preparation *  

 
 
 
 
 

Source * 
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en 
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Illustration 4.4-2 Connecticut Preparation 

 

Source *  
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en 
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Illustration 4.4-3 Connecticut Preparation  

 

  

Source *  
https://portal.ct.gov/-/media/DAS/BEST/Security-Services/CT-Cybersecurity-Action-Plan-Final.pdf?la=en 
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 Illustration 4.5-1 California Detection and Analysis * 

Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.5-2 California Detection and Analysis *  

Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.5-3 California Detection and Analysis *   

Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.5-4 California Detection and Analysis *  

 
Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.6 California Containment Eradication and Recovery *  

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.7 Texas Post-Incident Activity *  

 

  Source * 
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Incident%20Response%20Template%202018.pdf 
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Illustration 4.8 Maryland Incident Handling Checklist * 

  Source * https://doit.maryland.gov/Publications/DoITSecurityPolicy.pdf 
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Table 4.3 Coordination and Information Sharing 
 

Assessment Category  Well Done  Adequate  Minimal  No Discussion Total  
Coordination  3 6 1 0 10 
Information Sharing 
Techniques  

3 6 1 0 10 

Granular Information 
Sharing 

3 6 1 0 10 

 

Nine of the ten states were rated “well done” or “adequate” in “Coordination and 

Information Sharing”. These results were stronger than for “Incident Response Team Structure” 

because in that case, there were no plans and no discussion. A good example is California’s plan, 

shown in Illustration 4.9. Their contact roster has building addresses and direct phone numbers 

for each agency. 

 

 

`  
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Illustration 4.9-1 California Coordination and Information Sharing * 

 Source *  
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Illustration 4.9-2 California Coordination and Information Sharing *  

 

 

 

 

 

 

 

 

 

 

Source * 
https://www.caloes.ca.gov/LawEnforcementSite/Documents/CaliforniaJoint%20Cyber%20Incident%20Response%20Guide.
pdf 
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Summary of Results: 

This chapter provided the results of the content analysis of states’ incident response 

plans. These plans incorporated a good portion of the NIST framework, but much room for 

improvement remains. The next chapter provides some recommendations and conclusions based 

on these results.     
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Chapter V: Conclusion 

Chapter Purpose  

The purpose of this chapter is to review and summarize the finding from the research 

presented in this study. The results from the previous chapter will be discussed and the purpose 

behind the study and make recommendations.  

Research Summary  

The study analyzes ten states’ incident response plans. The first chapter introduced the 

study and the purpose. Chapter two provided the background history of cybersecurity, threats to 

organizations, and scholarly literature on incident response plan. Chapter three provided the 

conceptual framework for the study. Chapter four provided the results from the ten states that 

was analyzed. Lastly, chapter five concludes the study by summarizing the findings of chapter 

four and offering recommendation.  

Findings 
 

The content analysis shows that more work is needed to strengthen states’ incident 

response plans. The plans are very generic and have a diversity of names, and the states’ 

governors are heavily involved in the plans. But many states lack a chief information officer and 

a chief security officer, and their IT teams are limited in manpower, which makes it difficult for 

them to respond in a timely matter. With limited manpower, it is imperative that IT teams be 

highly proficient in their duties. The governors have given these agencies the freedom to tailor 

policies, plans, and team models according to their manpower.  Regarding incident handling and 

coordination, most plans cited the NIST framework and tailor it to their own organizations. 

Overall the state of Texas had the best incident response plan.  
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Recommendations  
 
Incident Response Team Structure 
 

The content analysis shows that most states lacked a CIO and CSO. A cyber incident 

response plan must be spearhead by a subject-matter expert. CIOs and CSOs brings a wealth of 

knowledge, software-development skills, leadership, strategic planning, and project management 

skills that can prevent organizations from depending on limited manpower and relying too 

heavily on technology-monitoring devices to track activity on the network. 

The incident response policies, plans and procedures, and team models are still very 

generic. Policies should set the roles of teams and be tailored to specific government agencies. 

The key elements of a policy are the mission statement and purpose, organizational structure, and 

reporting requirements. A good incident response plan contains clear, concise procedures that are 

easy to follow and include all the steps necessary in the event of a cyber incident. The lack of a 

concrete policy, plans, and procedures leads to confusion and overcomplication and slows down 

the reporting of incidents. 

Handling an Incident  

 Preparation is the most important phase of incident response. If you fail to plan, then you 

plan to fail. The state plans were reactive than proactive. In the preparation phase, it is 

imperative for states to set priorities, get buy-in from leadership and team members, and identify 

what a cyber breach looks like for that organization. It is also important to determine which team 

is responsible for what in each phase of the incident, such as containment, eradication, and post-

incident events, and to ensure that team members have all the tools necessary to handle an 

incident, such as a jump bag. Key items to include in jump bags are a laptop with forensic 

software, contact information for law enforcement, a notebook, a checklist, and flow charts. 
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Checklists and flow charts are easy to use and effective and provide standards and benchmarks 

for people to meet. A good checklist and flow chart allow people to be more productive and 

comfortable about managing multiple tasks. 

State plans should also incorporate cyber literacy and training programs for employees. 

The primary objective of cyber literacy is to build on shared knowledge and skills. At the end of 

the day, people are your greatest assets, but they can also be your biggest liability. An 

organization is only as good as its weakest link. Cyber literacy is designed to change peoples’ 

behaviors and reinforce the proper safeguarding of data. 

Coordination and Information Sharing 

State plans must include good information-sharing practices and identify the personnel 

who will release information to law enforcement, the media, legal teams, and forensics teams by 

establishing release agreements. These agreements outline the “5 Ws”: who, when, what, why, 

and how. There should also be a contact roster and a flow charts of afterhours for agencies that 

need to be contacted in the event of a cyber breach.  The key personnel to include on the roster 

are the CIO, legal team, media team, and law enforcement. There must also be drafted emails 

with talking points to assist in communicating with outside agencies. Once these plans and 

agreements have been established, the plan must be rehearsed and updated and become a part of 

the organization’s annual training 

 
Additional Recommendation  
 

Because of the constant changes in technology, there is no one solution to fix all cyber-

attacks. No organization is immune to cyber-attacks, and an established incident response plan 

can prevent damage to systems, reputations, finances, productivity, and critical information. 

States should look at a militaristic model in cyber security to push out standardization across 
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platforms. Think tanks such as the MITRE Corporation work with Homeland Security to build 

and deploy active cyber threats in real time across the Department of Defense. But Homeland 

Security needs to also work with a system of architecture teams who will create a standardized, 

extensible model that can be deployed across all states, regardless of human intervention. As 

cyber threats from China and Russia continue to evolve, it is imperative to standardize platforms 

and ensure that they can all be synchronized for a unified security framework. The findings in 

this paper do not extend into defensive and offensive cyber security to analyze types of attacks 

and how they are dealt with. But at a minimum, states must ensure that their defensive postures 

align with those of the Departments of Homeland Security and Defense.   

Lines of efforts generated by Homeland Security should provide technologies states can 

use to meet operational policies. Defensive tools such as Shodan allow organizations with 

constraints to scan all their web-facing protocols to ensure that standards are met on equipment 

and applications. The migration of organizations toward network less environments on the cloud 

will allow for standardization to be spread across them more rapidly. Products such as Elastic 

Load Balancing on Amazon EC2 servers allow organizations to host applications and networks 

at multiple sites to avoid downtime and service interruptions. Moving away from a hardware 

model and toward a software-defined environment allows for the best practices and policies to be 

written as rules within the environment. 

Conclusion     

This chapter provided findings of the content analysis of state incident response plans and 

provided recommendations based on this. The results indicate that much work remains to be 

done to strengthen state plans. Having an CIO in place will ensure that government agencies 

focus on the right tasks and put the right internal controls in place. Governance, risk, and 

compliance must be every organization’s number-one priority. A well-developed plan will have 
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forcing functions that include a risk assessment to ensure that the organization is on the right 

path. 
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Key Terms 

 

Acceptable Use Policy (AUP)  An AUP is list of rules you must follow in order to use a website or 
Internet service. It is similar to a software license agreement (SLA), 
but is used specifically for Internet services. (Tech Terms, n.d) 

Data Breach The unauthorized movement or disclosure of sensitive information 
to a party, usually outside the organization, that is not authorized to 
have or see the information. (DHS, 2014) 

Data Loss The result of unintentionally or accidentally deleting data, forgetting 
where it is stored, or exposure to an unauthorized party. (DHS,2014)  

Encryption  The process of transforming plaintext into ciphertext. Converting 
data into a form that cannot be easily understood by unauthorized 
people (DHS, 2014) 

Malware  Software that compromises the operation of a system by performing 
an unauthorized function or process. (DHS, 2014) 

Penetration Testing   An evaluation methodology whereby assessors search for 
vulnerabilities and attempt to circumvent the security features of a 
network and/or information system. (DHS, 2014) 

Phishing A digital form of social engineering to deceive individuals into 
providing sensitive information. (DHS, 2014) 

Social Engineering  Refers to tricking people into divulging personal information or 
other confidential data. It is an umbrella term that includes phishing, 
pharming, and other types of manipulation. (Tech, Terms, n.d) 

Virtual Private Network (VPN)  A virtual private network is "tunneled" through a wide area network 
WAN such as the Internet. (Tech, Terms, n.d) 

Vulnerability A characteristic or specific weakness that renders an organization or 
asset (such as information or an information system) open to 
exploitation by a given threat or susceptible to a given hazard. 
(DHS, 2014)  
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