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ABSTRACT

Accurateandtimelyreportingoforganizationalperformanceisbecomingincreasinglyimportantand
highlyregulated.However,organizationsfaceavarietyofchallengesinseekingtoprovideaccurate
andreliableinformationduetotheexistenceofITcontrolproblems.Henceitisimportantforend
usersincludingauditorsandmanagerstounderstandhowtomanageITmaterialweaknesses(ITMWs).
Whilethereisextensiveaccountingresearchongeneralmaterialweaknesses(MWs),ITMWsare
underresearched.ThisarticleidentifieskeyfirmcharacteristicsthatappeartoberelatedtoITMWs.
Inaddition,theauthorssuggestthatITgovernancemayhelpfirmsmitigatesuchproblems.Togain
adeeperunderstandingofITgovernanceeffects,thisarticleproposesamodelwhichincludesan
innovativeconstruct,ITGOV,operationalizedusingsecondarydata.Theauthorsempiricallyvalidate
theproposedmodelbasedonadatasetof1,112firms.Theirstudyillustratesthedifferencesbetween
ITMWsandgeneralMWs.Theseresultscanalsohelpenduserscomputingbyofferinginsightsinto
bettermanagementofITMWs.
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1. INTROdUCTION

Highqualityandeffectiveinternalcontrolsarenecessarytoensurethereliabilityandintegrityof
companies’financialreporting.Inresponsetohigh-profilecorporatefraudcasessuchasEnronand
WorldCom,theSarbanes-Oxley(SOX)ActwasenactedbytheUScongressinordertosetmore
rigorousauditingstandards,andhashadasignificantimpactonfirms’internalcontrolpractices.
Undersection404oftheSOXAct,allpubliclytradedcompaniesaremandatedtodisclosedeficiencies
in internal controls over financial reporting (ICOFR)1. The most severe type of internal control
deficiencies(ICDs)isreferredtoasmaterialweakness(MW).ItisdefinedbyAuditingStandard
(AS)No.52as“asignificantdeficiency,orcombinationofsignificantdeficiencies,thatresultsin
morethanaremotelikelihoodthatamaterialmisstatementofthefinancialstatementswouldnotbe
preventedordetectedontimelybasisbythecompany”(PCAOB,2007,A.1-11).Themostcommonly
usedguidanceforinternalcontrolistheCommitteeofSponsoringOrganization’sInternalControl-
Integratedframework(COSO),whichisimportantforSOXassessmentofinternalcontrol(Klamm
&Watson2009).PublicfirmsintheU.S.relyonCOSOframeworkincompliancewithMWsunder
SOXact.
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Giventhecurrentprevalenceofcomputerizedbusinesstransactions,firms’financialreporting
processesarehighlydependentoninformationsystems(Carteretal.,2012;Stoel&Muhanna,2011).
These systemsaredeeplyembedded in initiating,authorizing,modifying, recording,processing,
retrieving,andreportingawiderangeoffinancialdataandtransactions.Traditionalpaper-basedfiles,
suchassourcedocuments,ledgersandjournals,havebeen,andcontinuetobedigitizedandstored
inlargeelectronicdatabases(Hall,2011,p.10).“Informationsystemsareinextricablylinkedtothe
overallfinancialreportingprocessesandneedtobeassessed,alongwithotherimportantprocesses
forcompliancewiththeSOX”(ITGI2004,p.19;ITGI2006).Hence,someMWsrelevanttoSOX
compliancearelikelytobeIT-related.Effectiveinternalcontrolsoverinformationsystems,suchas
enterpriseresourcingplanning(ERP)systemsandvariousdatabases,are thusseenas important.
Informationsystemresearchhasbegun toexamine issuesof IT-relatedMWs,or ITMWs(Grant
etal.,2008;Klamm&Watson,2009;Lietal.,2007;Lietal.,2012;Stoel&Muhanna,2011).
IfcompaniesdiscloseatleastoneITMW,theirITcontrolsareconsideredineffectiveandoflow
quality(Lietal.,2007).CommontypesofITMWsinSOX404reportsincludedeficienciesinthe
ITenvironment,computeroperations,accountingsoftware,securityandaccesscontrol,databackup
anddisasterrecovery.

PreviousresearchhasexaminedantecedentsofMWsingeneral,andITMWsinparticular,from
twodifferentperspectives(Grantetal.,2008;Klamm&Watson,2009;Lietal.,2007;Lietal.,2012;
Stoel&Muhanna,2011).Onestreamofresearchexaminescharacteristicsoffirmsthatareassociated
withMWsdisclosure(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Ge&McVay,2005).A
secondstreamofresearchexamineswhethereffectivegovernanceimplementedbycompaniescan
helpfirmmitigateITMWs.However,priorresearchhasnotintegratedbothperspectivesinaneffort
toexaminetheantecedentsofITMWs.Tofillthisgap,weintendtoanswerthefollowingresearch
questioninthecurrentstudy:HowarefirmcharacteristicsandITgovernancerelatedtoITMWs?To
answerthisquestion,wedrawuponmultiplestreamsofresearchincludinggeneralinternalcontrol
MWs,ITMWs,corporategovernance,andITgovernancetodevelopaneffectiveresearchmodel.
OurmodelhighlightstheimportantroleofITgovernance,whichensuresthequalityofafirm’sIT
internalcontrols.EffectiveITgovernanceoverplanningandthesystemdevelopmentlifecycleshould
resultinmoreaccurateandtimelyfinancialreporting(Maslietal.2009).Further,weproposeand
operationalizeanewITgovernanceconstructcalledITGOVbasedonpubliclyavailablesecondary
data.SuchaconstructhelpstoobjectivelymeasuretheoveralleffectivenessofITgovernancein
organizations.

We empirically validate our proposed model which examines the joint impacts of firm
characteristicsandITgovernanceonITMWsusingdataabout1,112firmscollectedfromtheAudit
Analyticsdatabase(SOX404reports)overaseven-yearperiod(Jan2005toDec2011).Wefindthat
firmsthathaveahigherprobabilityofloss,haveforeignsales,andundergomergersandacquisitions
are more likely to disclose ITMWs. In addition, we provide empirical evidence suggesting that
effectiveITgovernanceisusefulinmitigatingITMWs.However,contrarytoresultsfoundinprior
generalinternalcontrolresearch(Doyleetal.,2007;Ge&McVay,2005),wefindthatolderfirmsare
morelikelytohaveITMWs.Furthermore,wefindthatthenumberofsegmentsafirmoperatesin,its
inventorylevel,andthepresenceofrapidgrowthandrestructuringarenotsignificantlyassociatedwith
ITMWs.Wethussuggestthatourstudy’sresultsdemonstrateinterestingandimportantdifferences
betweenITMWsandgeneralMWs.

This study offers important contributions to research in Information Systems as well as
Accounting.Ourresearchisoneofthefirststudiesthatexaminetheimpactsofbothfirmcharacteristics
andITgovernanceonITMWs.Inordertofacilitatesuchastudy,weproposeanewconstruct,ITGOV,
whichcreatesaninnovativeandpracticalwaytoobjectivelyquantifyfirms’ITgovernancebasedon
secondarydata.Ourfindingsalsohaveimportantimplicationsformultiplestakeholdersincluding
companyexecutivesandregulators.
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Theremainderofthepaperisstructuredasfollows.Thenextsectionintroducesthebackgroundof
SOX404,internalcontrols,andITinternalcontrols.Thesubsequentsectionreviewsrelatedliterature.
Sectionfourdiscussesthetheoreticalbackgroundanddevelopshypotheses.Theresearchmethods
arediscussedinsectionfive.Sectionsixpresentsempiricalresults.Thefinalsectiondiscussesthe
implicationsofthisstudy,andprovidesconcludingcomments,includinglimitationsoftheeffort,
andpossibledirectionsforfutureresearch.

2. SOX 404, INTERNAL CONTROLS, ANd IT INTERNAL CONTROLS

ICOFRaredesignedtoprovidereasonableassuranceregardingthereliabilityofacompany’sfinancial
statement to instillconfidence in investors. ICOFRaredefinedbyU.S.SecuritiesandExchange
Commission(SEC)as:

A process designed by, or under the supervision of, the registrant’s principal executive and principal 
financial officers, or persons performing similar functions, and effected by the registrant’s board of 
directors, management and other personnel, to provide reasonable assurance regarding the reliability 
of financial reporting and the preparation of financial statements for external purposes in accordance 
with generally accepted accounting principles and includes those policies and procedures…… (SEC, 
2003, S. 2.1.3).

PriortoSOX,thefirstlegislativeact,theForeignCorruptPracticesAct(FCPA)of1977provided
regulatory standards for ICOFR. The Federal Deposit Insurance Corporation Improvement Act
(FDICIA)of1991expandedtheregulatoryauthorityoverinternalcontrols,andrequiredbanksto
establishandmaintainadocumentedinternalcontrolssystem.However,thoseregulatoryoversights
over internal controlswere limited in scope.Massivebusiness failuresandaccounting frauds in
companiessuchasEnronandWorldComerodedinvestors’confidenceduetothelackofadequate
internalcontrols.Asareactiontothesecorporatescandals,theSOXActof2002wasenactedon
July30,2002toprovideenhancedandmorerigorousstandards,andexpandedthescopetoallpublic
companies.

UndertheSOXActof2002section302,theexecutivesofcompaniesarerequiredtocertifyin
theperiodicreports(10Qsand10Ks)thattheyhavereviewedthereportandtheeffectivenessofthe
internalcontrolsystems,andtheyhaveidentifiedmaterialchangesininternalcontrols(Beneishet
al.,2008).UndertheSOXActof2002section404,allacceleratedfilers(companieswithmarket
capitalizationsof$75millionormore)aremandated todisclose their internalcontrolproblems.
Managementisrequiredtoprovideaninternalcontrolreportandtoassesstheeffectivenessoftheir
internalcontrolstructureandproceduresoverfinancialreportingthat isattestedtobythefirm’s
publicaccountants.Inadditiontotheassessmentmadebythemanagement,theauditorsofthefirms
arerequiredtoprovideareportexpressingtheiropinionontheassessmentmadebythemanagement
(Shan&Troshani,2014).

AMWisthemostsevereICD.ExamplesofMWsincludeinconsistentapplicationofaccounting
policiesandlackofadequatelystaffedaccountingdepartments.ITMWsaretheIT-relatedproblems
intheinternalcontrolprocess.Forexample,acompanyhasITMWsifitsaccountingsoftwaredoes
notpreventerroneousorunauthorizedchanges;and/oritsERPsystemcontainsprogrammingerrors.

Effectiveinternalcontrolsoverinformationsystemshavebeenrecognizedasanintegralpartof
reliablefinancialreportingbymanagers,regulators,andauditorsintoday’scomputer-intensiveworld.
ITcontrolsareconsideredkeycomponentsofinternalcontrols(Carteretal.,2012).PublicCompany
AccountingOversightBoard(PCAOB)AuditingStandardNo.5(2007)discussestherelationshipof
ITandICOFRandemphasizestheimportanceofimplementingITcontrolsandtestingtheirdesign
andoperationaleffectiveness(PCAOB,2007).CompaniesaremandatedtoreportsignificantITMWs
byfollowingtheSOXrequirementsandPCAOBauditingstandards(Grantetal.,2008).Theauditors
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arerequiredtoassesstheextentofITinvolvementintheperiod-endfinancialreportingprocess.The
identificationofrisksandcontrolswithinITisanintegralpartofthetop-downapproachusedto
identifysignificantaccountsanddisclosuresandtheirrelevantassertions(PCAOB,2007).

3. LITERATURE REVIEW

3.1. General Internal Control MWs and ITMWs
In theaccountingandeconomicsareas,anumberofstudieshavedealtwith thedeterminantsof
generalMWsunderSOX302and404Act(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Ge&
McVay,2005;Rice&Weber,2012).GeandMcVay(2005)foundthatfirmswithinternalcontrol
problemsaresmaller,morecomplexand lessprofitable than the firmswithout ICDsdisclosure.
Furthermore,GeandMcVay(2005)reportedthat2.8percentoftechnologyissuesarereflectedin
the493materialweaknessdisclosures,suchasaccesscontrolsanddocumentationissues.Doyleet
al.(2007)investigatedthedeterminantsofinternalcontrolMWsoverfinancialreportingandverified
theresultsreportedbyGeandMcVay(2005).Doyleetal.(2007)addedmorecharacteristics,suchas
growth,undergoingrestructuring,andcorporategovernance.Theyfoundthatorganizationsreporting
internalcontrolMWsareyounger,growingfast,orundergoingrestructuring.Inaddition,Ashbaugh-
Skaifeetal.(2007)foundorganizationsdisclosinginternalcontrolMWshavelessresourcesinvested
ininternalcontrols,greateraccountingriskexposure,morerecentorganizationalstructurechanges,
andmorecomplicatedoperations.

ResearchonITMWsandthequalityofITinternalcontrolsislimitedandstillatitsearlystage.
AfewrecentstudieshaveexaminedITcontrolsandITMWsfromdifferentperspectives(Grantet
al.,2008;Klamm&Watson,2009;Lietal.,2007;Lietal.,2012;Stoel&Muhanna,2011).Weill
(2004)indicatedthatbetterITcontrolscanbringfirmsstock-marketpremiums(Weill,2004;Weill&
Ross,2004).Grantetal.(2008)examinedtheimpactofITcontrolsonthefinancialreportingprocess,
focusingonaccountingerrors,andconcludedthataccountingerrorsoccurmoreofteninfirmswith
ITMWs.FromtheITgovernanceperspective,Lietal.(2007)examinedthegovernanceinfluences
onITcontrols,andsuggestedthatcompanieswithmoreIT-experiencedseniormanagers,withCIO
positionsorlongertenuredCIOsandwithhigherpercentageofindependentboarddirectorsareless
likelytohaveITMWs.ThefindingsinLi’sstudyalsopartiallyindicatedthatmoreIT-experienced
auditcommitteemembersarelinkedtofewITMWs.Inaddition,theirresultssuggestedthatgovernance
playsignificantrolesinITcontrolquality.KlammandWatson(2009)investigatedITandnon-IT
internalcontrolsinrelationtothefivecomponentsofCommitteeofSponsoringOrganization’sInternal
Control-IntegratedFramework(COSO1992),andsuggestedthenegativeimpactofweakITcontrols
oncontrolenvironment,riskassessment,andmonitoring.StoelandMuhanna(2011)examinedthe
performanceimpactofITMWsthroughaccountingearningsandstockmarketvaluation,andfound
thatfirmswithITMWshaveloweraccountingearnings.TheyalsoprovidedevidencethatITMWs
moderatetheassociationbetweenaccountingearningsandmarketvaluation.Lietal.(2012)studied
theconsequencesofITMWsthroughforecastaccuracyofinformationquality,andfoundevidence
thatmanagementforecastsarelessaccurateforfirmswithITMWs.

Our study is different from the previous studies in two ways. First, we integrate both firm
characteristicsandITgovernanceinordertobetterunderstandtheantecedentsofITMWsusingfirms’
SOX404reportdata.Tothebestofourknowledge,thereisnoresearchthathasexaminedbothfirm
characteristicsandITgovernance’sinfluencesonfirms’ITMWsdisclosureatthesametime.The
seconddistinctionisthatweproposeanewmeasurementcalledITGOV,whichcomprehensively
assessesfirms’ITgovernanceeffectivenessbasedonthesecondarydata.

Fromthefirmcharacteristicsperspective,wefollowtheliteratureonthedeterminantsofgeneral
ICDs(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Rice&Weber,2012)toidentifyrelevant
firmlevelcharacteristicsassociatedwithITMWs.AccordingtoAshbaugh-Skaifeetal.(2007),eight
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firmlevelcharacteristicsareidentifiedasantecedentsofICDs.Wehypothesizethattheyarealsothe
influentialriskfactorsofITMWs.FromtheITgovernanceperspective,wecreatetheITGOV-score,
acompositeITgovernancemeasure,basedonelevenfactorsaccordingtothecorporategovernance
matrixproposedbyBrownandCaylor(2006).WediscussournewITgovernancemeasureindetail
inthefollowingsubsection.

3.2. IT Governance
ITgovernanceisdefinedas“theorganizationalcapacityexercisedbytheBoard,executivemanagement
andITmanagementtocontroltheformulationandimplementationofITstrategyandinthisway,
ensurethefusionofbusinessandIT”(DeHaes&Grembergen,2004,2005,p.1;Jewer&McKay,
2012). IT governance deals primarily with the connection between an organization’s strategic
objectivesandITmanagement.

Nowadays, effective IT governance is a key success factor in the implementation and
benefitsrealizationoforganizations’ITinvestments.ITgovernanceliteraturehasemphasizedthe
responsibilitiesandtheimportantroleofseniormanagementleadershipinITgovernance(Dahlberg&
Kivijärvi,2006;Leeetal.,2013).TheultimategoalofITgovernanceistoachievestrategicalignment
betweenITandthefirms’overallbusinesstoensurethatITinvestmentsaredeliveringvalueforthe
business,andreducetherisksassociatedwithIT(DeHaes&Grembergen,2005;Hall,2011;Vessey
&Ward,2013;Wilkin,2012).TheboardbriefingonITgovernancehighlightsthattopmanagement
isbeginningtorealizetheimportantimpactofITontheenterprise’ssuccess(ITGI,2003).Sincethe
impactofITonthesuccessoftheorganizationrelieslargelyontheoperationofITandtheleverage
ofITbusinessvalue,executivesandboardsneedtoexpandgovernancetoITandprovidenecessary
leadership,structuresandprocessestoensurethatthefirm’sITsustainsitsstrategiesandobjectives
(ITGI,2003;Jewer&McKay,2012;Leeetal.,2013;Wilkin,2012).EffectiveITgovernanceis
thewaythatexecutivemanagementinteractsandcommunicateswithITleaderstoensurethatthe
investmentsinITenablethebusinessstrategyachievementinaneffectiveandefficientmanner(Rau,
2004).Thebroadinvolvementofboardofdirectorsandexecutivemanagementincreasesthelikelihood
thatITdecisionswillbeincompliancewithuserneeds,organizationpolicies,andinternalcontrol
requirementsunderSOX(Hall,2011).Therefore,webelievethatfirmswitheffectiveITgovernance
aremorelikelytomitigateITMWsbecauseofmoreeffectiveITcontrolsthatareinplaceduetothe
governancestructuresandprocesses.Thereissomeresearchthatstudiestheimpactofgovernance
onITcontrolquality,andtheimpactofITgovernanceonfirmperformance(Boritz&Lim,2008;
Jewer&McKay,2012;Lietal.,2007).

De Haes and Grembergen (2004, 2005) described IT governance and its mechanisms, and
indicatedthatITgovernancecanbedeployedusingamixtureofvariousstructures,processesand
relationalmechanisms.TheyusedsurveyandcasestudymethodsandquantifiedITgovernancebased
onsubjectiveperceptionsfrommanagers.Inourstudy,weuseobjectivedatacollectedfromfinancial
statementsthatarepubliclyavailabletoassesstheeffectivenessofITgovernance.Lietal.(2007)
examinedtheinfluenceofseniormanagement,theboardofdirectors,andauditcommitteeregarding
ITcontrolgovernance,andprovidedevidenceontheeffectsofgovernanceonITcontrolquality(Li
etal.,2007,p.226).Intheirpaper,theymeasuredtheITcontrolgovernanceasafunctionofCEOor
CFOwithITexperience,withCIOposition,longertenuredCIO,otherseniormanagementwithIT
experience,percentagesofindependentdirectors,andauditcommitteememberwithITexperience.
They lookedat thedirecteffectsofvarious individual indicatorsof ITcontrols.BoritzandLim
(2008)measuredtheITgovernanceeffectivenessasafunctionoftheITknowledgeoftopcompany
executivesandboardmembers,thetenureofCIOandthepresenceofanITstrategycommittee.
Theylookedattopmanagement’sITbackground,boardmembers’ITbackground,thelengthofthe
CIO’stenureandthepresenceofanITstrategycommitteeforthemeasurementofITgovernance.

AfterreviewingpreviousliteratureaboutITgovernancemeasures,thisstudyseekstodevelopand
operationalizeacomprehensivemeasureofITgovernancebasedonpublicavailablesecondarydata.
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Usingthisnewlyproposedmeasure,weempiricallyexploretheimpactofITgovernanceonITMWs.
SinceITgovernanceisanintegralpartofcorporategovernance(Wilkin,2012;Wilkin&Chenhall,
2010),themethodologyofcorporategovernancemeasurementcanbeextendedandappliedtoIT
governancearea.WethereforeconstructthemeasureofITgovernancebasedonthemethodology
suggested in the corporate governance literature (Brown & Caylor, 2006). Based on corporate
governanceliteratureandITleadershipresearch(Amstrong&Sambamurthy1999;Bassellieretal.
2003;Brown&Caylor2006;Daily&Dalton1993),weaddadditionalindicatorstothosedeveloped
byLietal.(2007),Limetal.(2013)andBoritzandLim(2008).Also,inamannerthatisdifferent
frompriorresearch,whichexaminedthedirecteffectsofeachindicator,wesummarizeallindicators
intoonecompositeindextomeasuretheoverallimpactsofITgovernance.

WedeveloptheITgovernancematrixandcalculateITGOV-scorebasedoncorporategovernance
literature(Brown&Caylor2006).Inthecorporategovernanceliterature,Gov-Scoreiscreatedasa
summarygovernancemeasurebasedon51firm-specificprovisionsencompassingeightcategories
(audit,boardofdirectors,charter/bylaws,directoreducation,executiveanddirectorcompensation,
ownership,progressivepractices,andstateofincorporation).SincethisstudyfocusesonIT,weuse
theIT-relateditemsfromcorporategovernanceandintegratethemwithadditionalindicatorssuggested
byITleadershipliterature.Similartothemeasurementofcorporategovernance,weconstructITGOV-
scoreasasummaryITgovernancemeasure.ITGOV-scoreincorporateselevenfactorsencompassing
threecategories.Theyareoversight,leadershipITbackgroundandITleadershipimportance.The
categoriesareproposedbasedonthedefinitionofITgovernanceandpriorliterature(DeHaes&
Grembergen,2004,2005;Jewer&McKay,2012).Oversightfactorsareincludedinourmeasurement,
becausetheboardeffectivenessinitsmonitoringfunctionisdeterminedbyitsindependence,size,
andcomposition(insiderandoutsider)(John&Senbet,1998),andtheoversightfunctioncontrols
the formulation and implementation of the IT strategy. Leadership IT background indicates the
extentofITexperienceandknowledgeoftheexecutives,boardofdirectorsandauditcommittees.IT
leadershipimportanceindicatestheimportanceofITinthefirms’overallmanagement.Leadership
ITbackgroundandITleadershipimportanceareincorporatedsincetheyarethedrivingforcefor
effectiveandefficient ITgovernance thathelpensure the fusionofbusinessand IT.Theeleven
factorsareidentifiedfrompriorliterature(Bassellieretal.,2003;Lietal.,2007),andtheyareBig4,
independentdirectorsontheboard,CEOorCFOwithITexperience,topmanagement(TMT)with
ITexperience,boardofdirectorswithITexperience,auditcommitteeswithITexperience,CIO
position,CIOtenuredyear,CIOcompensation,CIO-TMTpaygap,andITstrategycommittee.Table
1providesthecompletelistoftheelevenfactorsundereachcategory.Table1alsoindicatesthatour
measureofITgovernanceismorecomprehensivethanpriorstudies.

Thecodingofeachfactorisasfollows.Big4arethefourlargestinternationalservicesnetworks
includingDelloitte,Ernst&Young,PricewaterhouseCoopersandKPMG.WecodeBig4as1ifa
firmusesexternalauditorsfromtheBig4companiesand0otherwise.ITstrategycommitteeshould
ensurethatITgovernanceisadequatelyaddressedinordertoprovideadviceonstrategicdirection
(ISACA),anditiscodedas1ifacompanyhasITstrategycommitteeand0otherwise.IT-related
experienceisderivedfromU.S.SEC-filedproxystatements,whichrequirefirmstodiscloseeach
director’sbiographicalinformationincludingname,title,andexperience(Limetal.,2013;Klein,
2002). In theproxy statements,we treat IT-relateddegrees (CS,CIS, softwareengineering, and
electronical engineering), or work experience in IT as indicating IT experience. This treatment
appliesto4items(CEOorCFO,Topmanagement,Boardofdirectors,andauditcommitteeswith
ITexperience.ThefactorofCEOorCFOwithITexperienceiscodedas1iftheCEOorCFOhas
IT-relatedexperienceand0otherwise.wecodefactorsoftopmanagementwithITexperience,audit
committeewithITexperience,directorswithITexperience,independentdirectorsontheboardand
CIO-TMTpaygapasaratiobetween0and1;wecodeCIOtenureyearandCIOcompensationas
Decilerankofrealnumber,thendivideby10togettheratiobetween0and1.Table2providesthe
detailcodingdescriptionofeachfactor.Sinceallelevenfactorsarecodedasanumberbetween0and
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1,wethensummarizethemtogetthecompositeITGOV-Score,whichisthesameapproachasthe
Gov-Scorecalculatedinthefinanceliterature.Asexplainedinthepreviousparagraphs,weidentify
additionalindicatorstoquantifyITgovernance.Inaddition,wemeasureITgovernancebasedon
moreobjectivesecondarydata.OurmeasurementofITgovernanceisbroaderinscope,andhence
isan improvementoverpreviousmeasures.Table1belowhighlights thedifferencebetweenour
researchandtwocloselyrelatedstudies,andalsoprovidestheoreticalsupportforallofourindicators.

4. HyPOTHESES dEVELOPMENT

Ashbaugh-Skaifeetal.(2007)haveproposedamodeltoinvestigatetheantecedentsofICDsfromthe
firmcharacteristicsperspective.WebelievethatthesefirmcharacteristicsalsoaffectITMWsaswell

Table 1. The Proposed Construct of IT Governance

Indicators Li et al. (2007) 
Lim et al. 

(2013)

Boritz and 
Lim (2008)

Our study Additional Research Support

Oversight

Big4 ✓ Chenetal.(2014);Lietal.(2007);
Lietal.(2012)

Independentdirectorson
theboard

✓ ✓ DailyandDalton(1993);Lietal.
(2007);Limetal.(2013)

Leadership IT background

CEO,CFOhasIT
experience

✓ ✓ Amstrong&Sambamurthy(1999);
Lietal.(2007);Limetal.(2013)

TOPmanagementwithIT
experience

✓ ✓ ✓ Amstrong&Sambamurthy(1999);
Bassellieretal.(2001);Bassellier
etal.(2003);BoritzandLim
(2008);Lietal.(2007);Limetal.
(2013)

BoardofdirectorswithIT
experience

✓ ✓ BoritzandLim(2008)

AuditcommitteeswithIT
experience

✓ ✓ Lietal.(2007);Limetal.(2013)

IT leadership importance

CIOposition ✓ ✓ Amstrong&Sambamurthy(1999);
Bassellieretal.(2003);Chatterjee
etal.(2001);Lietal.(2007);Lim
etal.(2013)

CIOyear ✓ ✓ ✓ BoritzandLim(2008);Lietal.
(2007);Limetal.(2013)

CIOcompensation ✓ Kwonetal.(2013);YaylaandHu
(2008)

CIO-TMTpaygap ✓ Kwonetal.(2013);YaylaandHu
(2008)

ITstrategycommittee ✓ ✓ BoritzandLim(2008)
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sinceITMWsareonespecialcategoryofgeneralICDs.Therefore,weadoptthisintegratedmodelin
ourstudy.Inaddition,webelievethatITgovernancemayplayanimportantroleinmanagingITMWs.
Therefore,weaddITgovernanceasanadditionalantecedentofITMWsinourmodel.

4.1. Firm Characteristics and ITMWs
BasedonAshbaugh-Skaifeetal.’smodel(2007),thefirmlevelfactorscanbecategorizedintofour
groups: financial health, operational complexity, accounting measurement application risk, and
organizationalstructurechanges.Inthissubsection,wediscussfactorsineachgrouprespectively.

Priorresearchhasfoundthatfirmswithfewfinancialresources,orfinanciallyweakerones,may
notbeable to investmoneyand/or time inpropercontrols. Investments in internal controlsand
informationsystemswilldependonafirm’sfinancialresourcesandstrategies(Chwelosetal.,2001;
Doyleetal.,2007;Kivijärvi&Saarinen,1995).Specifically,goodITinternalcontrolsrequireadequate
financial investments in the IT infrastructure, ITapplications, andother important IT resources.
Therefore,wepositthattherearemoreITMWsinfirmsthatperformpoorly,orhavehigherfinancial
distressriskssincetheyarelesslikelytohaveadequateinvestmentsininformationsystems.These
firmsarealsomorelikelytohavestaffingissuesthatresultinITMWs.Forinstance,theymaynot
haveadequatepersonneltoallowforsegregationofduties.Systemdevelopmentandmaintenance
shouldbesegregatedformIToperations.Systemdevelopmentprofessionalsshouldcreatesystems
forusers,andhavenoinvolvementindataentry,runningapplications,managingtheITinfrastructure,
andothercomputeroperations.Operationsstaffshouldrunthesesystemsandhavenoinvolvement
indeveloping,writing,andmaintainingprograms(Hall,2011).Firmswithinadequateresourcesare
morelikelytolackpersonneltoensuresuchsegregationofduties.Consistentwithpreviousliterature
(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Henryetal.,2011),weusetwomeasures:loss
(LOSS)andfinancialdistressrisk(RZSCORE)asproxiesforfinancialhealth(HEALTH).Financial
healthispoorerifafirmhashighestlossandbankruptcyrisk.LOSSismeasuredasadummyvariable.
Itiscodedas1ifthesumofincomebeforeextraordinaryitemsinyeart andyeart −1 islessthan
zeroand0otherwise(Doyleetal.,2007).Sumofincomebeforeextraordinaryitemsrepresentsfirms’
aggregateearnings.RZSCOREismeasuredastheDecilerankofAltman’sz-score.Thez-scoreisa
formulaforpredictingtheprobabilityofbankruptcyproposedbyAltman.Higherrankvaluesindicate
lessbankruptcyrisk(Altman,1968;Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007).Weexpecta
positiverelationshiponLOSSandanegativerelationshiponRZSCORE.

H1a:FirmswithmorelossesaremorelikelytohaveITMWs.
H1b:FirmswithhigherdistressriskaremorelikelytohaveITMWs.

Operationalcomplexityincreasesifafirmhasmoregeographicorbusinessdivisions(Doyleet
al.,2007).Asafirmoperatesinmanybusinesssegmentsanddiversifiedgeographicsegments,such
asdifferentindustriesand/orinternationalmarkets,itstransactionsaremorelikelytobecomplicated,
resultinginundetectablematerialmisstatementofthefinancialreports.Therefore,thereisahigher
needforinternalcontrolsforthefirmswithmorecomplexanddiversifiedtransactionsoroperations
(Doyleetal.,2007;Lewis,2004).WeexpectthattherearemoreITMWsforfirmswhoseoperations
aremorecomplexduetomultipleproductlinesandbusinesssegments.Consistentwithprevious
literature(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Henryetal.,2011),twomeasures,business
segments(SEGs)andforeignsales(FRNSALE),areusedasproxiesforfirms’operationalcomplexity.
SEGsaremeasuredasthenumberofbusinesssegmentsafirmoperates(CompustatSegmentfile)
inyeart .FRNSALEismeasuredasadummyvariable.Itiscodedas1ifafirmreportsforeignsales
inyear t and0otherwise.

H2a:FirmswithmorediversesegmentsaremorelikelytohaveITMWs.
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H2b:FirmsinvolvedinforeignsalesaremorelikelytohaveITMWs.

Weusetwomeasures,theinventorylevelandtheextentofrapidgrowth,toquantifyafirm’s
accounting measurement application risks in applying generally accepted accounting principles
(Kinney&McDaniel,1989).Afirm’shighinventorylevelmayleadtomorevaluechangesdueto
obsolescence(Henryetal.,2011).FirmswithahigherlevelofinventoryconfrontincreasedITinternal
controlrisksrelatedtotheaccuraterecordingandmeasurementofinventory(Ashbaugh-Skaifeetal.,
2007).Thelevelofinventory(INVNTRY)ismeasuredasinventoryovertotalassets.

A rapidly growing firm may require more time to establish new procedures and set up IT
infrastructuresandapplications.Asaresult,itmayincurmanyITinternalcontrolproblems(Kinney
&McDaniel, 1989;Stice, 1991).Moreover, rapidlygrowing firms aremore likely to encounter
personnel,processes,andtechnologyissueswiththeexpansionofthescopeandcomplexityoftheir
operations,leadingtomoredeficienciesinITinternalcontrols.Rapidgrowth(GROWTH)ismeasured
asaveragepercentchangeinsalesinpreviousthreeyears.

H3a:FirmswithahigherlevelofinventoryaremorelikelytohaveITMWs.
H3b:FirmsundergoingmorerapidgrowtharemorelikelytohaveITMWs.

Weassesstheorganizationalstructuralchangefactorthroughtwomeasures:mergers&acquisitions
andrestructurings.Thereisauniqueneedforinternalcontrolsforthespecificoperatingenvironment
ofeachfirm(Doyleetal.,2007).Theneedforinternalcontrolswillchangecorrespondinglywith
changesinafirm’sexternalenvironment.Inaddition,firmsgoingthroughtherestructuringprocess
oftenfacedepartmentaldownsizing,experiencedemployeeloss,andgeneraldisorderduringandafter
themajorre-engineering.Thesefirmshavetoupgradeinternalcontrolstokeeppacewiththenew
structuresandprocedures(Doyleetal.,2007).WebelievethatfirmswithinsufficientITemployees,
lessfamiliaritywiththenewtechnologiesandenvironmentaswellasmoreadjustmentsestimation,
aremorelikelytohaveITMWs.Restructuring(RSTRCHA)ismeasuredasadummyvariable.It
iscodedas1ifafirmhasbeeninvolvedinarestructuringinpreviousthreeyearsand0otherwise.
FirmsengaginginmergersandacquisitionsconfrontsignificantITinternalcontroldifficultieswhen
integratingtheirinformationsystems,ITinfrastructures,andITapplicationswiththoseofacquired
firms.ThesefirmsaremorelikelytohaveITinternalcontrolsproblems.Mergersandacquisitions
(MA)ismeasuredasadummyvariable.Itiscodedas1ifafirmhasbeeninvolvedinamergeror
acquisitionoverthepreviousthreeyearsand0otherwise.

H4a:FirmsundergoingrestructuringaremorelikelytohaveITMWs.
H4b:FirmsengaginginmergersandacquisitionsaremorelikelytohaveITMWs.

4.2. IT Governance and ITMWs
Accordingtothepriorliterature(Lietal.,2007;Maslietal.,2009),weexpectITgovernancetoplay
animportantroleinensuringthequalityofafirm’sITinternalcontrols.EffectiveITgovernanceover
planningandthesystemdevelopmentlifecycleshouldresultinmoreaccurateandtimelyfinancial
reporting(Maslietal.,2009).

Wearguethatfirmswithstrongeroversightfunctionaremorelikelytosupervisetopmanagers’
behaviorinITimplementationandcontrols.Specifically,theauditcommitteeprovidestheoversighton
thefinancialreportingprocesstoensurethequalityoffinancialreporting.“Partofauditcommittee’s
roleistolookforwaystoidentifyrisk.Ingeneral,itbecomesanindependentguardianoftheentity’s
assets”(Hall,2011,p.5).Auditorsareinvolvedwithsystemsdevelopmentlifecyclesinceauditors
areexpertsinfinancialtransactionsandcanprovidesignificantinputintotheaccountinginformation
systemsregardingcontrols,integrity,andtimeliness(Hall,2011).Theinvolvementofauditorsin
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thesystemdesignregardingtoauditability,security,andcontrolsenablethemtoidentifyIT-related
problems.DuetothereputationofBig4accountingandauditingcompanies,theyaremorelikelyto
traintheirauditorsbetter.Therefore,auditorsfromtheBig4companiesaremorelikelytoeffectively
findoutpotential ITcontrol risksdue to theirprofessionalknowledge,practicalexperience,and
training.Boardswithmoreindependentdirectorsbetterexecuteboardoversight.

Bassellieretal.(2003)statedthatthesetofIT-relatedexperiencethatexecutivespossessenables
themtoexhibitITleadershipintheirareaofbusiness.ITexperienceincreasestheirunderstandingof
IT,whichinturnenablesthemtoincreasetheirabilitytohandleITrelatedissues.Seniormanagers,
executives,boardofdirectorsandcommitteemembersaremorelikelytoassumeITleadershipwhen
theyhaverelevantexperienceandknowledge(Bassellieretal.,2003).Webelievethatleaderswhohave
ITbackgroundaremorelikelytomakesurethatITisappropriatelymanagedandresourced.Leaders
withITknowledgeandexperiencemayrespondtoITinternalcontrolweaknessesthecompanyfaces
inatimelymannerandremediatethemappropriately.Inaddition,leaders’ITbackgroundwillhelp
increasetheeffectivenessandefficiencyofdigitalizedbusinessoperations.Therefore,weexpect
thatleadershipwithITbackgroundcanpositivelyinfluenceacompany’sIToperationsandcontrols.

IfITleadershipisconsideredimportantwithinacompany(e.g.withaCIOposition,witha
longertenuredCIO,aCIOwithhigherlevelofcompensation,havinganITstrategycommittee),the
companyismorelikelytoimplementeffectiveITcontrols.IfacompanyhasaCIOorCTOposition,
itwillhaveanexecutivewhoisaccountabletomanageITandcriticalcorporateinformationassets.
TheCIOorCTOwithlongertenureislikelytobetterunderstandthecompany’soperatingsystems
andrelatedITissuesbasedontheirexperience.Besideshis/herinvolvementinatopmanagement
team,theITexecutive’sincentivesalsoaffectITandbusinessalignment.Earliermanagementtheorists
haveproposedtomonitoremployeesandcontroltheirbehaviorsthroughcompensation(Dulebohn&
Werling,2007).Extensivestudieshaveindicatedthatpersonalcompensationhasbeenrecognizedas
animportantmotivation/inventiveoftopexecutives(Balkinetal.,2000;Carpenter&Sanders,2004;
Kwonetal.,2013;Yayla&Hu,2008;Wang&Kaarst-Brown,2014).Kwonetal.(2013)identified
two typesofcompensation:behavior-based (i.e., salary)andoutcome-based (i.e.,bonuses, stock
awards)compensation.TheyarguedthatITexecutivespreferabehavior-basedcontractduetothe
uncertaintiesofIT,suchastechnologicalchanges,economicclimate,andgovernmentregulations.
Theirfindingsindicatedthatbehavior-basedcompensationplaysamoreimportantroleinmotivating
ITexecutivescomparingtooutcome-basedcompensation.Therefore,wearguethatanITexecutive’s,
suchasaCIO’s,behaviorcanbemotivatedthroughhis/hercompensation.ACIOwithahigherlevel
ofcompensationismorelikelytohavestrongermotivationtoengageinbehaviorsoractionstowards
enhancingthequalityandeffectivenessofITcontrols.TheCIO-TMTpaygapisviewedasaproxy
ofIT-businessalignment(Yayla&Hu,2008;Yayla&Hu,2014).Ifthecompensationgapbetween
functionalheadsislow,thisindicatesthatthestrategicresourceallocationismorebalanced,and
theITandbusinessstrategiesarebetteraligned(Carpenter&Wade,2002;Kwonetal.,2013;Yayla
&Hu,2008).AlowCIO-TMTpaygapsuggeststhatCIOleadershipisacceptedtobepartoftop
management.This,inturn,resultsinanimprovedITgovernanceandhencetolowerITMWs(Wilkin
&Chenhall,2010).

H5:FirmswithmoreeffectiveITgovernancearelesslikelytohaveITMWs.

In summary, ITMWs is thedependentvariable inourmodel,which is codedas1 if a firm
disclosesITMWsintheSOX404reportinyeart,and0otherwise.Theindependentvariablesare
nineantecedentsincludingLOSS,RZSCORE,SEGs,FRNSALE,INVNTRY,GROWTH,RSTRCHA,
MAandITGOV.Figure1showstheresearchmodel.
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4.3. Control Variables
Inadditiontovariablesidentifiedinhypotheses,ourmodelalsocontrolsforfirmsizeandfirmage
basedonpriorstudies(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Ge&McVay,2005).Larger
firmshavemoreresourcestoinvestininternalcontrolsandinformationsystems,andaremorelikely
tohavequalifiedemployeestoensureadequatesegregationofdutiesinITapplications(Ashbaugh-
Skaifeetal.,2007;Doyleetal.,2007).

Researchingeneralcontrolssuggeststhatolderfirmsarelesslikelytohaveinternalcontrol
deficienciesduetotheirexperiences(Doyleetal.,2007;Ge&McVay,2005).However,information
systemsfacerapidtechnologicalchanges.InflexiblelegacyITsystemsresultinrigidITinfrastructure
anddisabledagilityinthefaceofunpredictablerapidchanges(vanOosterhoutetal.,2006).We
expectthatolderfirmsaremorelikelytodiscloseITMWssinceolderfirmsandfirmswithanolder
ISdepartmentappeartobelessagile(Lu&Ramamurthy,2011).Olderfirmsaremorelikelyto
havelegacysystemsimplementedoveryears.Whenolderfirmsrelyonlegacysystemsinfinancial
transactions,reportingandotherimportantprocesses,theymayfacemoreproblemswithrigidIT
architectures.Inaddition,theymayneedtointegratemultiplegenerationsofsystemsandtheirIT
personnelmightnothavecurrentITskills,leadingtohigherprobabilityofITMWs.Table2summarizes
thedefinitionanddescriptionofthevariablesusedinthisstudy.

Figure 1. The research model
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Table 2. Definition of Variables

Variables Observable measures Definition and description

ITMWs 1ifthefirmdisclosedITMWsintheSOX404report;0otherwise.

HEALTH LOSS IndicatorVariablecodedas1ifthesumofincomebeforeextraordinary
items(Compustat#18)inyeartandyeart-1islessthanzero;0otherwise.

RZSCORE DecilerankofAltman’s(1980)z-score,wherehigherrankvaluesindicate
lessdistressrisk.

COMPLEX SEGs Thenumberofbusinesssegmentsthefirmreported(CompustatSegment
file)inyeart.

FRNSALE Indicatorvariablecodedas1ifafirmreportsforeignsalesinyeart(Non-
zerovalueofCompustat#150);0,otherwise

AMAR INVNTRY Inventoryovertotalassets(Compustat#3/#6).

GROWTH Averagepercentchangeinsalesinpreviousthreeyears(Percentagechange
inCompustat#12).

ORGSCNG RSTRCHA Indicatorvariablecodedas1ifafirmhasbeeninvolvedinarestructuring
inpreviousthreeyears(atleastoneofthefollowingCompustatannualdata
itemsisnotequalto0:#376,#377,#378or#379);0,otherwise

MA Indicatorvariablecodedas1ifafirmhasbeeninvolvedinamerger
oracquisitionoverthepreviousthreeyears(CompustatAFTNT#1);0
otherwise.

ITGOV Big4 1ifauditorisabigfour,0otherwise.

INDBRD Percentageofindependentdirectorsontheboard.

CEFOIT 1iftheCEOorCFOhasIT-relatedexperience;0otherwise.

MGMTIT PercentageoftopmanagementwithIT-relatedexperience.

BRDIT PercentageofBoardofdirectorswithIT-relatedexperience.

COMMIT PercentageofauditcommitteememberswithIT-relatedexperience.

CITO 1ifcompanyhasCIOorCTOposition;0otherwise.

CITOYR Numberofyears(s)hehasbeenthepositioninthecompany.

lnCIOCOMP ThenaturallogoftheCIOsalaryandbonusintheyearofdisclosing
ITMWsand/ortheprecedingyear.

CIOTMTCOMP TheratiooftheCIOsalaryandbonustotheaveragesalaryandbonusofthe
non-ITexecutive.

ITSTRCOMT 1ifcompanyhasITstrategiccommittee;0otherwise.

Control
variables

SIZE Firmsize:thenaturallogarithmofthetotalassets(Compustat#6)ofthe
firm.

AGE Firmage:thelogofthenumberofyearsthefirmhasCRSPdata.

ITMWs=ITmaterialweaknesses
HEALTH=Financialhealth
COMPLEX=Operationscomplexity
AMAR=Accountingmeasurementapplicationrisk
ORGSCNG=Organizationalstructurechange
ITGOV=ITgovernance
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5. RESEARCH METHOdOLOGy

Tovalidateourmodel,wecollecteddatafrommultiplesources.WestartedwiththeAuditAnalytics
database(SOX404reports)toidentifytheinitialsampleofthefirmsthatdisclosetheireffectiveness
ofinternalcontrolsintheirannualfinancialreports.Weexaminedsevenyearsdatainthisstudy
fromJan2005toDec2011.Westartedourdatacollectionfrom2005sinceSOXsection404became
effectiveforacceleratedfilersstartingfromNovember15,2004.Duetotheavailabilityandfeasibility
ofdatacollection,weendedourdatacollectioninyear2011,sincethemostrecentfinancialdata
publiclyavailableinCompustatDatabasewereonlyuntilyear2011beforewefinalizedourstudy.
Wesearchedfirms’SEC10-KfilingsfromtheEDGARdatabasetoidentifywhethertheyhaveMWs
disclosure.IfthecompanyhasMWs,wethendeterminedwhethertheMWsareIT-related,including
aMWofinformationsystems,softwareerrors,dataorinformationsystemssecurity3.

WeusetheexampleintheAppendixtoillustratehowwecodedtheITMWsvariableinour
study.AfirmdisclosesthatitsinternalcontrolwasnoteffectiveasofDec31,2010duetolackof
segregationofduties.At thispoint,wehadto identify if thisfirmhas insufficientITpersonnel,
accountingpersonnel,orotherpersonneltodeterminewhetherthisMWisIT-relatedornot.Thedata
in10-Kitem91directlystateswhethertheyhaveinsufficientITpersonneloraccountingpersonnel.
IfithasinsufficientITpersonnel,wecodeditasafirmwithITMWs(1);otherwise,wecodeditas
afirmwithnon-ITMWs(0).

WeretrievedallfinancialdatafromtheannualCompustatdatabase,suchasfirms’totalassets,
totalliabilities,andtotalrevenue.WeobtainedthebusinesssegmentdatafromCompustatSegment
files,andacquiredfirms’stockdatafromCRSPdatabase.WecollectedtheITgovernancedatafrom
acombinationofproxystatements,10-Kfilings,firms’website,andMergentonlinedatabase.

Consistentwithpreviousresearch,weselectedthecontrolfirmsbymatchingtheindustrycode
(SICcode)andsize(totalassets)duringtheyearinwhichITMWsweredisclosed(Lietal.,2007;
Purnanandam&Swaminathan,2004).SinceallfirmsreportingITMWsalsohavegeneralMWs,our
controlgroupconsistedoffirmswithnon-ITrelatedMWsbutwithgeneralMWs.Ourfinalsample
was1,112firms:556firmsreportingITMWsintheICOFRmatchedwith556firmswithnon-IT
MWs.AlogisticregressionanalysiswasperformedtopredictITMWs.

6. dATA ANALySIS ANd RESULTS

6.1. Univariate Analysis
Table3presentstheindustrydistributionofthe556firmswithITMWs.Wecategorizetheindustry
as13industrygroups,whicharedifferentfrompreviousliteraturewith10groups(Lietal.,2007).
Inourstudy,wedividethemanufacturinggroupintodiversesubgroups:food, textiles,chemical
andrefining,computersandelectronics,andmiscellaneousequipmentindustry.Sincewestudythe
ITMWs,wecategorizeIT-intensivemanufacturingcompaniesintoaseparategroup.IT-intensive
firmsmaymakeextensiveuseofIT,andaremorelikelytohaveITMWs.Wefindthatthesample
firmswithITMWscover12outofthe13industrygroups.Theserviceindustrycontainsthehighest
numberoffirmswithITMWs,followedbythemanufacturingindustry.

Table 4 provides descriptive statistics.Themean, standarddeviation (std.dev),median, and
significancearelistedinTable4.Thedescriptivestatisticsindicatethat,comparedtofirmswithout
ITMWs,thefirmsdisclosingITMWshavehigherprobabilityofloss,operatemorebusinesssegments,
aremorelikelytohaveforeignsales,haveahigherlevelofinventory,undergorestructuring,and
undergomergersandacquisitions.Theseresultsareallconsistentwithpriorstudies.Inaddition,
firmswithstrongerITgovernanceseemtobelesslikelytohaveITMWs.Withrespecttocontrol
variables,firmswithITMWsappeartobeolderthanthefirmswitheffectiveITinternalcontrols.

Table5presentsthecorrelationsamongthevariables.Somevariablesarecorrelatedwithone
another.However,thelargestcorrelationis0.410betweenSEGsandSIZE,followedby-0.403between
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LOSSandSIZE,0.384betweenRSTRCHAandSIZE,and0.380betweenRZSCOREandINVTRY.
Mostofthevaluesofallothercorrelationsareverysmall(below± 0.3).Furthermore,thevariance
inflationfactor(VIF)intheregressionislessthan2,whichindicatesthattheindependentvariables
inthemodelhavedistinctfeatures,andtherearenomulticollinearityproblemsinourregression.

6.2. Logistic Regression Analysis
AlogisticregressionanalysisisperformedtomodeltheprobabilityofreportingITMWsoverfinancial
reportingasafunctionofelevenpredictorsthatwediscussedabove.ITMWisadependentvariable.
WetransformGROWTHtobethedecilerankoftheaveragesalesgrowthfromyear t −2 toyear
t (RGROWTH).WetransformSEGstothelogofthenumberofbusinesssegmentsbecauseofthe
documentedskewnessinitsdistribution.

Table6providestheresultsofthelogisticregressionanalysis.Atestoffullmodelwithalleleven
predictors:nineindependentvariablesandtwocontrolvariables,againstaconstant-onlymodelis
statisticallyreliablewithχ2 (11,N=1112)=46.27,p<0.001.Itindicatesthatthepredictorsreliably
distinguishedbetweenfirmsdisclosingITMWsandfirmsnotdisclosingITMWs.Predictedsuccess
isadequate,with59.7percentoftheITMWsfirmsidentifiedcorrectly,andanoverallsuccessrate
of57.4percent.Table6displaystheregressioncoefficients,Waldstatistics,andstatisticalsignificance
foreachoftheelevenpredictors.Accordingtotheresults,aftercontrollingforthefirmsizeandage,
wefindthattheestimatedcoefficientofLOSSispositive(0.39)andsignificantlyassociatedwith
ITMWs(p<0.01),whichsuggeststhatfirmswithlossaremorelikelytohaveITMWs.Thus,H1ais
supported. The estimated coefficient ofRZSCORE is not significantly associated with ITMWs.
Therefore,H1bisnotsupported.Theresultsalsoindicatethatfirmsinvolvedinforeignsales(the
coefficientis0.224,p=0.087)aswellasthoseengagedinmergesandacquisitions(thecoefficient
is0.378,p<0.01)aremorelikelytohaveITMWsintheICOFR,supportingourH2bandH4b.The
coefficients of SEGs, INVTRY, and RGROWTH are not significantly associated with ITMWs,
providingnosupportforH2a,H3a,andH3b.Inaddition,thecoefficientofournewlydeveloped

Table 3. ITMWs Reported by Industry Segments

2 digit 
SIC

Industry Segments # of ITMW 
Firms

% of ITMW 
Firms

01-09 Agriculture,forestry,fishing,huntingandtrapping 1.0 0.0

10-14 Mining 89.0 8.0

15-17 Construction 4.0 0.4

20-34 Manufacturing(Food,textiles,chemical,refining,rubber) 230.0 20.7

35-36 Manufacturing(ComputersandElectronic) 196.0 17.6

37-39 Manufacturing(Miscellaneousequipment) 92.0 8.3

40-49 TransportationandCommunication 88.0 7.9

50-51 Wholesaletrade 38.0 3.4

52-59 Retailtrade 38.0 3.4

60-67 Finance,insuranceandrealestate 34.0 3.1

70-89 Serviceindustry 286.0 25.7

91-97 Publicadministration 0.0 0.0

99 Other 16.0 1.4

Total 1,112 100
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construct,ITGOV,isnegative(-0.089)andsignificantlyassociatedwithITMWs(p<0.01).Thus,H5
issupported.ThefindingsempiricallyvalidatetheimportanceofITgovernanceinreducingITMWs.

Ourresultsconfirmsomeoftheresultsreportedfrompreviousgeneralinternalcontrolsstudies
(Ashbaugh-Skaifeetal.,2007;Doyleetal.,2007;Ge&McVay,2005),andalsoillustratethedifference
betweenITMWsandMWs.Our findingssuggest that there isnosignificantdifferencewith the
businesssegmentsoperationsbetweenITMWsfirmsandcontrolfirms.Thisisaninterestingand
counter-intuitiveresult.Onepossibleexplanationisthatfirmsmightusefirm-wideITstandardsto
replicateandrolloutinformationsystemsinvariousindustrysegments.Thecommonandrecurrent
useofITrelatedknow-howmightcreateeconomiesofscope,thusoperatinginmultiplesegments
mightnotleadtoITMWs.Ourfindingsalsoindicatethatthereisnosignificantdifferencewiththe
higher levelof inventorybetween ITMWsfirmsandcontrol firms.Oneplausibleexplanation is
thatinformationsystemsmayhelpfirmstoaccuratelydealwiththedataandprocessesduetothe

Table 4. Descriptive Statistics

Mean Std.dev Median N

LOSS:
ITMWssample
ControlSample

0.646**
0.588

0.479
0.493

-
-

556
556

ZSCORE:
ITMWssample
ControlSample


-0.293
-0.854

24.844
21.265

0.785
0.719

556
556

SEGs:
ITMWssample
ControlSample

2.212**
2.011

1.668
1.606

1
1

556
556

FRNSALE:
ITMWssample
Controlsample

0.421**
0.360

0.494
0.480

-
-

556
556

INVNTRY:
ITMWssample
Controlsample

0.102**
0.086

0.138
0.136

0.030
0.022

556
556

GROWTH:
ITMWssample
Controlsample

2.942
4.610

45.471
78.979

0.109
0.101

556
556

RSTRCHA:
ITMWssample
Controlsample

0.385
0.329

0.487
0.470

-
-

556
556

MA:
ITMWssample
Controlsample

0.629***
0.538

0.483
0.499

-
-

556
556

ITGOV:
ITMWssample
Controlsample

2.950**
3.264

2.041
2.264

2.530
2.633

556
556

SIZE:
ITMWssample
Controlsample

4.098
3.926

2.886
2.915

4.565
4.588

556
556

AGE:
ITMWssample
Controlsample

18.963***
16.054

16.342
13.937

15.500
13.000

556
556

Notes: ***, **, * indicates significant level at the 0.01, 0.05 or better, respectively based on t-statistics in means. P-values are two tailed. See Table 2 for 
variable definitions.
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scalabilityandagilityofthetechnology.Inaddition,ourresultssuggestthatthereisnosignificant
differencewiththerapidgrowthandrestructuringbetweenITMWsfirmsandcontrolfirms.One
possibleexplanationisthatrapidgrowingandrestructuringfirmsmaybemoreinnovativetorespond
totechnologicalchanges.Overall,ourresultssuggestthatestablishingappropriateITinternalcontrols
allowsfirmstoderiveeconomiesofscaleandscope.

Withrespecttocontrolvariables,wefindthatolderfirmsaremorelikelytohaveITMWs,which
isdifferentfromthepreviousstudyofgeneralinternalcontrolweaknesses(Doyleetal.,2007;Ge&
McVay,2005).Aswediscussedbefore,olderfirmsaremorelikelytouselegacysystems,andtheir
personnelmaynotbefamiliarwithnewertechnologies.

7. dISCUSSION ANd CONCLUSION

Companiesare increasinglydependenton information technologyforawidevarietyofbusiness
processes.However,suchdependencemakesfirmsincreasinglyvulnerabletoITMWs.Despitethe
importanceofITMWs,therelationshipsbetweenfirmcharacteristics,ITgovernance,andITMWsis
underresearched.Thisstudydrawsuponandintegratesmultipleresearchstreamsincludinggeneral
MWs, ITgovernance, and ITMWs inorder tobetter understand their interactions.Our findings
confirmsomeoftheresultsreportedfromthepriorstudiesofgeneralMWs(Ashbaugh-Skaifeet
al.,2007;Doyleetal.,2007;Ge&McVay,2005).WethusfindthatfirmsthatdiscloseITMWstend
tohavehigherprobabilitiesofloss,haveforeignsales,andaremorelikelytoengageinmergers
andacquisitions.Inaddition,ourresultsprovideevidencethatfirmswithstrongerITgovernance
arelesslikelytodiscloseITMWs.OurfindingsalsoillustratethedifferencebetweenITMWsand
MWs. Incontrast to traditionalMWs, forexample,older firmsaremore likely tohave ITMWs.
WhileolderfirmsarelikelytohavebetterprocessesforcontrollinggeneralMWs,theyarealsomore
likelytohaveolderinformationsystems.SinceallfirmsreportingITMWsalsohavegeneralMWs,
ourcontrolgroupconsistsoffirmswithoutITMWsbutwithgeneralMWs.Thefindingsillustrate
thedifferencebetweenITMWsandgeneralMWsintermsofage.Thiscouldbethereasonforthe
complexityofmanaginglegacysystemsinarapidlychangingtechnologyenvironment.Ourresults
also indicate that thenumberofsegments(SEGs), levelof inventory(INVNTRY), rapidgrowth
(RGROWTH),andrestructuring(RSTRCHA)arenotsignificantlyassociatedwiththeexistenceof
ITMWs.WebelievethesetobeinterestingresultsthathighlightthevalueofITinternalcontrolsto
organizations.Itissurelypossiblethat,onceappropriateinternalcontrolsareputinplace,theyallow
firmstoderiveeconomiesofscaleaswellasscope.Economiesofscalemayenablefirmstoleverage

Table 5. Pearson Correlation Analysis

LOSS RZSCORE SEGs FRNSALE INVNTRY RGROW RSTRCHA MA ITGOV SIZE AGE

LOSS

RZSCORE -.230**

SEGs -.182** .204**

FRNSALE -.063* .042 .099**

INVNTRY -.041 .380** .060* .085**

RGROW -.146** .043 -.056* .007 .022

RSTRCHA .008 .108** .241** .139** -.017 -.160**

MA -.069* .063* .226** .130** -.156** .118* .203**

ITGOV -.119** .051* .083** .081** -.072* .049 .266** .134**

SIZE -.403** .270** .410** .211** .028 .128** .384** .290** .388**

AGE -.138** .066* .233** -.060* .104** -.133** .080** .000 -.056* .114**

Notes: **. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).
a. Listwise N = 1,112
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theirinformationsystemexpertise,ITplatform,andinstallednetworkswhenfirmsareinvolvedin
multiplesegments,and/oraregrowingrapidly (Bakos,1991).Economiesofscopemightenable
firms’technologicalresourcesandexpertiseacquiredduringthedevelopmentandoperationofone
systemtobetransferredtoothersystemswhenfirmsundergorestructuring(Bakos,1991).Inaddition,
IThasadirecteffectonimprovinginventorymanagement,whichcanhelpreduceinventorylevels
(Dehning&Richardson,2002).Forexample,theincreasedadoptionofERPsystemsmightresultin
significantinventoryreduction(Dehning&Richardson,2002;Harreld,2001),andtherefore,better
managelargerquantitiesofinventory.

ThisstudythusmakesseveralcontributionstotheliteraturesonITMWsandITgovernance
in severalways.First, this isoneof the first attempts toexamineboth firm level characteristics
andITgovernanceassociatedwithITMWsinICOFR.Inparticular,thispaperinvestigateshowIT
governanceisrelatedtoITMWs,whileempiricallyvalidatingtheimportanceofITgovernancein
reducingITMWs.Second,thisstudyproposesandoperationalizesanewconstruct,ITGOV,based
onpublicallyavailablesecondarydata.Third,ithighlightsthedifferencesbetweengeneralMWs
andITMWs,whicharepossiblyenabledbyscaleandscopeeffectsresultingfromITinvestments.

Further, this study identifies several practical implications for a firm’sboard structures and
management.Tobegin,executiveswhobetterunderstandtheantecedentsofITMWscouldbetter
manageSOXcompliance.StudiessuchasoursthuscouldhelpexecutivesbetterjustifyIT-related
internalcontrolmeasures.Atthesametime,regulatorswhobetterunderstandITMWsbasedonstudies
suchasourscouldenactorupdatepoliciesandstandardstomoreeffectivelyregulateorganizations
forwhichtheyareresponsible.Second,ourresultsindicatethatstrongerITgovernancehelpsfirms
mitigate ITMWs.Thecomprehensive ITgovernancemeasureproposed inour researchprovides
organizationswithusefulguidelinestobuildtheirITgovernanceandleadership.Finally,ourfindings
alsosuggestthatfirmsengaginginforeignsales,and/orundergoingmergerandacquisitionactivity,
aremorelikelytohaveITMWs.CompaniesmaythuswishtoimplementadaptiveITstandardsand

Table 6. Logistic Regression Analysis

Predicted sign Coefficients Wald p-value

Intercept -.861 10.385 .001

LOSS + .393 7.461 .006

RZSCORE - .006 .058 .809

SEGs - .191 .595 .440

FRNSALE + .224 2.938 .087

INVNTRY + .801 2.571 .109

RGROW + .016 .481 .488

RSTRCHA + .163 1.216 .270

MA + .378 7.795 .005

ITGOV - -.089 7.800 .005

SIZE + .017 .331 .565

AGE + .013 8.291 .004

ITMWsfirmspredictedcorrectly 59.7%

Overallpercentagetopredictcorrectly 57.4%

N 1112
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ITinfrastructuresthroughouttheorganizationthatcanmoreeasilyfacilitatemergersandacquisitions,
aswellascoordinatemultipleinternationalsegments.

Apotentiallimitationofthisstudyiscreatedbythenatureofthesecondarydata.Itmightthus
belimitedbythepresenceofunrecordeddata,orconstrainedbytheformatofdatareporting.Inthis
study,wemeasureITMWasabinaryvariable(0vs.1)insteadofspecificseverityand/ortheactual
numberofITMWs.ITinternalcontrolforcompanieswithmoreITMWs(e.g.,twoormore)would
belesseffectivecomparedtothosewithonlyoneITMW.However,itisnotappropriatetomeasure
ITMWsbysimplecountingsincethereisnostandardfordatadisclosure.Forexample,firmAmay
disclosethatithasinadequaterestrictedaccesstoinformationsystems,segregationofdutiesarenot
implementedinitssystems,ITpersonnelaccessisnotproperlysegregated,andtherearelogical
accessissues;whilefirmBmightjustsayithasITMWsduetolackofaccesscontrols.Thefour
ITMWsdisclosedinfirmAarefourcategoriesofaccesscontrols.Hence,wecannotsayfirmAhas
moreITMWsthandoesfirmBbysimplycountingthenumberofdifferenttypesofITMWreported.
Furtherresearchcouldconsidermorefine-grainedmeasuresofITMWsandexploretheeffectsof
ITgovernanceandfirm-levelcharacteristicsonthedegreeofITMWswhenthedatareportingis
standardized.Anotherlimitationisthatourdataisbasedonsevenyears’dataduetotheavailability
andfeasibilityofthedatacollectionprocess.Whilewehaveenoughsamplestorunthedataanalysis
forthesevenyearsdata,furtherresearchcouldconsidercollectingmoredatatoconfirmtheresults.
Furthermore,somefirmsmaymakelittleuseofITwhileothersmaymakeextensiveuseofIT.This
couldimpacttheirITMWsdisclosure.Wecontrolfortheindustrybymatchingthefirmsinthesame
industrywhenweruntheanalysis.Duetothedataavailabilityissue,wecouldnotcollectthedetailed
firm-leveldataforITinvestmentsandITusage.Inaddition,thisstudyonlyfocusesontherelationship
betweenITMWsandgeneralMWs.SinceallfirmsdisclosingITMWsalsohadgeneralMWs,we
choosethecontrolgroupsasthosewithgeneralcontrolMWsbutnotITMWs.Futureresearchcould
considertocomparethosetwogroupsoffirmswiththosewithoutanyMWs.
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APPENdIX

Table7summarizesexamplesandcategoriesofITMWsreportedin10-Kfilingsbasedontheprior
literature (Maslietal.,2009).Forexample,management’sassessmentof ICOFRwasconducted
usingthecriteriasetforthinInternal Control—Integrated FrameworkissuedbytheCOSOofthe
TreadwayCommission.BasedontheassessmentasofJuly31,2011,“CONOLOGCORP’s(CIK:
0000023503)internalcontrolsoverfinancialreportingwerenoteffectiveduetothefollowingmaterial
weaknesses:(1)TheCompanylacksadequatesegregationofdutiescontrolconcerningInformation
Technology(“IT”);(2)ITpersonnelperformaccountingtransactions,programmingfunction,and
controlssecurityfunctionwiththeCompanyforIT;(3)TheCompanylacksappropriateenvironmental
controlsneededtoensurethesecurityandreliabilityofITequipment”.
Chang-OnInternational, Inc (CIK:0000042136)conductedanevaluationof theeffectivenessof
ourICOFRasofDecember31,2011usingthecriteriaestablishedinInternalControl—Integrated
Framework issued by the COSO of the Treadway Commission. Based on the assessment as of
December31,2011, therewerecontroldeficienciesasdescribedbelow:“Wedidnot implement
appropriate informationtechnologycontrols–AsofDecember31,2011,weretaincopiesofall
financialdataandmaterialagreements;however,thereisnoformalprocedureorevidenceofnormal
backupofourdataoroff-sitestorageofthedataintheeventoftheft,misplacementorlossdueto
unmitigatedfactors”.

Table 7. Examples of ITMWs

IT Categories ITMWs Reported in SOX 404

AccessControls      •Inadequaterestrictedaccesstosystems
     •Segregationofdutiesnotimplementedinsystem
     •ITpersonnelaccessnotproperlysegregated
     •Logicalaccessissues

Enterprise
Architecture

     •Inadequateinformationsystemstosupportbusinessprocesses
     •AbsenceofgeneralITpoliciesandproceduresdocumented
     •DeficienciesrelatedtoITcontroldesignandoperatingeffectivenessweaknesses
     •Lacksappropriateenvironmentalcontrols

GeneralIS/IT
Controls

     •Lackofcontrolsoverspreadsheet
     •LackofIS/ITcontrols
     •LackofIS/ITcontrolsacrosssubsidiaries

ITCapability      •Lackofunderstandingofkeysystemconfiguration
     •InadequateIS/ITsupportstaff
     •Insufficienttrainingonsystem
     •Lackofsystemsandaccountingsoftware

Securityand
Recovery

     •Insufficientdisasterrecoveryplansorbackupofsystems
     •Inadequatesecurity
     •ThereisnoITsecuritypolicy

Application
Controls

     •TheCompanydidnotmaintaineffectivecontrolsoverendusercomputingapplications,such
asspreadsheets
     •IneffectivecontrolsandproceduresrelatedtocertainITapplicationsandgeneralcomputer
controls
     •DidnotmaintaineffectivecontrolsrelatedtoITapplicationsandinfrastructure
     •Lackofapplicationcontrols

Application
Development

     •Thecompany’sERPsystemcontainedprogrammingerrors
     •LimitedERPsystems
     •LimitedITapplicationfunctionality
     •Inadequateprogram/datachangecontrols
     •Programchangemanagement
     •Programdevelopment
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